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TABJIMIIA U3BMEHEHUHA

Bepcus

Jara

ABTOp

N3menenue

1.0

JIOKyMeHT co311aH

2.0

Coznana HoBasi Bepcusi JOKYMEHTa B paMKax pa3BUTHS
ECHA B 2013 1.

2.1

BHeceHbl ucripaBiieHUs B JOKYMEHT:

—  YTOYHEHO ONHMCAaHHE MPOLETyphl MOAMUCAHUS 3aIpoca
MpU ayTeHTH(PUKALH C TIOMOIIBIO TTpoTokoina SAML,;

—  yTouHeHO omnucanue nepeuns SAML-aTpuOyToB;

— YTOYHEHO ONHUCAHHWE JJCKTPOHHOTO CEepBHCA IO
perucrpauuu MOJIb30BaTENEH ECHA,
omybnukoBanHoro B CMOB (nmobaBneHo omucanue
MpoLeaypsl  TMONyYeHUs JOCTylma K  CEpBHUCY,
nobasneHsl  uaeHTUUKaTOpel cepBuca ECHUA B
CMDB, yToYHEHO ONMMCaHUE METO/a BOCCTAHOBJICHUS
JOCTYyTA);

— YTOYHEHO OmKcaHue obyacTei mgoctyma (SCOpe),
HCIONIb3YEMBIX TPOTPAMMHBIMU UHTepdeiicaMu Ha
ocHoBe REST.

2.2

VckiToueHO TNpUIIOKEHHE C ONMMCAHUEM AIIEKTPOHHBIX
cepBucoB ECUA nmns paboThl C TOKHOCTHBIMHU JIUIIAMU
OI'B. IlpousBeneHa  mepeHymepalus  OCTaJbHBIX
npuaoXkeHnid. BHeceHbl YTOYHEHHs W JeTalu3alud B

TCXHUYCCKHEC OIMUCAHUA BO BCCX MPUIIOKCHUAX

2.3

Jeranuzanus onucaHusT MEXaHU3Ma AayTEeHTU(DHUKAIUH C
ucnonszoBanuem OpenlD Connect 1.0

2.4

JloGaBneHo omnucaHue NPOrpaMMHOrO HHTepdeiica Ha
ocHoBe REST no nonydenuto ganusix o punuanax u OI'B.
YTOYHEHO oOmnucaHue TMPOrpaMMHOrO WHTepdeiica Ha
ocHoBe REST mo mony4YeHHIO NaHHBIX O CHCTEMHBIX
rpymnmnax.

H3MeHeHo 0003HaYeHNE TUIIOB YUETHBIX 3aluCei.
JloGaBnens! cchiiku Ha Texnonmornveckuii mopran ECUA.
YTouHeHo omucanue redirect_uri mpu HCMONB30BaHUU
cepsuca aBropusaiuu ECUA Ha ocaoBe OAUth 2.0.

VYTOYHEHO omnucaHue CCpBUCAa TMOJYUCHUSA JaHHBIX O




cyobekre (ITpunoxenue b.7).
YTounen d¢opmar anapeca, wucnonbdyembii B REST-
cepBuce ECHA

24.1

YTounen Qopmar 3ampoca Ha TOJYYEHHE MapKepa
JIOCTyNa IpU peaau3aluyd MOJEIW KOHTPOJS JOCTymna Ha
OCHOBE ITOJIJHOMOYHI CHCTEMBI-KIIMCHTA.

YTouHEeH mpolecc 3aBeplIeHUs aKTHUBHOW  CECCUU

MOJIB30BAaTEIS TP MCTIOIB30BaHUM MpoToKoa SAML

2.5

JlobaBieHO onucaHue:

— HOBBIX THUIOB JIOKYMEHTOB  (DU3MYECKHUX  JIUII,
nonmy4yaembix uepe3 REST APl ECUA;

— JIaHHBIX O JeTdAX, nomydaeMbix depe3 REST API
ECHA;

—  HOBBIX BO3MOXKHOCTEH o HCIIOJIb30BaHUIO
ayreHTudukanuu ¢ ucnoiaszoBanuem OpenlD Connect
1.0 (mpoBepka ayTeHTH(UKAUN B (POHOBOM pEKUME
W OTKPBITHEC CTPAHWIBI  ayTEHTU(PUKAIUKA  BO
BCILIBIBAIOIIIEM OKHE);

—  BO3MOYKHOCTEH o YIIPABIICHUIO JTaHHBIMU
OpraHH3aIi;

—  HOBBIX pa3pelleHui Ha JOCTYI K TaHHBIM (SCOPE);

— BO3MOYKHOCTH BO3BpaTa IIOJIb30BaTeNsi B CHCTEMY,
HampaBuBIIyl0o  mosb3oBarenss B ECHUA i

BBITIOJTHEHUS OTIEPAIUi.

2.6

JoGaBneno omucanue cepuca «EnuHbli  cepBuUC
VIOPOIIEHHON uIeHTU(UKAIMK Todb30BaTeneld EnuHoii

CUCTEMBI UICHTU(DUKAIINY U ayTeHTU(QUKALTUNY

2.7

JlobGaBeHO  omMcaHUE  MCIOJIB30BAaHHUS — pa3pelICHUs

(scope) st mepenayn CBECHHIA O IETSX.

2.8

JloGaBreHO  omMHMCaHUE  MCIOJIb30BAHUS  pa3pelieHHs
(scope) «openid» g UHTErpanuu WHGOPMAIMOHHBIX

CHCTEM

2.9

Ho6asneno B Tabmuiy 11 «CoctaB Habopa IaHHBIX»
IOYHKT — MECTO POXKAEHUs, MpH BbI3oBe ckoyma id doc u
foreign_passport_doc

2.10

N3 Tabmuuel 11 UCKITIOYEH MYHKT MECTO POXKICHUS.

Jo6asieno onucanue cepsuca YITPUJI.




YTouHneHa nHGOPMAIIHS 10 CEPBUCY PETHCTPAIIHH.
Ho6asnen paznen b.9 [Ipenocrasienue CIIUCKa
W3MEHEHHBIX TO0JIb30BATEIICH WIIM OpPTraHU3aIui 3a Mepruos
BpPEMCHH

B tabmuue 6 noGaBieHbl mapaMeTpsl OTBETa Ha 3alpoc O

IIEPCOHABHBIX JaHHBIX MMOJIb30BaTels: Verifying u status.

211

K Tabmuue 11 B npumeyanuun 1006aBJIeHO onrucaHue SCOpE,

MMO3BOJIAIOMIUX ITOJTYYUTDH r PaAXIaHCTBO I10JIB30BATECIIA.

2.12

YTouHeHo onucaHue CTPYKTYPBI Mapkepa

unentudukanmu ([punoxenue B.7).

2.13

B Tab6awuie 11 no6asien ckoym «birthplace.

2.14

B Ta6nune 10 ucnpaBiaeHbl KOJIBI OIIHUOOK.

2.15

B Tabnuue 11 nobasnen ckoym Usr_org.

2.16

Jlo0OaBiieHo onrcanue nojei «districty u «settlement» st

atpubyta orgAddresses (Tabnuma 5).

2.17

17.01.2017

[Ipurapuna /JI.A.

B Tabmune 10 poGaBieH HOBBIM KOA ONIMOKHA TIPH
OTCYTCTBUHM pa3pellieHUs] Ha JIOCTYl K YyKa3aHHOMY
CKOYITY.

B Tabnuue 6 moGaBieHbl mapaMeTphl OTBETA Ha 3ampoc O
KOHTakTax moJss3oBarens: VIfValStu u verifyingValue.

2.18

31.01.2017

[Tpurapuna /I.A.

I[06aBJIeH pasaes ¢ onuCaHueM METoaa UMIIOPTa yquHoﬁ

3anucu noss3oBarens ([Tpunoxenue b.10).

2.19

08.02.2017

Macnosa I'.B.

B Tabmune 6 usmenen napametp fiasCode orBera Ha
3alpoc O CBEACHUSIX 00 OTIACTBbHOM 3alucH B IMEpevHe

ajipecoB (PU3NYECKOTO JUIIA.

2.20

09.03.2017

[Tpurapuna /1.A.

OOHOBIIEH anropuT™M HMMIOpTa Y3, HpuUMep OTBETa Ha
3anpoc, oOs3arenbHOCTh Toned anpeca (IIpunokenue
b.10).

2.21

10.04.2017

[Ipurapuna /[.A.

JloGaBneHO omnucaHue TOJIydeHHs WHPOpMalUU UL
ckoyna usr_org (ITpunoxenue B.4).

B Ilpunoxenun b.10 noGaBieHo omnucaHue 3arojoBKOB
sampoca (Request-Data, Request-Data Sign). O6HoBE€HO
ONKCaHKWE MapaMeTpoB Series u number st TOKyMeHTa,

YA0CTOBEPSIOIIETO JINYHOCTD.

2.22

02.05.2017

I'opGynosa O.E.

B Ilpunoxxenue B.4 B nepedeHb CKOYNoB J00aBJIEH CKOYII
usr_avt.
Jlo6aByieHO omucaHue TOJy4YeHHs HWHPOPMAIMH s

ckoyna usr_avt (ITpunoxenue b.11).




2.23

04.05.2017

[Ipurapuna /[.A.

JoGaBneHo  omucaHue  OmMOOK A MapaMerpa
errorStatusinfo (Ilpunosxenue b.10).

OOHOBIIEHO OMMCaHUE OTBETA s 3ampoca: https://esia-
portall.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(ele

ments.person) (TTpunosxenue b.1).

2.24

20.06.2017

Macmnosa I'.B.

OOHOBIIEH mTpuMep 3ampoca (BBI3OB CepBHCa B cCpejie
pazpabotku) B Ilpunoxenun b.10 (mobGaBien mapamerp

«birthPlacey.

2.25

03.07.2017

[Ipurapuna /I.A.

B pasnene 3.1.1 noGaBneHna undopmaius o MpeKpanicHun
noanepxku SAML 2.0 8 ECUA.

B pasnmenax Bb.2, B.2.2, B.4, B.5 oOHOBIEHBI TPUMEPHI,
Kacaroruecs ckoyma id_doc.

B pasmenax B.6.2.2, B.6.2.3 0OHOBJIEHBI TPUMEPHI

3aIIpOCOB.



https://esia-portal1.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements.person)
https://esia-portal1.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements.person)
https://esia-portal1.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements.person)

CIIUCOK COKPAILIEHUH

Coxpamenue /

HaumeHnoBanmue / onpeaesieHue

TEPMUH
EI'PUII Enunelii rocy1apCTBEHHBIN peeCcTp MHAMBUALYAIBHBIX PEIIIPUHUMATEIICH
EI'PIOJI Enuublii rocy1apcTBEHHBIN PEECTP IOPUIMYECKUX JTUIL

EITY ®denepanbHas TocymapcTBeHHas uWH(opMmanuoHHas cucrema «EnuHbIi
HOPTaJI FOCYIaPCTBEHHBIX U MYHULIMNAIBHBIX YCIYT (QYHKLIHN)»

ECHA QenepanbHas TOCYAapCTBeHHas WHQOpManmoHHas cucrtema «EnuHas
cucreMa UAEGHTUQUKAMM M ayTeHTU(UKAUUM B HHEPACTPYKTYpeE,
oOecnieunBaromell MHPOPMALIMOHHO-TEXHOJIOIMYECKOE B3aMMOJAEHCTBUE
WHPOPMALIMOHHBIX ~ CHCTEM, HCIOJIB3YeMBIX Uil TPEJIOCTABICHHUS
rOCyJapCTBEHHBIX U MYHHUIIMIIATBHBIX YCIYT B DJIEKTPOHHON opmMe»

NHH NnenTrndukaimoHHbI HOMEP HAJIOTOIIIATEbIIMKA

ncC HNudopmanmonnas cucrema

KOII YcuneHnHast KBamupUIUPOBAHHAS AIEKTPOHHAS TTOAINCH

OI'B Opran rocynapcTBeHHOM BiacTH. PenepanbHble OpraHbl UCIIOIHUTEIBHOU
BIIACTH, roOCyJapCTBEHHBIC BHEOIO/IKETHBIE (boHBI, OpraHbl
UCIIOJTHUTENIbHOM BiacTu cyObekToB Poccuiickoir denepauuu, oprasbl
MECTHOTO  CAMOYIPABJIEHUS, TOCYJAapCTBEHHbIE MW  MYHHULHUIAJIBHBIE
YUPEXKAEHUS,  MHOrOQYHKIHMOHAJIbHBIX  LIEHTPOB  MPEAOCTABICHUS
rOCYJapCTBEHHBIX U MYHULUIAIBHBIX YCIIYT, & TAK)KE€ UHBIC OPraHU3aLUu,
omnpejeNeHHble  ¢enepanbHbIMM  3aKOHamM, aktamu  [Ipe3ugeHra
Poccniickoit  ®enepaumun  u  akramu  IIpaBurensctBa  Poccuiickoin
denepaunu

OI'PH OCHOBHOM rOCy1apCTBEHHBIN PErMCTPALIMOHHBIN HOMED

OI'PHUII OCHOBHOM roCyJTapCTBEHHBIN PErMCTPALIMOHHBI HOMEP WHINBUIYAIbHOTO
HpeANPUHAMATEIS

Omneparop BbIlaun | Oprad WM opraHu3zaius, o0Jiafaonas IpaBoM CO3/1aHus (3aMEHbI) KIIto4ya

kiroua [1911 IT3I1 B cootBercTBHY ¢ TocTaHOBIeHUEM [IpaBuTenscTtBa PO ot 25 sHBaps

2013 1. Ne 33 «OO6 ucronb30BaHUM MPOCTOM AIEKTPOHHOM MOAMHCH MPU

OKa3aHHU IoCyJapCTBCHHBIX U MYHUIIUIIAJIBHBIX YCIIYI). B cooTBeTcTBHU C
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Coxpamenue /
TEePMHUH

HaumeHnoBanmue / onpeaesieHue

yYKa3aHHbIM 1ocTaHoBiieHUeM IIpaBurenbcTBa, KauectBe OmnepaTopoB
Boljaun  kimroda  [IDII  moryr BeicTymate  (enepajibHble  OpraHsl
UCTIOJIHUTENIBHOW BJIACTH, TOCYJapCTBEHHbIE BHEOIOKETHbIE (DOHIIBI,
OprafHbl HCIIOJHUTEIBHON BiacTH cyObekToB Poccuiickoit deneparmm,
OpraHbl MECTHOI'O CaMOYIIPABJICHM, TOCYJaPCTBEHHBIE U MYHULIUIIAJIbHBIC
yUpEXKIEHUS, MHOTI'0()yHKIIMOHAJIbHBIE LHEHTPbl  IPENOCTAaBICHUSA
rOCYIapCTBEHHBIX U MYHUIMIIAJIBHBIX YCIYT, & TAKXKE MHBIE OpraHu3aluy,
ompeneneHHble  (eAepasbHBIMA  3aKOHAaMH, akTamu  llpe3sujenra
Poccuniickoit  ®enepanuum  u  akramu  IIpaBurensctBa  Poccuiickon
@eneparun (2 TakKe  YNOJIHOMOYEHHbIE MMM OpraHM3alun),
OCYILECTBISIOIME OKa3aHWE TOCYJapCTBEHHBIX WJIM MYHUIUIAIBHBIX
ycayr W TOAKIIOYEHHble K  HMHOPACTpyKType, obecnednBarouei
UH(POPMALMOHHO-TEXHOJIOTUIECKOE B3aMMOJCHCTBHE HH()OPMAIIMOHHBIX
CHUCTEM, HWCHOJB3YEMBIX [UISl IPEJOCTABJICHHUS T'OCYJapCTBEHHBIX U

MYHUIIUTNATBHBIX YCIYT B 3JIEKTPOHHOU (hopme

Omneparop ECUA

MuHHCTEPCTBO  CBSI3M M MAacCOBBIX KOMMYHHMKanui Pocculiickon

®denepaunn

Omneparop NC

Opranuzanus, ocymecTBistomas peructpaunto u ynpasiaenue HMC. B
kadgectBe omnepaTopoB MC, BKIIOYEHHBIX B PErHCTp WH(OPMAIIMOHHBIX
cucteM ECHUA, Moryr ObITh OpraHuzanuu, 0O€CIEUMBAIOIIME pELICHHE
CIIEIYIOIINX 3aj1ay:

— TNpPeNocTaBIeHHE rOCYAAPCTBEHHBIX 1 MyHUIIUTIAIBHBIX YCIIYT;

— HCIOJHEHHE TOCYAaPCTBEHHBIX M MyHUIIUTIATBHBIX (DYHKIIHIA;

— ¢opmupoanue bI'1P;

—  MEKBEJIOMCTBEHHOE 3JIEKTPOHHOE B3aUMOJIEHCTBHUE;

— WHBIE 3aJayd, MPEJyCMOTPEHHBbIE (QeaepalbHBIMU 3aKOHAMHU,

akrami [Ipesunenrta PO u akramu IIpaBurenscrsa PO.

ITone3zoBarens ECUA

[Tonw3oBaTens nH(})OPMAITMOHHO-TEIEKOMMYHUKAITMOHHOM CeTn
«utepHer», 3apeructpupoBanHbiii B ECMMA B kauectBe (pusmueckoro
auna. MoOXeT HMeThb poJid  HMHIAUBUAYAIBHOIO  IpEANpUHUMATENS,

COTPYAHHUKA IOPUIMYECKOrO Julla, JomKkHOCTHOTO Juia OI'B
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Coxpamenue /
TEePMHUH

HaumeHnoBanmue / onpeaesieHue

ITocraBmuk yciayr

NC, unrterpupoBanHas ¢ ECHUA u ocymecTBisionias IpeaocTaBiIeHUE
nosab3oBarensiM ECUA naHHBIX U yciyr, B YaCTHOCTH, FOCYIapCTBEHHBIX U

MYHUIIMIIATIBHBIX YCIYT B 3JIEKTPOHHOMN Qopme

[1011

IIpocrast 2neKTpoHHas NOANNCH

Pernamednt

Pernament B3aUMOJCUCTBUSA YY4aCTHUKOB UH(POPMALIMOHHOTO

B3auMojieiicTBusl ¢ omeparopoMm ECHUA u omnepatopom HH(PpacTpyKTyphl

OJICKTPOHHOI'O  IMPAaBUTCIILCTBA IIpU  OpraHuU3allur I/IH(I)OpMaLII/IOHHO'

TCXHOJIOTHYCCKOT'O B331/IMOIIGI7[CTBPI$I I/IH(i)OpMaIII/IOHHI)IX CHUCTEM C

ucnoiibzoBanmneM ECUA

CM5B

d)ezlepanLHaﬁ rocyaapCTBCHHaAA I/IH(1)OpMaI_II/IOHHa${ cuctemMa «Engunas

CUCTCMaA MCIKBCAOMCTBCHHOI'O 3JICKTPOHHOI'O B3aUMOICHCTBUSI»

CHMIIC

CtpaxoBoil HOMEpP WHIUBUIYAIBHOTO JIMIIEBOTO CUETa 3aCTPaxOBAHHOTO

Jmina B CHUCTCEMC HepCOHI/I(bI/II_II/IpOBaHHOFO ydyeTa IlencuoHHOTrO (I)OH,Z[a

Poccun
Cnemmamuct Ilentpa | Cotpynnuk  Omnepatopa Bbytaun kitoua [IDII,  ocymiecTBistomumii
00CTyKUBaHUS MOJTBEP KJIEHUE JINYHOCTH nosb3oBaTeneit ECUA
TexHomornyeckuit Crienmanu3upoBaHHOE  BEO-TIPUIIOKEHUE, pPa3MELIEHHOE 10  aJpecy
noptan ECUA https://esia.gosuslugi.ru/console/tech. TlpennasHaueHO, B YaCTHOCTH, IS
ynpasnenus IC opranusanuii
dUO damMuns, UMs, OTYECTBO

Llentp o6cayRkuBaHUSA

Ilentp oOcmyXHBaHUS OpraHa WM OpraHU3allMU, HUMEMIEell mnpaBo
co3nanus (3ameHsl) u Bbimaun kimouda [IDI1. B Ilentpe obOcmyxuBaHus
cnenuanucrtamMu LleHTpa 0O0CiHyXMBaHHSI OCYLIECTBISIETCS PETUCTPALIUS

W/WJH IOATBEPKICHUE IMYHOCTH TIonk3oBaTeneid ECUA

HOJI KOpunnueckoe nuio

OAuth OTKpBITHIN POTOKOJI aBTOPU3ALIUN

REST [Tepenaua penpesentaruBHoro cocrosuus (Representational State Transfer)
SAML Security Assertion Markup Language

SMS Cryx6a kopoTkux coobmienunii (Short Message Service)
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https://esia.gosuslugi.ru/console/tech

1 BBEJIEHMUE

Ilepexon K OKa3aHUIO TOCYAAPCTBEHHBIX M MYHULMNAIBHBIX YCIYI B 3JIEKTPOHHOM BUJE
TpeOyeT OT rocyaapcTBa MPEJOCTAaBUTh JIIOASIM U OpraHaM TOCYIapCTBEHHON BJIACTH BO3MOKHOCTH
6e3omacHo uAeHTU(GpUIIUPOBATH APYT Apyra onjaiiH. Korja oA v opranbsl rocy1apcTBEHHON BJIACTH
MOTYT JIOBEPATH pe3yibTaTaM WACHTU(DUKAMH APYT JPyra, OHU MOTYT MPEJOCTaBIATh U HOTPEOIIATh
YCIIyTH, YeTO HENb3si ObLI0 ObI JOCTUYD B APYIOM Ciydae M3-3a OOJBIION CIIOKHOCTH MJIM BaXHOCTH
YCIIYT.

B Tekymeli onnailH cpene oT soaed TpeOyercs BeIeHHE ECATKOB pAa3IMYHBIX HMEH
MOJIb30BaTEICH U Tapojied — MO OJHOM Mmape g KaXJI0ro BeOcaiiTa, ¢ KOTOPBIM IOJIH30BATEIh
B3auMoieiicTByeT. CIOXHOCTh TAaKOTO MOJXOAa SIBISAETCS OpeMeHeM Ui JII0JeH M MOTBOPCTBYET
TakOMy TIOBEACHHUIO, KaK IIOBTOPHOE HCIIOJIb30BaHWE TMapojed, 4YTO yOpOUIaeT OHJANH
MOIIIEHHUYECTBA U HapylleHus: ujaeHTuukanuu. B To e BpeMs opranbl rocyJapCTBEHHOUN BIACTH
CTJIKUBAIOTCSA C IIOCTOSIHHO BO3pPACTAIOIIMMH 3aTpaTaMM Ha YIPABICHHE YYETHBIMHU 3alACAMH
MIOJIb30BATENICH, TOCIECTBUSIMU OHJIAIH MOIICHHUYECTB U HEd()(HEKTUBHOCTHIO JIEKTPOHHBIX YCIYT B
pe3yibTaTe HEXENaHWsl MOTEHUUAIbHBIMHU IOJIb30BATEISIMU MPOXOJIUTh PErHUCTPALMIO €LIE OJAHOU
Y4ETHOM 3aIUCH.

Coznmannas Munkomcssizbio Poccun ®T'UC ECUA:

1. IlpenocraBisieT UCNONB3YIOMIUM €€ MH(POPMAIMOHHBIM CHCTEMaM OpPraHOB rOCYAapCTBEHHOM
BJIACTH pelIeHHE MO JTOCTOBEpHOW HJIEHTH(UKALUU IMOoJIb30BaTene (Kak (U3NYEeCKUX, TaK U
nomxHocTHBIX il FOJI u OI'B), nocturnyroit 61arogaps ToMmy, 4To:

— peructpauus auna B ECHA comnpsbkeHa ¢ NMPOBEPKOM 3HAYMMBIX U yJOCTOBEPEHMS
JINYHOCTHU KPUTEPUEB;

— ECHA oOecnieunBaer 3amuTy pa3MeIlEHHOH B HeW MHGOpMAIMM B COOTBETCTBHH C
3akoHoJarenbeTBOM Pocceuniickoit denepanmu.

2. SIBnsieTcst OpUEHTHPOBAHHOW Ha MOJB30BATENS — MPEAOCTABISIET EMYy BO3MOYKHOCTH:

— UACHTUOUKAMM W ayTeHTU(HUKAIMM C HCIOJIb30BAaHUEM €IUHOM YYEeTHOW 3amucu |
IIMPOKOTO CHEKTpa TMOAJIEP)KUBAEMBIX METOJOB ayTeHTHU(PHUKAUUU TpU JOCTyle K
Pa3IMYHbIM UH(POPMAIIMOHHBIM CHCTEMAaM OpPraHOB rOCYJapCTBEHHOM BIIaCTH;

— YIpaBJE€HUs CBOMMH NEPCOHAIBHBIMU JaHHBIMH, pa3MmelieHHbIMA B ECHA, 1 KOHTpOs Hag

HUX IpCAOCTABIICHUCM B I/IH(bOpMaLII/IOHHBIC CHUCTCMBI OpPTaHOB l"OC}’I[&pCTBCHHOfI BJIACTH.
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1.1 Ha3nayeHue JOKyMeHTa
Hacrosimuit nokyMeHT:
1. OnwuceiBaer 6a30BbIe clieHapHH Ucoib3oBanus ECHUA:
— uAeHTUUKAIMSA M ayTeHTH(UKANWs MOJb30BaTeNel MpU JOCTyNEe K HH(POPMAIMOHHBIM
CHCTEMaM OpPTr'aHOB IOCYAAapPCTBEHHOM BiacTH (paszaen 3);
— BEJCHHE HJICHTHU(PHUKAIIMOHHBIX JaHHBIX U MOJHOMOYHIA MOJIb30BaTesei (pasaen 4);
— MoJy4yeHHUs WH(POPMAIMOHHBIMH CHCTEMaMH OPTaHOB rOCYIapCTBEHHOW BJIACTH JaHHBIX U3
peructpoB, xpauuMbix B ECUA (pasnen 4).
2. Tloscuser mnopsanok BeneHuss B ECHUA peructpoB (CIpaBOYHHKOB), HEOOXOAMMBIX IS
peanuzanuu 6a30BBIX ClieHapHeB Hcnonb3oBanus ECUA:

— PETUcCTp (bHSI/I‘IeCKI/IX JINIT,

PErUCTP IOPUAUNYCCKUX JIUIL U JOJDKHOCTHBIX JIMI FOPUINYCCKUX JIUIL;

PETUCTP OPraHOB TOCYAAPCTBEHHOM BJIACTH U JIOJKHOCTHBIX JIMI] OPTaHOB IOCYAapCTBEHHOM

BJIaCTH,

peructp HHPOPMALIMOHHBIX CUCTEM.
3. IlpenocraBiser MeToAMYECKHE PEKOMEHJALMU 110 MHTErpanud WHGOPMALMOHHBIX CHCTEM C
ECHA u obecrieueHHIO COOTBETCTBHUS MOJOKEHUSIM HOPMATHBHO-IPABOBBIX aKTOB B YacTH

ncnoiibzoBanus ECHUA.

1.2 HopmaTuBHBIE CCHLIKHU

Hacrosimuii 1oKyMeHT pa3paboTaH B LENSIX pealM3allid U BO HCIHOJIHEHUE CIEeIyIOIUX
HOPMAaTHBHO-TIPABOBBIX aKTOB:

— ®epnepanpHbiii 3akoH OT 27 uronst 2010 r. Ne 210-03 «O6 opraHuzanuu MpeaoCTaBICHUS
TOCYJapCTBEHHBIX U MYHHIIUIIAIBHBIX YCITYT.

— OenepanbHblil 3aKoH 0T 6 anperst 2011 r. Ne 63-D3 «O0 >11eKTpOHHON MOATIHUCHY.

— Tl'ocynapctBennass mporpamma Poccuiickoit ®enepaunu «MHpopmanoHHOE 001ECTBO
(2011 - 2020 romwl)», yTBepkKIOeHHas pacropsbkeHueM [IpaButenbctBa Poccuiickoit
®eneparn ot 20 oxTsiOpst 2010 T. Ne 1815-p.

— Ilocranosnenue IlpaBurensctBa Poccuiickoit @enepanuu ot 28 Hos0pst 2011 r. Ne 977 «O
dbenepasibHONW  rocymapcTBeHHOW  WH(MOpmanmoHHOW  cucteme «EnunHas  cuctema
UACHTUGUKAIMM M ayTeHTU(UKauuu B HHQpAcTpyKType,  oOOecreduBarouIeii

I/IH(bOpMaI_[I/IOHHO-TGXHOJIOFI/I‘-IGCKOC B3aHMOI[eI>’ICTBPI€ I/IHq)OpMaI_II/IOHHBIX CHUCTEM,
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HCIOJIb3YEMBIX JUIsl IPEIOCTABIEHUS TOCYAAPCTBEHHBIX W MYHUIMNAIBHBIX YCIYI B
AJIEKTPOHHOHU (popMe».

[Tocranosnenue [IpaBurenscTBa Poccuiickoit @enepanuu ot 9 despans 2012 r. Ne 111 «O6
JJIEKTPOHHOW ITOANMCH, MCIOIb3YEMOM OpraHaMu HCIIOJIHUTEJIBHOM BJIACTU WM OpraHaMu
MECTHOTO CaMOYIPABJIEHUS IPU OPraHU3alUU DJIECKTPOHHOTO B3aUMOICHCTBUS MEKIY
coOoi, o mnopsake e€ MCIOJIb30BaHMs, a Takke OO0 YCTaHOBJIIEHUM TpeOOBaHUH K
00€CTIeYEeHNI0 COBMECTUMOCTH CPEJCTB IEKTPOHHOU MOIITHCHY.

[Tocranosnenue IlpaBurensctBa Poccuiickoit deneparuu ot 25 ssuBaps 2013 r. Ne 33 «O06
HCIOJIb30BAHUN MPOCTOW 3JEKTPOHHOW MOANMCH IPU OKa3aHUU TOCYIHApCTBEHHBIX U
MYHHULMIIAIBHBIX YCIYI».

[Tocranosnenue IIpaBurenscrBa Poccuiickoit @enepanuu ot 10 urons 2013 r. Ne 584 «O6
UCNOJIb30BaHUU (hefiepalibHOM TOCYAapCTBEHHOM HHGPOpPMAaLMOHHOM cuctembl «Enunas
cucreMa WAEGHTU(QHUKAIMU M ayTeHTU(UKAUM B HHPPACTPYKType, obecnednBarouiei
MH(POPMAIIMOHHO-TEXHOJIOTHYECKOE  B3aMMOJCHUCTBHE  HMH(OPMAIIMOHHBIX  CHCTEM,
HCIOJIb3YEMBIX JUIsl IPEIOCTABIEHUS TOCYAAPCTBEHHBIX W MYHUIMNAIbHBIX YCIYI B
3JIEKTPOHHOH (opme».

[Tonoxenne «O6 uHPpacTpykType, obdecneunBaromeld HHHOPMaIMOHHO-TEXHOIOTHYECKOE
B3aUMOJIEHCTBHE HMH(POPMAIIMOHHBIX CHUCTEM, MHCIOJIb3YEMBIX JUIsI MPEJOCTaBICHUS
TOCYJapCTBEHHbIX M MYHHIMIAIBHBIX YCIYT B 3JEKTPOHHOH (opMme», YTBEpKIEHHOE
nocraHoBieHneM [IpaButenscTBa Poccuniickoit @enepanuu ot 8 urons 2011 r. Ne 451.
[Tonoxenne «O denepanbHON TrocyJapcTBEHHONM HHPOpMaLMOHHONW cucteme «EnuHas
cucTeMa WAECHTU(UKAIMM U ayTeHTU(UKAUMM B HHPPACTPYKType, oOecrneunBaroniei
MH(OPMALIMOHHO-TEXHOJIOTUYECKOE ~ B3aUMOJEWCTBHE  HMH(OPMALIMOHHBIX  CHUCTEM,
UCIOJIB3YEMBIX [UISI IPENOCTABIEHUS TOCYAAPCTBEHHBIX W MYHUIMNAIBHBIX YCIYI B
JJIEKTPOHHOU bopme», YTBEPKIEHHOE [IPUKA30M MuHKOMCBS3U Poccun

ot 13 anpens 2012 r. Ne 107.
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2 OBHIEE OIIUCAHUE ECHA

B  coorBerctBum ¢ mocraHosieHueM IIpaBurensctBa  Poccumiickon — ®enepanuun
ot 28 Hos10pst 2011 r. Ne 977 ECHUA nomkHa obecrieynBaTh CAHKIIMOHUPOBAHHBIN JTOCTYN y4aCTHHUKOB
MH(POPMAIIMOHHOTO B3aWMOJCHCTBUA (3asBUTENe W HoKHOCTHBIX jul OI'B) k wuHbopmanuu,
CoZiepKalieiics B~ TOCYAApCTBEHHBIX  HMH(DOPMAIMOHHBIX  CHUCTEMaX,  MYHHIIMIIAIbHBIX
MH()OPMAIIMOHHBIX CHCTEMaX U MHBIX MHPOPMAITMOHHBIX CUCTEMAX.

I[Ipu »srom ECHA He obecrieynBaeT BBINOJIHEHUE IMIPOIECCOB  HMACHTH(HUKAIINH,
ayTeHTU(UKALUY U aBTOPHU3AIMH YYaCTHUKOB MEXBEIOMCTBEHHOI'O B3aMMOCHCTBHSI, BOZHUKAIOIINUX
B mporiecce ucmonb3oBanusi CMDB, B yacTHOCTH, TP B3aUMOJICHCTBUU HH(DPOPMAITMOHHBIX CHCTEM C
ucnosbs3oBanueM CMOB.

OcHoBHble GyHKIIMOHATBHBIE BO3MOXKHOCTH ECUA:

— WACHTUUKAIMS U ayTeHTU(UKAIUS TT0JIb30BaTENCH, B TOM YHCIIE:

— OJIHOKpaTHas ayTeHTH(bI/IKauml, kotopas pgaer mnoib3oBatessiM ECHA  cnenyromee
MPEUMYILECTBO: MpOoMaAs mnpoueaypy uiaeHtuukaumu u ayreHtupukanuun B ECHUA,
MOJIb30BaTeIh MOXKET B TEUEHHE OJHOr0 ceaHca paboThl oOpamarbes K JHOOBIM
nH(OpPMALIMOHHBIM  cucTeMaM, wucnonsdytomuM  ECHUA, mnpu  3ToM  MOBTOpHas
UACHTUPUKAIUSA U ayTeHTU(PUKAIUS HEe TpeOyeTcs.

— TMOAJAepKKa Pa3IMYHBIX METOJIOB ayTeHTHU(PHUKAIMH: TTO0 apOJIo, MO AJIEKTPOHHOMN MOAIMNCH,
a Takke AByX(aKTopHas ayTeHTU(]UKAIUSA (10 MOCTOSHHOMY MNapoii0 U OJHOPa30BOMY
MapoJIio0, BEICKIAEMOMY B BUJIE SMS-COOOIICHHS);

— TOJJIEpXKKa YPOBHEH TOCTOBEPHOCTH MCHTH(UKAIMH MTOJIH30BaTeNs (YIIPOIICHHAs ydeTHAsI
3aliCh, CTAHIAPTHAS yUeTHAsl 3alUCh, MIOATBEP)KICHHAS YUETHAS 3aIUCh).

— BelCHHE HICHTH(UKAIMOHHBIX JAHHBIX., @ MMEHHO — BEJICHHE PErHCTPOB (DH3MYECKHX,
IOPUIMYECKUX JIUI, OPTaHOB M OpraHu3alui, OJKHOCTHBIX JIMI] OPTaHOB M OpraHU3alui U
WH(OPMAIIMOHHBIX CUCTEM;

— aptopuzalus ynonrHomodeHHbIX Uil OI'B npu nocryne k cneayromuM ¢pyakiusm ECHUA:

— BeneHue perucrpa nospKHOCTHBIX Ul OI'B B ECHA;

! CootBercrByrOmIHii TepMIH Ha aHrHICKOM si3bIKe — Single Sign On
2 COoOTBETCTBYIOLIMIT TEPMIH Ha aHIJIHiiCKoM si3bIke — Identity Management
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— BeJlleHUE CIpaBOYHMKA MosHOMouHnil B oTHoumeHuu MC u mpenocTaBieHre MOJIb30BaTESIM
ECUA (3apeructpupoBanabiM B ECHA kak nmomwkHoctHbie jnuna OI'B) momHomouunii mo
nocryny K pecypcam UC, 3apeructpupoBanubiMm ECUA;

— JIeJIeTUPOBAHMUE BhINICYKa3aHHBIX TIOJTHOMOYHI YIIOJIHOMOYEHHBIM JinliaM HipkecTosumx OI'B.

— BelleHWE M MperocTaBlieHue HH(OpMAIMM O MOJHOMOYMSIX IOJB30BaTelied B OTHOLICHUU

UH(POPMALIMOHHBIX CHCTEM, 3aperucTpupoBaHHbix B ECUA.

OO0parenrne y9acTHUKOB WH(DOpMaMOHHOTO B3auMoaeicTBus K ECUA 10MDKHO TPOUCXOANTH

tonbko 1o npotokosy HTTPS (ucnonb3oBats npotokon HTTP 3anpemieno).
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3 AYTEHTH®UKALUA NOJB30BATEJIEN YEPE3
ECHA

Pa3paboTuMKy TOCYAapCTBEHHBIX CAaWTOB, MOPTAJOB M IPOYMX BEO-NIPUIOKEHUH MOTYT
IIPEJOCTaBUTh CBOUM I10JIb30BATENSIM BO3MOXKHOCTb BXOJUTh B CUCTEMY, UCHOJb3ys YUETHYIO 3alUCh
ECHA. Dto u3bapnseT pa3pabOTYMKOB OT HEOOXOAMMOCTH JIeNIaTh COOCTBEHHOE XPAHUIIHMIIE YIETHBIX
3amuceit, obecrieunBaTh 0€30MaCHOCTh XpaHEHHsI apoJiei, pa3pabaThiBaTh MEXaHU3MbI PETHUCTPALINH,
ayTeHTHU(UKALUY 110JIb30BaTeNeH, NOJAEeP)KUBATh UX B pab04YeM COCTOSHUM.

[Ton nomp3oBarensimu ECHMA  noHuMaroTcs — ClEAylOLIMe  KaTeropud  y4aCTHUKOB
MH(POPMAIIMOHHOTO B3aMMOICHCTBHS:

— (u3nueckue aula, UMEIOLUe YUeTHYIO 3alluCh B peructpe pusnueckux aun ECUA;

— MHOUBHUAYaJbHbIC NpPEANPUHUMATENH, T.€. (U3MYECKHE JHMIA HMEIOIIHE MPU3HAK
WHAMBUAYaAJIbHOTO NPEIIPUHUMATES;

— JIOJDKHOCTHBIE JIMIAa IOPUIMYECKUX JIHL, T.€. (PU3MYECKUe JIMLA, MPUCOCAUHEHHbIE K
YYETHBIM 3anucsaM ropuaudeckux i ECUA;

— JIOJDKHOCTHBIE JIMI]Aa OPTaHOB U OpraHu3alui, T.e. (Gu3ndecKue JHla, MPUCOeINHEHHbIE
K yueTHbIM 3anucsm OI'B.

[Tonp3oBaTenn MOJYy4arOT BO3MOXKHOCTH OJHOKPATHOW ayTeHTHU(UKAIMU. DTO O3HAYaeT, 4TO
npoiing mpouenypy ayrentudukamuu B ECHA, monb3oBaTens MOXET B TEUYEHHE OIHOIO CeaHca
palboThI BOUTH B HECKOJIBKO CUCTEM, M ITPH 3TOM IOBTOPHO BBOJUTH JIOTUH U NApOJib HE MOTpedyeTcs.

C nenpio obecnieuenus ykazanHoro ¢pynkiuonaita B ECUA peann3oBaHo /1Ba albT€pHATUBHBIX
MEeXaHHM3Ma, KOTOpbIE IMO3BOJSIOT Pa3pabOTUUKY MCIONb30BaTh Haubojiee MOAXOIAMIMNA JUId €ro
CHCTEMBI:

—  MEXaHW3M, OCHOBaHHBIN Ha cTtangapte SAML Bepcun 2.0;

—  MexaHW3M, ocHoBaHHBIN Ha Mojaenu OpenlD Connect 1.0.

AyTeHTH(QUKALUSA ¢ UCNIO0Jb30BaHHeM cTanaapTta SAML

ECHUA wucnons3yer crangapr SAML Bepcum 2.0, koTopbiii Obu1 paspaboran B 2005 roay
koHrepaoM OASIS. SAML o6asupyercs Ha s3eike XML wu ompenenser cnocoObl oOMeHa
uHpopmane 00 ayTeHTHU(PHUKALUU TI0J]b30BaTeNel, WX TOJTHOMOUYUAX M UACHTU(PUKAIIMOHHBIX
naHHbIX. B cooTBeTCTBUU C MpUHATON B 3TOM cTaHaapTe TepmuHoiorueii, ECUA BoicTynaeTr B posu

noBepeHHoro moctapmuka wunaeHtudukamuu (ldentity Provider), a cucrema BbICTymaer B poJin
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nocrasmka yeyr (Service Provider)®.

O6mas cxema noaxiroueHus cucrtemsl K ECMA nipencraBieHa Ha pUCYHKE HIKE.

. Bpaysep
nosb3osartens
(HTTP User Agent)
HTTPS HTTPS
SAML 2.0 SAML 2.0
nc ECUA

MocTaBLWMK ycayr MocTaBlWMK naeHTUdUKALUK
(Service Provider) (Identity Provider)

Pucynok 1 — Cxema B3aumogeiicteust UC ¢ ECUA c nenbio naeHTudUKaIuy 1 ayTeHTU(QUKALNHA C
ucronp3oBaHueM cranaapra SAML 2.0
AyTtentudukanus ¢ ucnojb3oBanuem moaean OpenlD Connect
B ECHA co3man MexaHuU3M ayTEeHTH(HUKAIUMU  I0JIb30BaTeeil, OCHOBaHHBIM Ha
cnenupukanusx OAuth 2.0 u pacumpenun OpenID Connect 1.0.
[Iporokou onpenenser B3aUMOACUCTBHE CIEAYIOLINX CTOPOH:

— BIajeneln pecypca (resource owner) — CyIIHOCTb, KOTOpasi MOKET IMpPeIOoCTaBUTh JOCTYI K
3alIUIIAaeMOMy pecypcey (Hampumep, pU3nYecKoe JHI0, 3aIBUTEIb);

— cucreMa-kiaueHT (client) — mpuioXkKeHHE, KOTOpPOe 3ampamiuBacT JOCTYI K 3allUIIaeMoMy
pecypcy OT UMEHH €T0 BIIAJIENbIIA;

— cepBuc aBtopu3anmu (authorization server) — cepBUC, KOTOPBIA BBITYCKAET [JISI CHCTEMBI-
KITMEHTa MapKepbl UACHTH(PUKAIIUHN C pa3pelIeHUsIMU OT BJIAJIENbIIa pecypca, a TaKkKe MapKephbl
JIOCTYTIa, TO3BOJISIONINE MOTYYaTh JOCTYH K JaHHBIM;

— TMIOCTaBUIMK pecypca (resource server) — CepBUC, 00eCIeYMBAIOIIUN JOCTYI K 3alIUIAeMOMY
pecypcy Ha OCHOBE IPOBEPKU MapKepoB UACHTU(DUKAIMN U MapKepOB JOCTyna (Hampumep, K

I/I,I[eHTI/I(i)I/IKaI_II/IOHHBIM JaHHBbIM HOHI)SOB&TGJ'IH) .

3
[MoxppoOHoe onucanue cxembl HHTErparuu nocpeactsom SAML 2.0 mpeacTaBiieHO B MPUITIOKEHUH A.
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Pacmmpenne OpenlD Connect 1.0 mpennonaraeT HCIosib30BaHHE Mapkepa HACHTHU(DHKAIMNA
(ID Token) B mensx mpoBelneHHs HIACHTH(GUKAMM M ayTeHTU(HUKALWHU TOJNb30Barens. Mapkep
UICHTH(UKAIMN COICPKHUT HICHTU(HUKAIMOHHBIC JaHHBIC TTOJIB30BATENS, a TAKKe Ps CIyXKeOHBIX
napaMmeTpoB (J1aTa BbIJauu, BpeMsl OKOHYAHUS CPOKa EHCTBUS | TIp.).
Js mumoctpanuu ucnionib3oBanust OpenlD Connect 1.0 B ECHA mnpunsTa ciemyromias
TEPMHUHOJIOTHSL:
— BIaJIeJiel] pecypca — 3TO MOJIb30BaTEb;
— CHCTeMa-KJIMeHT — 3TO WH(OpManuoHHas cucrema wuHTerpupoBanHas ¢ ECHA ¢ wmenbro
UIeHTU(UKAIMY U ayTCHTU(QHUKALIUH, HATIPUMED PErHOHAIBHBIN TOPTAJ YCIYT;
— CEpBHUC aBTOPU3ALIMU U MOCTaBIIMK pecypca — 310 ECHUA.
O6mas cxema mnoxakmoueHus cucreMsl kK ECHMA gans mpoBeneHus ayTeHTH(DUKAIUU

MMpEACTaBJICHA HA PUCYHKE HHIKC.

Bnapeney pecypca
Ea Bbpaysep
R nonb3oBaTtena
HTTPS HTTPS
nc ECUA
HTTPS

CepBuc aBTOpPU3aLMU
REST'>< P phsal

< Cncrtema-KnmenT

<|_|0CTaBLLI,VIK M,u,eHTMd)MKau,MVD

Pucynok 2 — Cxema nogkitodenns cuctemol kK ECUA

3.1 Kak ob0ecnieunTs BX0J MoJb30Bartesieii uepe3 ECUA

UToOBl TIpeOCTaBUTh MOJIH30BATEISIM BaIllel CHCTEMBI BO3MOKHOCTh BXOAHUTh depe3 ECUA,
WCTIONB3Yysl TOT WM HWHOM MEXaHW3M, CO CTOPOHBI TOJKIIOYAIOIICHCS CHUCTEMBl HEOO0XO0IUMO
00€CIICUUTh.

— Perucrpamio MIC B peructpe undopmanuonssix cucreM ECHA (B cooTBeTCTBUH C

Permamentom”).

— Peructpamuio cuctembl ¢ 1eIbI0 WACHTH(PUKANMK W ayTeHTH(UKAIMU B TECTOBOM Cpele B

4 Pasgen 6 Permmamenra.
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cooTBeTcTBIM ¢ Permamentom®. MCIONHEHHE STOTO MPOIECCa MPEIOCTABISET BO3MOKHOCTD
y4aCTHUKY pou3BoaAUTh B3aumoeiictue ¢ ECUA B TecToBoii cpene.

— Brmonnenne 0pa0OTKM HMHTEIPUPYEMOI CHCTEMBI C MLEJIbI0 00ecneueHHs] MOICPIKKH
BBIOPaHHOTO MEXaHU3Ma HJICHTHU()UKAUY U ayTeHTH(PUKALINY.

— IloaxmroueHue NPOAYKTUBHOM BEPCUU MHTETPUPYEMOM CHUCTEMBI K IIPOJYKTUBHOW Cpele
ECHA B cootBerctBun ¢ Pernmamentom’.

I[aﬂee Ka)KI[BIﬁ W3 [aroB I KaXXa0ro M€xaHu3ma ayTeHTI/I(l)I/IKaHI/II/I paccMOTpPEH noz[p06Hee.

3.1.1 AyTeHTH(HKALHUS ¢ HCHOIb30BAHNEM cTanxapTa SAML’

Aytentuduxanus ¢ ucnonb3oBanueM SAML nocTymHa Ui UCIOIb30BAHUS UCKIIOYUTEIHHO
rOCy/IapCTBCHHBIMU OpraHamMu W opranumszamusmu (nanee — OI'B), T.e. denepanbHbIMU OpraHaAMH
WCIIOJIHUTEIIGHON ~ BJIACTH,  TOCYJApCTBEHHBIMH  BHEOIO/DKETHBIMH  (OHAAMH,  OpraHaMH
UCIIOJHUTENIbHOM BracTH cy0ObekToB Poccuiickoit denepannu, opraHaMu MECTHOTO CaMOYIIPaBJICHHUS,
rOCy/IapCTBEHHBIMU W MYHULUMATBHBIMU YUPESKICHUSIMH, MHOTO(DYHKIIMOHATBHBIMH LIEHTPAMHU
MPEAOCTABIICHUS] TOCYAApPCTBEHHBIX M MYHHUIIMIIAIBHBIX YCIYT, a TaKK€ MHBIMH OpTraHU3alUsSIMU B
CIIydasx, IpeyCMOTPEHHBIX (enepanbHbiMu 3aKkoHaMu, aktamu [Ipesunenta Poccuiickoit denepammm
u aktamu [IpaBurenscrBa Poccuiickoit denepanumu.

1 u 2 mar: Perucrpauus UC

Perucrtpamnus UC ocymecTBisiercs: cornacHo Pernamenty (pazzaen 6).

3 mar: /lopaéorath cucremy

Pexomennyemas ocienoBaTebHOCTh JEHCTBUM:

1. ChopmynupoBath (yHKIMOHAIBEHBIE TPeOOBAaHUS K B3aUMOACHCTBHIO CBOEH CHCTEMBI C

ECHA. Jlns 3TOTO Cleyer:

- HU3YUIUTh PCKOMCHAYCMBIC CLICHAPUU HUCITIOJIb30BAHUS U BBI6paTB HYXHBIC;

5 Pa3nen 9 Perinamenra.
6 Paszxgen 10 Permamenra.

" Banmanne! B cBsi3u ¢ npekpamenuem nojuepxkkun SAML 2.0 8 ECUA nmoakmouenne IC k ECUA
yepe3 dToT wuHTepdeiic Oyaer mnpekpameno ¢ 01.01.2018 1., mostoMy s TOIKIIOYCHHS
pekoMmeHayeTcs ucronb3oath mporokon OAuth 2.0 / OpenlD Connect. 3anpemieHo MoAKIYEeHHE 10
npotokonry SAML 2.0 u o mporokony OAuth 2.0 / OpenID Connect ogroBpeMeHHO. BO3MOXHOCTH
n3MeHeHus mapameTrpoB mnoakmoueHus k ECHUA depes wuntepdeiic SAML 2.0 ngns panee

noakmoueHHbIX C OyaeT coxpaHeHa.
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—  ONpeaeNuTh TIepeyYeHb CBEACHHWN O ToJib3oBaTene, KoTopelie Bamen MC Ttpebyercs
nony4datb u3 ECUA B yrBepxkaenusx SAML;

—  ompeAenuTh TpeOOBaHMS K YPOBHIO JOCTOBEPHOCTH MJIEHTU(UKALIMU MOJIb30BaTENs (CM. II.
4.1.1).

2. TlpencTaBUTh WIIM CAMOCTOSITEJILHO CrEHEPUPOBaTh (HApUMEp, C MOMOIIbI0 yTHIUTH Keytool
n3 cocraBa Java Development Kit) nmns cBoelr cuctembl cepTUdUKaT  KiIOYa
HEeKBATM(UIIUPOBAHHON 3JIeKTpoHHOM moamucu B (opmare X.509 Bepcum 3. Ceprudukar
tpeOyercs mans  ungeHtudukanmu WC npu B3aumoxerictBuu ¢ ECHA. Jlomyckaercs
UCIIOJIb30BAaHUE CaMOIIOANKMCAHHOTO cepTudukara. CrenuanbHbie TPEOOBAHUS: ANTOPUTM
RSA, nnuna xmroua 2048 6ut. bonee noapoOuyro nndopmanuto o ceprudukare X.509 MoxHo

OCMOTPETH 10 cchblike http://tools.ietf.org/html/rfc5280.

3. PeaymmsoBare mHTEepdelicel mocraBmmka yoryr SAML. B kauecTBe MCXOMHBIX JTAHHBIX JISI
pa3paboTKu CieayeT UCTIOJIb30BATh:
— ¢yHKIMOHATBHBIE TpeOoBaHusl, chopMUpOBaHHbBIE Ha | 1mIare;

— cneuudukanus SAML 2.0 (mocrynHa mo cebuike http://saml.xml.org/saml-specifications),

B TOM uucie onmcanue npodrier Web Browser SSO, Assertion Query/Request, Single
Logout Profile;
— cneuudukanus Interoperable SAML 2.0 Web Browser SSO Deployment Profile

(moctymHa mo cepuike http://samli2int.org/profile/current);

— omucanue QopmaroB u npumepsl coobumeHnit SAML B ECHA (cMm. n. A4-A.7
pUIIOKEHHS A);

— PEKOMEHJAIMH 10 MCIOJb30BAaHUIO TOTOBBIX pealM3alluii MOCTABIIMKOB YCIYr C
OTKPBITHIM KOJIOM (CM. I1. A.2 MIPUIIOKCHUS A).

4. JlopaboTath nu3aiiH caiiTa, BBIOpaB MecTo AJis pa3MmelleHus: kHonku «Boiitu uepes ECUA» u
peanu30BaTh B CUCTEME JIOTUKY 00paOOTKHU JaHHBIX O MOJIb30BaTENAX, moydaembix u3 ECHUA.
Henomyctumo orobpaxats crpanuny ayreHTudukanuu ECHUA Bo dpeiime caiita.

5. ObGecrieunTh B COOTBETCTBMM C TpeOOBaHMUSMHU 3aKOHOJATENILCTBA KOMIUIEKC —Mep,
HEOOXOIUMBIX Al o0ecrieyeHus UH(OPMAIIMOHHON 0€e30MacHOCTH M 3aIIUThI IEPCOHATIBHBIX
JAHHBIX TIOJb30BaTeNIel, MOMy4yaeMblXx HWHGOPMAIMOHHON CHCTEMOH B IIpoliecce ee
B3aumoencTBus ¢ cucreMol ECHA.

6. 3arpy3uTh akTyaJlbHbIE METaJaHHbIe MOocTaBlIMKa uaeHTuukaun ECUA:
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— METaJaHHble TECTOBOTO TMocTraBmuka wuacHTHGUKaruu ECHA omyOnMKoBaHBI 1O CCBUIKE

https://esia-portall.test.gosuslugi.ru/idp/shibboleth®:

— MCTAAAaHHBIC IIPOMBIIIJICHHOI'O ITOCTABIIUKA I/I,Z[eHTI/I(i)I/IKaHI/II/I ECUA OHY6HI/IKOBaHBI 10 CCBIIKEC

https://esia.gosuslugi.ru/idp/shibboleth.

7. TloAroToBUTh MeETaJaHHBIE HMHTETPUPYEMOH cucTeMbl (TMOCTaBIIMKA ycuyr). YToOwl
MOJATOTOBUTH MX MPAaBUIBHO, PEKOMEH IyEeTCS MCIOJIB30BATh CIEAYIONINE UCXOAHbIC TaHHbIE:

— onucaHue Qaiina MeTanaHHbIX (1. A.S npuioxeHus A);
— mabsoH ¢aitna MeTagaHHbIX (1. A.6 MpuiIoKeHHus A);
—  TpeOoBaHMs Ballleli CUCTEMBI K THITY YYETHON 3aMUCH:

- THI posnu I10JIL30BAaTEIIA (dpusuueckoe JIMTIO, VHIUBUyaIbHbIN
OpeapUHUMATENb, MPEACTABUTENS OPUIMYECKOTO JHUIA, TOJKHOCTHOE JIHUIIO
rocynapcTBeHHoOU opranusaiun) — 6ok SupportedGlobalRoles 1 MmeTaganHbIX;

- JomycTuMbli Meron ayreHTH(ukammu (mo maponro, no KOII, ycunennas
ayrentudukamnus) — 610k SupportedGlobalRoles MeragaHHbIX;

- JIONYyCTUMBIH  ypoBeHb (CTaTyc) yuYeTHOW 3amucu (HMOATBEPXKACHA WM
yIpOIEHHAsA/CTaHAapTHAS ~ y4deTHass 3amuch) — 0ok  SupportedAccTypes
MeTa/IaHHBIX.

— TpeboBaHMs Ballel CHUCTEMBI K TMEPEYHIO CBEACHHUN O MOJIb30BaTENe, KOTOPbIE HYKHO
nonyuats 3 ECUA B yrBepxaenusax SAML;
—  cepru(UKaT KJItoYa JIEKTPOHHOM MOMHICH.

8. CHHXpOHHM3HpOBATH CHCTEMHOE BPEMs cepBepa, Ha KOTOPOM YCTAaHOBJEHA Ballla CHCTEMa
(mocTaBIIMK YCIIyT), CO 3HAYCHHEM TOYHOI'O BpeMeHH. PacxokiacHue 0ojiee 4yeM B MHUHYTY
MOJKET MPUBOAUTH K BO3SHHUKHOBEHHMIO OIIMOOK IMPH B3aMMOJEHCTBUM IMOCTABIIMKA YCIYT C
noctaBiukom uaeHtudukanuu ECUA.

9. Ocymectuth nogxioueHre MC k TecToBO# cpene n oTiaauTh B3aumojelicteue ¢ ECHA B
TECTOBOIA Cpejie B COOTBETCTBHH ¢ Permamentom’.

4 mar: BBectu 10padoTKy B IKCILIyaTAIUIO
1. OcymecTBUTh perucTpaluio MeTaJaHHbIX B mpombinuieHHOW ECHUA B cooTBeTcTBHH C

Pernamentom™’.

® 31eck n nanee esia-portall B cCHUIKE — HMsI TECTOBOTO OMEHA B 3aBHCHMOCTH OT TECTOBON CPEJIBI.
KoHKpeTHyI0 TecTOBYIO cpeay Uil PErucTpaluy YCTaHABJIMBAET ONEpaTop OSKCIUTyaTallud IMpu
00paloTKe 3as8BKH HAa PETUCTPALIUIO.

% Paszen 9 Permamenra.
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2. Tlocnme perucrpauMym MeTaJaHHBIX HPOBEPUTH paboOTy mnpomeinuieHHOW Bepcun ECHA ¢

IIPOMBILLICHHOW BEPCHEU Balllel CUCTEMBL.

3.1.2 Ayrentuduxanus c ucnoabzoBanuem OpenlD Connect 1.0

1u 2 mar: Perucrpamus UC

Peructparmus VC ocymectBisiercs corniacHo Pernamenty (pasnaen 6).

[Tpu ucnonp3oBaHuU criocoba ayreHTuuKanuu, ocHoBanHoro Ha OAuth 2.0 u pacmmpenus
OpenlD Connect, e Tpedyetcs GpopMUPOBaAHHE METAJaHHBIX.

3 mar: /lopaGoraTs cucremy

Pexomeniyemas nocieoBaTeNIbHOCTh IEHCTBHIMA:

1. BeIMycTHTH KJIIOUEBOW KOHTEHHEpP M CepTH(HKAT KI0Ya KBATM(UIIMPOBAHHON AIIEKTPOHHOMN

HOJAIMUCHU JJIs MOJKIIoYaeMoi MH(GOpMallMOHHOM cucteMbl (HomkeH coxaepxkars OI'PH FOJI,
SBJISIIOIIETOCS ONIEPaTOPOM UH(POPMALMOHHON CUCTEMBI).
JlonoHUTENBHO NOAEPIKUBAETCS paboTa ¢ KIIFOUEBBIM KOHTEHHEPOM M CepTU(PUKATOM Kiroua
HEKBAM(UIIMPOBAHHOM AIeKTpoHHON moamucu B popmare X.509 Bepcun 3. B sTtom cirydae
ABJIIETCS JIOIYCTUMBIM CaMOCTOSITEJIbBHO CT€HEpUpOBaTh (HAIpUMEp, C MOMOIIBIO YTHIINUTHI
keytool u3 cocraBa Java Development Kit) ans cBoeil cuctembl KiIOueBOW KOHTeWHep U
camonofnucanHeli ceptudukar. Ceprudukar tpeOyercs ans uiaeHtudukauuu MC npu
B3aumoieiicteun ¢ ECUA. ECUA nonnepkuBaeT aaropuTMbl (GOPMHUPOBAHUS HIIEKTPOHHON
noanucu RSA ¢ muno# kitroua 2048 OUT U aIropUTMOM KpUNTOTrPpaQHUUECKOTro XAIIUPOBAHUS
SHA-256, a Taxxe amroputm djiektponHoir moamucu ['OCT P 34.10-2001 w anroputm
kpunrorpaduueckoro xsmmposanus [OCT P 34.11-94.

2. PeanusoBate uHTepdeiicel cuctembl-kimeHta REST-cepsucoB ECHUA u Mozpenu KoOHTpouis
nocryma, ocHoBanHoi Ha OAuth 2.0. JletanbHas nHGOpPMAIHS COACPIKUTCS B MPHIOKEHUSIX b
u B.

3. JlopaboTare nu3aiiH caiiTa, BBIOpaB MecTo AJs pazMmeleHus kHonku «Boiitu uepes ECUA» u
pearn30oBaTh B CUCTEME JIOTHKY 3alpoca JaHHBIX O MOJIb30BATEINAX, IOJIYYaeMbIX C IIOMOILBIO
nporpammuoro uHtepgeiica ECUA. Henonyctumo otoOpaxkarh CTpaHHIy ayTeHTU(UKAIMU
ECHA Bo dpeiime caiita.

4. OOecrieuTh B COOTBETCTBUM C TpeOOBaHMSIMU 3aKOHOIATENbCTBA KOMIUIEKC Mep,

HCO6XOI(I/IMLIX JJI obecneucHUs HH(I)OpMaHHOHHOﬁ 0C30IMaCHOCTH H 3alIUThI NEPCOHATBHBIX

10 Pasnen 10 Pernamenra.
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3.2
321

JAHHBIX TIOJb30BATENCH, TMONMydaeMbIX HH(GOPMAIMOHHONH CHCTEMOW B Tpolecce ee
B3auMojieicTBus ¢ cuctemot ECHUA.

CHUHXpPOHU3UPOBATH CUCTEMHOE BpeMsi CepBepa, Ha KOTOPOM YCTaHOBJICH MOCTABIIMK yCIYT, CO
3HaYeHHUEM TOYHOTO BpeMeHH. Pacxoxzaenue Oosnee 4eM B MHHYTY MOXET NPUBOAMUTH K
BO3HMKHOBEHHUIO OINMOOK TMPU B3aUMOJEHCTBUM TIOCTABIIMKA YCIAYT C TMOCTaBIIUKOM
uneatuduxarm ECHUA.

OcymectButh noakiaouenne MC k TecToBol cpene u oTiaaauTh B3aumojericteue ¢ ECHUA B
TECTOBOM CpeJie B COOTBETCTBHH C Pernamentom™.
4 mar: BBecTu 10padoTKy B IKCILIyaTAlIO
OcymectButh nogkiatodenne MC k npomsinuienHoit ECUA B cooTBeTcTBHU C PermamenTom ™.,

[Tocne mogxmiouenuss MC x mpombinuienHoit ECUA mnpoBeputs paboTy MpPOMBIILIEHHOM

Bepcur ECHA ¢ mpoMbIIUIEHHON BepcUel Balleld CUCTEMBI.

Pexomennyemble cueHapuu uHTerpanun no SAML

Cuenapuu ayreHTH(UKANIMU MOJab30BaTeael yepes ECUA

ba3oBrlii cueHapuii ayrTeHTHPUKALMH 110J1b30BATE/IA

ba3oBbIM clieHapueM SBISETCS CLeHapuil ayTeHTU(QUKaUuu (QU3NYECcKOro JiMua (Hampumep,

3a$IBI/ITeJ'I${). OTOT CI_[eHapI/Iﬁ MO3BOJIACT TOJYYUTH CBCACHUSA 00 HWHIAWBUAYAJIBHOM IIOJIb30BATCIIC

(pu3nyeckoM nUIE) B MOMEHT ayTeHTH(PHUKAIMU U COOTBeTCTBYeT mpoduio Web Browser SSO

Profile crannapra SAML 2.0. Cuenapuii BKJIIOYaeT CIEAYIOLIHNE Iaru:

1.

[Tonb30Bareny Ha)kMMaeT Ha CTPAaHHUIE CHUCTEMbl NOCTaBIIMKA YCIyr KHONKY «Boiftu uepes
ECUA».

[TocraBmuk ycnyr ¢opmupyer u otnpasiser B ECHMA 3ampoc Ha ayTeHTHQHUKALMIO U
nepeHarnpasiseTr Opay3ep 1moyib3oBaTens Ha cTpaHuly ayreHtuukanun ECHUA.

ECHA nposepsier, cratyc ayreHTudukanuu noiszoBatens. Ecnu nonb3oBarens B ECUA nHe
ayTeHTU(ULUPOBAH, TO JUIsl MPOAOJIKEHHUS IpoLecca OH JOJKEH MPONTH ayTeHTH(PHUKAIUIO
OJITHUM U3 JIOCTYIHBIX crioco6oB. Ecnu nonb3oBatens emé He 3apeructpupoad B ECUA, To o

MOXCT HepeﬁTH K IIpoecCy perucrpanuu.

11
Paznen 9 Pernamenra.
12 Pasnen 10 Pernamenra.
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4. Korma momnw3oBatenb ayreHTuduiupoBad, ECHA mposepser, 4To ypOBEHb JIOCTOBEPHOCTH
UACHTH(DHUKAIIMM  TIOJB30BATENII  COOTBETCTBYET  TPEOOBAHUSM  CHUCTEMBI,  KOTOPHIC
3a(pUKCUPOBAHBI B METAJAHHBIX.

5. Korga momnws3oBarens ycnemHo ayreHtuduiupoBad, ECHMA mnepemaér B cucreMy OTBET Ha
3anpoc ayTeHTU(UKAIUHI, KOTOPBIN copepkuT Habop yrBepxkaeHuit SAML (SAML Assertions)
0 I10JIb30BAaTelIE.

6. IlocraBuK yciayr NOpUHUMaeT peuieHue o0 aBTOpHU3alMM I0Jb30BAaTeNsi Ha OCHOBE

nosydeHHoi n3 ECUA undopmanun.

MonbzoeaTenb

(uepezeeb-Opayzep) M C EC M A
|
[

; [1onb30BaTenb 3anpawmeaet pecype

HTTFPs GET

|
[
-l
[

|
WC HanpaenaeTe ECMP‘S.anpDc Ha ayTeHTUDUKALWID
i SAMLHTTPs Redirect

Monb30BaTeNs NPOXOAMT aYTEHTUHDIKALMIO
HTTPs POST I

ECWA HanpaenaeTe MIC OTBET Ha 3anpoc Ha ayTeHTUMEKALMIA
SAMUHTTPs FOST

.

WC npenocraenAer pecypc

I T
NNPRpI PN AP, A ————

Pucynok 3 — Mnentudukauus u ayreHTrduKanus noiab3osateneii nocpenctsom ECUA npu ncnonb3oBaHun
SAML 2.0

JlomoIHUTEeIbHBIA  CHeHapuil  ayTeHTH(UKAIUU  NO0Jb30BaTeJsi B  KadecTBe
NPeACTABUTEIA OPraHUu3aluu
ECHA Takxe mo3BosieT ayTeHTH(PHUIIMPOBATH MOIH30BATENS B KAYECTBE MPEACTABUTEIIS:
—  IOpUINYECKOTO JIMIA;
- OI'B.
Ota ¢yHKIUS BOCTpeOOBaHA CHCTEMaMH, CPEAM TOJIb30BATEICH KOTOPBIX €CTh COTPYIHUKH
OopraHu3alyii, HanmpuMep, BHICTYIAIOIINE KaK 3asBUTENIM YCIYI WM Kak JoJKHOCTHBIe nuna OI'B.

Ecnu BKIIIOUMTH 3Ty (PYHKUIMIO B METaJaHHBIX NocTaBiniuka yciayr, To ECUA B oTBere Ha 3ampoc
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ayTeHTH(UKauuu OyJeT mepeaaBaTh cBeleHHs 00 opraHu3alMu Nojb3oBarend. Eciau monbp3oBarenb
SIBJISIETCS] YYaCTHUKOM HECKOJIbKUX opranuzanuii, To ECUA npensapuTenbHO MOMPOCUT MOJIb30BaTENs
Ty U3 HHUX, OT JIUI[a KOTOPOM OH ocylecTBiseT ayreHTudukanuio. Eciu cuctema moamep uBaeT
paboTy nonb3oBaTeNell ¢ pa3IMUHbIMHU POJISIMH, TO B MpOIiecce ayTeHTU(PHUKAIIUU M0JIb30BaTeNlb OyAeT
UMETh BO3MOKHOCTh CJIENIaTh BEIOODP POJIH, B KOTOPO# OH OyzaeT paboTars B manHoi VC.

Jns  mpoBepkM HanmduuMs |y ayTeHTU(UIUpoBaHHOTO coTpyaHuka FOJI HeoOXoauMbix
MOJHOMOYHH CJIeIyeT MUCII0JIb30BaTh (PYHKIIMOHA CHCTEMHBIX rpymir (4.2.2.3).

Jlis mpoBepkM HaMM4uusl y ayTeHTU(UIHUPOBAHHOTO JOJDKHOCTHOTO JIMIA HEOOXOAMMBIX
MOJHOMOYHUI PEKOMEHYETCS UCIOJIb30BaTh cooTBeTCTBYIONIee SAML-yrBepkaenue (1. 4.3.3).

CueHapuii ¢ yCTAaHOBKO# JIOKAJIbHOM CeCCHHU

Kak Tompko  momp3oBaTenb — mpomien — ayreHTudukauuto, ECHA  ycranaBimuBaer
MOJIb30BATEIBCKYIO CECCHIO, MPOJAOKUTENBHOCTh KOTOPOi cocTaBiseT 3 yaca. DakT Havana ceccuu
3anmuchIBaeTcs B (Qaitnie cookie, KOTOPBI XpaHUTCS Ha KOMITBIOTEpE IMoib3oBaTels. CucremMa MOKET
YCTaHOBUTH JUIsI TIOJIb30BATEIl CBOIO <JIOKAJIbHYIO» CeccHio. PexomeHnayemas mpoJoKUTEIbHOCTh
ceccun — OT 15 muHyT no 3 wyacoB. Ilpu 3aBepiieHHH <«JIOKaNBHOI» CECCUM CHCTEMa JOJKHA
HanpasiaTh B ECUA HOBBIH 3amipoc Ha ayTEHTH(PHUKAIUIO.

Cuenapuii ¢ aBTopu3anueil noJab30BaTess
Cucrema ECHA o6nanaer GpyHKIMOHATIOM IO MPEJOCTABICHUIO MOCTABIIMKY YCIyr HH(OpMaLUY, Ha
OCHOBaHUU KOTOPOH BO3MOXKHO MPOBEJEHHE aBTOPU3AIMH ayTEHTU(UIUPOBAHHOTO IOIH30BATEINS.
Pemenne 00 aBTOpu3alnuMM TONMB30BATENs MNPUHUMAET CHCTEMa, B KOTOPYIO TIOJbh30BaTelb

aBTopu3syetcs (

Tabnwuma 1).

Tabnuua 1 — TpeboBaHMs K aBTOpU3ALINH [10JIb30BaTEICH

TpeodoBanus PexoMenayemoe pemenue

Tpebyercsa 3HaTh uyTO-TO O ToJb3oBarene Juisi | JaBare moctyn mocnme mnonyuenus u3z ECHA
OJIHOTO ceaHca paboThl (HampuMmep, UM, | OTBETA Ha 3alpOC AYTEHTHU(PHUKALIUU COJIEPKaIIEero
KOTOPBIM MIOJIMCHIBATH KOMMEHTapuu | TpeOyemblii HabOp CBEIEHUH O MOJIb30BaTENe

nonb3oBarens). Her HeoOXOIUMOCTH XpaHUThH
JNaHHble 00 AaKTMBHOCTHM TOJb30BaTeNs  JO

CICOYIOOICTO CE€aHCa

TpebGyercs 3HaTh 4TO-TO O Tmonb3oBarene | JlaBate goctynm mocie nonydeHuss u3z ECHA

(manpumep, ®MO, email u ap.) U ATUTETHHO | OTBETA HA 3aIPOC AYTCHTU(DUKAIIMH COAEPIKAILIETO
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XPAaHUTDH M0JIb30BaTEIbCKUI KOHTCKCT

(HacTpoWKH, 3asBKH, KOMMEHTAPHUH )

TpeOyeMblii HaOOp CBeAEHUH O MOJIb30BaTEIIE.

[Tpu IIEPBOM BXOJIE H0JIb30BATEI

PETUCTPUPOBATH ero UJICHTU(HUKATOD
nonb3oBarens (userid). B manbHeimeMm XpaHUTh
MOJIb30BATEIILCKUN KOHTEKCT B MPHUBS3KE K 3TOMY

UACHTUDUKATOPY

TpebOyercsa orpaHnuuTh HAOOpP MPEAOCTABIAEMBIX
¢yHKUMH B 3aBUCUMOCTH OT THIA YYETHOH
3allMCH, POJM IIOJb30BATEIA, HCIOJb30BAHHOIO

METOAAa ayTeHTI/I(bI/IKaHI/II/I

HaBate poctyn mocine mnonydenus u3z ECUA
OTBETa Ha 3aMpoc ayTEHTHU(PHUKAINN COJEPIKAIIETO
TpeOyembIii HabOp CBECHHI O MOJIb30BaTEIIE.

HpI/I IIONBITKEC  I1IOJIB30BATCIIA 06paTI/ITLC$[ K

GyHKIUY, IS TPEJOCTaBICHHS KOTOPOH TeKyIIre

THII yquHOI;'I 3alUucCu  IOJIb30BATCIIdA, POJIb

MOJTb30BATENSl  WJIM  METOJA  ayTeHTHU(HUKAIHH

SIBJSIFOTCS ~ HEIOCTATOYHBIMHM,  BBIBECTH  €MY
COOOLIEHWE C TMOSICHEHUSIMH 10 JalbHEHIINM
neiictBusiM. PekoMmMeHzyemble COOOLICHMS IS
pa3NMYHBIX CHTyalluii NMpHUBEIeHBI B Tabmuie 2. B
rase 4.1.1 npuBeneHbl CBEAEHUS MPO THUIIBI
3allUCedl  MOJIb30BaTENENd U

YUETHBIX poau

oJb30BaTeIEn

B CJ'IGI[yIOH.[CfI Ta6n1/1ue NMPUBCACHBI pCKOMCHAAINU I10 ITPOBEPKE COOTBETCTBUS Tpe6OBaHI/I}IM

MH(POPMALIMOHHOM CUCTEMBl THUMA YYETHOH

3alluCu  I10JIb30BaTCIIA,

pojin  MOJIB30BATCIIA U

HUCIIOJB30BAHHOT'O METOJa aYTeHTI/I(bI/IKaLII/II/I, a TaK¥KC JJaHbl pCKOMCHIAIINHU I10 COO6IJ_ICHI/I$IM, KOTOPBIC

CTOUT MNPEAOCTAaBHUTH IIOJB30BATCIAM B ClIyda€ HECOOTBETCTBUA HX Tpe6OBaHI/I$IM CUCTEMBI H

MPUBEAECHBI PEKOMEH/IAIINY TT0 JAJTbHEUIIINM IEHCTBUSIM.

Ta6Jmua 2-— PexoMeHmarum mo I/IH(I)OpMI/IPOBaHI/IIO TIO0JIB30BAaTECIIAA O HCCOOTBETCTBUU

aBTOPH3AIUN TPEOOBAHMSIM CUCTEMBI

Curyanus Kak onpenenurts cutyanuio Y10 co00IIHUTH M NPENJIOKATH
M0J1b30BaTeTI0
[Tons3oBarens ¢ yuerHoi | IIpoananm3upoBats I[Ipu  nmoctyme k  QyHKUUAM,
3aMKUChIO0 C TUIIOM YIIPOIIEHHAS | YTBEP)KICHUE SAML ¢ | TpeOyromum CTaHJApTHON
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(«HenpoBepeHHas»)
MOMBITAJICS ~ OOpaTUThC K
GYHKIMSIM, TPEIOCTaBIISEMbIM
TOJIBKO

JJIA CTaHAApPTHBIX

(«rIpoBEpEHHBIX») u/unu
«IOJTBEPIKACHHBIX» YYETHBIX

3anucen

nmeneM assurancelLevel wmm
personTrusted (cm. TaGuuiy

5)

(mpoBepeHHOIt) y4eTHOM 3aIHCH:
«dng  pocryma BaM  HEOOXOAUMO

HpOﬁTH Opoueaypy IpoBEPKHU CBOUX

JaHHbIX. Ecmm Balllk JINYHBIC
JAaHHBIC TOJIBKO qTo IMPOoILInN

MPOBEPKY, TO BaM HYKHO BOWTH B
CUCTEMY ITIOBTOPHO.»
Cchuika Ha TPOBEPKY JAHHBIX:

https://esia-
portall.test.gosuslugi.ru/validate

I[Ipu  pmoctyme k  dyHKUUAM,

TpeOyroLUmM HOATBEP)KICHHOM
YYETHOM 3aIUCH:
«ns  poctyma BamM  HEOOXOAUMO

HpOﬁTH oponcaypy IpoBEPKHU CBOUX

JaHHbIX n MMOATBCPIKACHUA

JIMYHOCTH. ECJ'II/I Bbl TOJIBKO 4YTO
HOI[TBCp}II/IJ'II/I CBOIO JIMYHOCTBH, TO
BaM  HYKHO BOUTH B CUCTCMY
TIOBTOPHO.»

Cchblika Ha TPOBEPKY AAHHBIX:
https://esia-
portall.test.gosuslugi.ru/validate

Ilonb3oBarens ¢ y4ETHOU
3aIUCBIO C TUTIOM CTaHJapTHAS
(mpoBepenHas) TIOTTBITAJICS
o0paTtuTbcst K  (QYHKIHSM,
MPEOCTABIIEMBbIM TOJIBKO JUIS
«IOJITBEPKACHHBIX»  YIETHBIX

3amucen

[Ipoananu3upoBaTh
SAML ¢

umereMm assurancelLevel (cwm.

YTBEpXKIACHUE

Tabnuiy 5)

«lnst  noctyma BaM  HEOOXOIMMO

HpOﬁTPI Opoueaypy noATBEPKACHUA

JInHOCTH. Ecim BBl TOJBKO UYTO

NOATBCpANUIIA CBOKO JIMYHOCTH, TO

BaM HYXHO BOWTH B CHCTEMY
TTOBTOPHO.»
Ccplika Ha MOATBEPKIACHHUE
JINYHOCTH:

https://esia-
portall.test.gosuslugi.ru/confirm
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Ilons3oBarens ¢ y4eTHOHU

3aIHUCHIO c POJIBIO
(U3NYECKOTO JIMIIA TTOTBITAIICS
oOpatuthCsa K  (PyHKIUAM,
MIPEIOCTABIIIEMBIM TOJILKO JIJISI
NIT / nomxuoctHbIX jui KOJI /

nomkHocTHRIX Ui OI'B

[IpoananusupoBaTh
SAML
globalRole

YTBEPKJICHUE
MMEHEM

orgType (cm. Tabiuy 5)*

C

u

Eciu HeoOxoauma poJib COTpYAHHUKA
IOJI m Texymas yuerHas 3amuch
UMeEET TUII «IIOATBEPHKICHAN!

«lnst  jpoctyma BaM  HEOOXOIMMO
BOMTH B CHCTEMy B KauyecTBe
COTpYJHHMKA IOPUAMYECKOTO JIMIA.
Ecnu Bbl siBIsIeTECH PYKOBOAUTENIEM
IOPUINYECKOTO JIMI, BBl TaKXKe
MOXETE 3apEruCTPUPOBATH YUETHYIO
3aIUCh IOPUIMYECKOT0 JIULIA»
Ccbuika nis peructpanuu FOJI:
https://esia-

portall.test.gosuslugi.ru/org

Ecnin  neoOxomuma poms UII u
TEKyIIasi y4eTHas 3allUCh UMEET THIT
«TIO/ITBEPIKIICHAY:

«lns  nmoctyma BamM  HEOOXOIUMO

BOMTH B CHCTEMy B KauyecTBe
VH/IMBU1yaJIbHOTO
npeanpuHumarens.  Bbel Takke

MOYKETE 3apPETHCTPUPOBATH YICTHYIO
3aIUCh WHIUBUTYAJIBHOTO
TpeATPUHIMATENS.)

Ccruika:

https://esia-
portall.test.gosuslugi.ru/orgs

Eciu Heobxomuma poIb

3 Ecnm mH(popManmonHas crcreMa paGoTaeT HCKITIOYMTEIBHO ¢ YICTHBIMH 3aITHCSAMH IOPHINYECKAX
JUI / TOCYAApCTBEHHBIX OpraHU3alUil, TO PEKOMEHAYETCs] HACTPOUTh €€ MeTa/JaHHble TaK, YTOObI
JIOCTYH K HEH MOIJIM TOJIyYUTh TOJBKO IOJI30BATEIM, MMEIOIIME TaKyl0 Y4YETHYIO 3aluch (CM.
[Tpunoxenue A.6). B aTom ciydae eciu mosib3oBaTelb, MPUCOECTUHEHHBIM K OpraHU3alluH, paHee
ayreHtuunuponaics B ECUA xak ¢usndeckoe nuio, Ho nepewen B 3ty MC, to ECUA obecnieunt
aBTOMAaTHUYECKOE MEPEKIIIOYEHNE €r0 POIM Ha POJb FOPUIMUECKOTO JIUIA (€Ciin TpeOyeTcsl — MOIPOCUT
MOJIb30BATENsl BBIOpATh OPraHU3alUIo, OT KOTOPOU eMy Tpedyercst paboTaTh).
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nomwkHoctHoro  smua OB w
TEKyILasi y4eTHas 3aliCh UMEET THII
«TOTBEPIKICHAY.

«lnst  jpoctyma BaM  HEOOXOIMMO
BOMTH B CHCTEMy B KauyecTBe
JIOJDKHOCTHOTO LA oprasa
TOCYIapCTBEHHOM BIIACTH.»

Ecmm I10JIb30BAaTCIIb nMeeT

YIPOIICHHYIO (HEMpOBEepeHHY0) /
CTaH/IapTHYIO (TIpoBEpEHHYIO)
YYETHYIO 3alliCh, TO HEOOXOIMMO
ero POUH(OPMHUPOBATH 0
HEOOXOAMMOCTH  TOJATBEPXKICHUS
JIMYHOCTH. 310 SIBIISICTCS
HEOOXOMMBIM  TIPEIBAPHTEIIBHBIM
yCIIOBHEM Ut BO3MOYKHOCTH
MONYYCHHST  TOJIb30BATENIEM  POJIU
noipkHoctHOro Juna H0JI, OI'B mwmu

pomu UI1

ITonb3oBarens, [IpoananusupoBarb
ayTeHTU(UIMPOBABIIUICS O | YTBEPXKIECHUE SAML c
napoJro, MOMbBITAICA MOay4nuTh | iMeHeM authnMethod  (cwm.
JOCTYT K GbyHkimy, | Tadbauiy 5)

TpeOyromeil ayTeHTU(UKAUH

o 14
I10 SJICKTPOHHOM IMOAIINCHU

«lns  poctyma BaM  HEOOXOAUMO
HCIIOJIb30BATh CpEACTBO
KBTU(UIIMPOBAHHON  3JIEKTPOHHOM
noanucu. Ecom  y Bac  umeercd
CPEICTBO DJIEKTPOHHOM  IOZIIMCH,
BOMJIUTE 3aHOBO, MCIIOJB30BAB 3TO
CpEICTBO.»

Ilocne 3TOrO COOOIIeHUS

PCKOMCHAYCTCA PasMCCTUTb KHOIIKY

Y Ecim uH(pOpMaIIMOHHAS CHUCTEMA TPeOYeT UCKITIOUYUTEIHHO ayTeHTU(UKAIIMY 10 DIIEKTPOHHOMN
IMOAIIMCH, TO PEKOMCHAYETCA HACTPOUTEL €€ MCTAJaHHBIC TAaK, 4TOOBI JOCTYII K HEU MO MMOJIYYHUTH
TOJIBKO TIOJIb30BaTENH, ayTeHTU(DUIIMPOBAHHBIE TaKUM 00pazoM (cum. [Tpunoxkenue A.6). B aTom
crydae ECUA camocTosiTe1bHO 00eCTIeYUT KOPPEKTHOE HH(DOPMUPOBAHHE ITOTH30BATEIS O

HCOGXO,Z[I/IMLIX [Iarax 1mo noJy4CHUIO JOCTYyIIa.
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BbI30Ba CIMHOI'O 3aBCPHICHUA CCCCUN

Crnenyer yuecTb, 4TO eciid HH(GOpPMALIMOHHAs CUCTEMa HampasJsieT nob3oBarens B «[Ipoduib
nosib3oBarenss ECHUA» g coBepllieHHsT HEKOTOPHIX OINEpaluid (Hampumep, AJis BBIIOJHEHUS
NPOBEPOK JAHHBIX YYETHOW 3amiCH), TO TIOCJI€ HX BBIIOJHEHUS II0JIb30BaTeNlb HE Oyner
aBTOoMaTuuecku Bo3BpaiieH B MC. B To ke BpeMs eciaM COOTBETCTBYIOLIAs OIepalus MOXXET ObITh
BBINIOJIHEHA B TE€YEHUE OJHON CECCUM I10JIb30BaTelsl, TO IMOJIb30BATENI0 MOYKHO JaTh BO3MOXKHOCTh

BEPHYThCA B cucteMy (cMm. 1. 3.5).

3.2.2 Cuenapuii eTMHOT0 3aBepPIIEHUS CECCHHU

B Tedenue neiicTBHs ceccuM MOJIB30BATENbh MOXKET 0€3 MOBTOPHOW ayTeHTH(HUKAIIUK BOWTH B
OJIHY WUJIM HECKOJIBKO JIPYruX cuctem, noaxntoueHHbix K ECUA. I1pu BO3HUKHOBEHUH HEOOXOIMMOCTH
B OJHOBPEMEHHOM 3aBEPILICHHH CECCUM BO BCEX CHUCTEMax MCHOJIb3yeTCd COOTBETCTBYHOLIUMN
cueHapuii. EnuHoe 3aBepleHHe CeCCMM HEOOXOAMMO, HalpuMmep, MpU H3MEHEHUH JIaHHBIX
ayTeHTU(UIIUPOBAHHOTO IIOJIb30BATENsl — B JTOM cJlyd4ae sl TOJXy4YeHUs HH(POPMAIMOHHBIMU
cucreMaMu B yTBepxkaeHUIX SAML 0OHOBICHHBIX JAHHBIX MOJIH30BATEIb JTOJIKEH COBEPIIUTH BBIXO/T
U MIOBTOpHYIO ayTeHTU(ukanuio B VIC.

EnuHoe 3aBepiieHHe CeCCHM BBINOJIHAETCS B COOTBETCTBUM ¢ mpoduiem Single Logout
crannapra SAML. Ilpouecc uHUIMHpPYETCS TMOJNb30BaTENEM IpPHU HaXKaTHUM KHOMKU «Bbixoa» B
CHUCTEME TTOCTABIINKA YCIYT, PEAIN30BaBIIETO YKa3aHHBIN ciieHapuil. MHbopmanrionHas cuctema He
JOJKHA CaMOCTOSITENIBHO MHULIMMPOBATh €IMHOE 3aBEPLICHUE CECCUMU.

CueHapuil BKIIOYAET CIEIYIOIINE Iaru:

1. Tlonb3oBaTens HaXXKUMaeT KHOMNKY «BbIxoa» B cucreme.

2. Cucrema ¢dopmupyer u HampaBmsier B ECHA 3ampoc Ha 3aBEpIICHHE CECCHH —
<LogoutRequest>.

3. ECHA ormpenenser oCTalbHBIX YYaCTHUKOB ceccUi. OCTaabHbIE YUaCTHUKH CECCUU — 3TO BCE

CHUCTEMBI, B KOTOpbIE MOJb30BaTesb BowEN yepe3 ECHA Ha NpOTsHKEHMHM TEKYIIEH CECCHH.

Ecnu npyrue yuactauku cyuiectBytor, ECUA ortmpasisier 3anpoc <LogoutRequest> kaxaomy

U3 HUX.

4. Cucrema, nonyuuBiias <LogoutRequest>, 3aBepiiaeT Ha CBOCH CTOpOHE aKTHBHYIO CECCHUIO

MoJIb30BaTeNsl (MM MpPOBEPSET, YTO CEecCHs K ATOMY MOMEHTY YK€ HEaKTHBHA). 3aTeM

dbopmupyet u ornpasisier B ECUA otBet 0 Tom, uTO ceccus 3aBepiieHa — <LogoutResponse>.
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5.

3.2.3

Korna Bce ocranbHble YH4aCTHUKM KOPPEKTHO 3aBepuiniu cBou ceccun, ECUA opmupyet u
otnpasisier oTBeT <LogoutResponse> cucreme, MHUIMUPOBABIIEH IPOLENYPY 3aBEpLICHUS
ceccur. Ecnm Kkako-TO M3 NOCTaBIIMKOB YCIyr HE cMor 3aBepumuth ceccuto, ECHUA
0TOOpa)kaeT MOJIb30BATENI0 BEO-CTpaHUIly, HHHOPMHUPYIOIIYIO €r0 O TOM, YTO HpPOLEeAypa HE
MOXET OBITh KOPPEKTHO 3aBepLIeHa M YTO TIO0JH30BATENI0 HEOOXOAMMO Nepe3amyCTUTh
Opaysep.

Cucrema, HHUIIMMPOBABIIAs IPOLEAYPY 3aBEPUICHUS CECCHH, 00pabdaThIBaeT MOJYYEHHBIH OT
ECHUA otBer. Hampumep, mepeHamnpaBisieT MOJb30BaTeNisi Ha BEO-CTPAHUIlY 3aBEPIICHHS

CCCCHH.

®opmaThl COO0IIEHUT

OcHogHble ucnoabzyemble B ECUA ¢opmaTsl 31ekTpoHHBIX coodmennit SAML 2.0:
3anpoc ayrentudukanuu (AuthnRequest);

OTBeT Ha 3arnpoc ayrentudukanuu(AuthnResponse);

3ampoc 3aBEpIICHUs aKTUBHOM ceccuu noib3oBaTesst (LogoutRequest);

OTBET Ha 3aIpoc 3aBepiieHus aktuBHou ceccun (LogoutResponse);

JleranpHoe omnucaHue (OpMaToB STHUX DJIEKTPOHHBIX COOOIIEHMH, a Takke TpeOOBaHUN K

(bOpMI/IpOBaHI/IIO METAaJaHHBbIX IJII UHTCTpAllun C ECI/IA, COJACPIKUTCA B ITPUITOKCHUN A.

3.3

Pexomenayemblil cueHapuil ayTeHTU(GUKALMH IPH HHTErPALUU 10

OpenlID Connect 1.0

ba3oBslii cueHapuii ayrTeHTHPUKALMHA

bazoBeM crieHapueM ayTeHTH(UKau npu wucrnonb3oBanmu OpenlD Connect 1.0 smusiercs

ClieHapuii ayTeHTU()UKALUU (PU3UUECKOT0 JHLIa (HapuMep, 3asBUTENs).

CueHapuil BKIIOYAET CIIEIYIOINE HIaru:

[Tonp30oBaTens HAXKUMAET HA BEO-CTpaHUIIE CUCTEMBI-KJIMEeHTa KHOTIKY «Botitu uepe3 ECUA.
Cucrema-kianeHt ¢opmupyer u otnpasinser B ECHUA 3anpoc Ha ayTeHTHQUKALUIO H
nepeHarnpaniseT Opay3ep MMoJib30BaTelNs Ha CHeNUaIbHYIO CTPAHUILY IPEJOCTaBICHUS JIOCTYTIA.
ECHA ocymiecTBisieT ayTeHTH(PUKAINIO TTOJIb30BATENs OAHUM U3 JIOCTYNHBIX criocoboB. Eciu
nosib3oBarenb emé He 3aperucrpupoBan B ECHA, To OoH MoOXeT mepeiiTh K mpoueccy

PETUCTpPaLHH.
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4. Korma momp3oBarenb ayTeHTu¢unmpoa, ECHA coolmaer monb30BaTento, 4To CHCTEMa-
KJIMEHT 3ampaliuBaeT JaHHblE O HEM B LENAX MPOBEACHHS HWACHTUDUKAIMH U
ayTeHTU(UKALMK, IPEIOCTABIISIS IEPEYEHb 3aMIPAIINBAEMbIX CUCTEMOU-KIMEHTOM CBEACHUH.

5. Ecnu nosnp3oBarens AaeT pa3pellieHre Ha NMpOBeeHUE ayTeHTU(DUKALUN CUCTEMON-KINEHTOM,
To ECHA BblIaeT cUCTEME-KIMEHTY CIIELUaIbHbIA aBTOPU3ALIMOHHBIN KO/,

6. Cucrema-knueHt Gopmupyet B aapec ECHA 3anpoc Ha mosydyeHre Mapkepa UAeHTU(DUKALUH,
BKJII0Yas B 3aIIPOC M10JIy4YEHHBbIN paHee aBTOPU3ALMOHHbIHN KOJI.

7. ECHA mpoBepsieT KOPpEeKTHOCTh 3anpoca (HapuMep, YTO CUCTEMa-KIMEHT 3aperucTpupoBaHa
B ECHA) 1 aBTOpM3alimOHHOTO KO/Ia M TIepeacT CUCTEME-KIMEHTY MapKep UACHTU()UKAIIUH .

8. CucreMa-KJIMEHT W3BJICKACT HWACHTHU(HKATOP IOJIB30BATENs M3 MapKepa HISHTH(HUKAIWU.
Ecnu  waeHTUUKATOp MOMy4eH, a Mapkep IMpPOBEpPEeH, TO CHUCTEeMAa-KIUEHT CUYUTAET
H0JIb30BaTENsl ayTEHTU(PUIIUPOBAHHBIM.

[Tociie momydenusi Mapkepa HICHTU(UKANUKA CHCTEMa-KIUEHT ucrnoib3yer REST-cepBuchl
ECHUA g mosydyeHuss JAONOJIHUTENBHBIX JaHHBIX O IIOJb30BaTese, IPEJBAPUTEIBHO IOJIYYHB

COOTBETCTBYIOIINI MapKep nocTyma (cM. puiiokenus b u B).

Monk3oearens ncC ECHA
(yepes seb-Hpayiep) (cHcTEMA-KAHEHT)

MNonszosaTens 3anpawKeasT pecypc

L J

I
WC Hanpaenaet 3dnpoc Ha ayTeHTHOMKaLMIO
L

ﬂ

4

I
MNonb3oBaTenb NPOXOOWT ayTeHTHdMKa LI,I-!I{:«

L i

|
Monb3oBaTent AaeT paspelleHMe Ha dochyn K CEOMM JaHHBIM

Y

I
ECHMA Bo3BpawaeTlaBTOPHIALMOHHBIA KO
L]

ﬂ

k)

FANPOC Ha NONYYEHME MapKepa
HAEHTHGMKAL MK

MapKep HOeHTHOHKALMK

MC :'l'gl‘TE‘HTi‘.’d}HIJ,HP',"ET NoMAbL30BATEAA

.

K

Pucynok 4 — MneHTHhUKAIMS 1 ayTEHTU(DHUKAIUS IT0JIb30BaTeICH
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pH ucnojbs3oBanuu Mexanusma OpenlD Connect 1.0

JIONOJIHUTEeIbHBIH  CHeHapuil  ayTeHTHGUKALMH  IOJb30BaTelss B KadyecTBe
NpeACTABUTES] OPraHN3aAnMU

ECHA Taxke mMO3BOJSET ayTEHTU(UIMPOBATH I10JIb30BATENsl B KAayeCTBE IPEJICTABUTEINS
opranusanuu, 1uig storo MC nomxna:

— 3anpocuth y ECUA He TosbKO Mapkep UAEHTH(PUKALNU, HO U MapKep AOCTyNa (Ha MOJy4YeHHe
JIaHHBIX [1OJIb30BATEIIS);

— € HCIIOJB30BaHHEM Mapkepa jJoctyna u nporpammHoro uHtepdeiica ECUA, ocHoBaHHOTO Ha
REST, mnomyunts wuHbOpMAIMIO O TOM, COTPYJHHKOM KAaKHUX OpPTaHU3aLUU SBISIETCS
10JIb30BATENb;

—  3alpoCUTh Yy IOJIb30BATENs, OT UMEHM KaKoW opraHu3aluu OoH Oyzaer padboraTts B aanHou MC
(ecnu MoOIb30BATENb SBISETCS COTPYAHUKOM HECKOJIBKUX OpraHu3anuil).

IIpu HeoOxomumoctu HMC Takke MOXET MNPOBEPSATh, BKIIOYEH JM I[OJb30BAaTElb B
HEOO0XO/JMMBIE CHCTEMHBIE TPYIIbl IOPUAWYECKOTO JIMIA, SBISETCS JH OH PYKOBOJAUTEIEM
OpraHU3alMH.

HeoOxonuMo mOMHUTB, YTO BBIOOp OpraHu3alud, OT HMMEHH KOTOpod Oyner paboTaTb
nosib3oBarens B MIC, nommkeH nporcxoanuts Ha cropoHe camoit MC ¢ ucnonb3oBaHUEM €€ CPEICTB.

Cuenapuii ¢ yCTAHOBKOH JIOKAJIbHOM CECCHH

Kak  Ttompko  momp3oBarens  mpomnen — ayreHtudukarmuioo, ECHA  ycranaBiuBaeT
10JIb30BATEIBCKYIO CECCHIO, MPOJOJIKUTEIIBHOCTh KOTOPO cocTaBisieT 3 yaca. dakt Havana ceccun
3amuchiBaeTcs B (Qailne cookie, KOTOPBI XpaHUTCS Ha KOMIIbIOTEpe IMoJib3oBaTens. CucremMa MoKeT
YCTaHOBUTH Ul TOJb30BATENsl CBOIO <UIOKAJIBHYIO» CECCHIO. PexomeHayemas MpoJOJKUTEIbHOCTD
ceccun — OoT 15 muuyT m0 3 4yacoB. Ilpm 3aBepiieHUN <«JIOKAIBHOWM» CECCHUU CHUCTEMA JIOJDKHA
HanpasiaTh B ECUA HOBBIH 3amipoc Ha ayTeHTH(PHUKAIUIO.

Cuenapuii ¢ aBTOpH3anueil M0JIb30BaTeNs

Cucrtema ECHA oOnamaer (QyHKIMOHAJIOM IO TPEAOCTABICHHIO CHCTEME-KIUEHTY
uHpOpMaIuY, Ha OCHOBAaHUM KOTOPOH BO3MOXKHO MPOBEACHUE aBTOPU3ALMH ayTeHTH()UIIMPOBAHHOTO
nosib3oBaress. PemieHne 00 aBTOpU3allMK IOJIb30BATENsl MPUHMMAET CHUCTEMa, B KOTOPYIO
M0JIb30BaTEb AaBTOPU3YETCH.

Jlis momy4yeHus: aBTOPU3AIIMOHHBIX JJAHHBIX CJIEyeT UCIOJIb30BaTh MPOrpaMMHBIN HHTEpdeiic,
OCHOBaHHBIH Ha apxuTekrypHoMm ctwie REST (n. 4.3, mpunoxenue b). B stom ciyuae momumo

Mapkepa HIEHTU(UKALKWKA CcHUCTeMa JOJDKHA TakKe 3alpoCUTh MapKep JOoCTyna K HYXHBIM

35



ABTOPHU3aLMOHHBIM JIAHHBIM.
[ToryunB mapkep nocrymna, MC MokeT mojyuyuTh AAHHBIE O IOJIb30BATENE U HAa UX OCHOBE

IIPUHATH pEHICHUEC O IPEAOCTABIICHHUHU AOCTYIIA I10Jb30BATCIO K CBOUM pECypCaM.

3.4 TpeboBanusi K BU3yaJibHOMY 0)OPMJIEHHIO BX0/1a OCPEICTBOM

ECHUA

[Tpu ucnons3oBanun ECUA s uaeHTUGUKAIMY U ayTeHTU()UKALMY TT0JIb30BaTeNe, a TaKkKe
JUI UX perucTpalnyy, BapuaHThl pa3MELEHUs KHOMOK JUIsl BX0/la MOTYT Pa3jMyaThCsl B 3aBUCUMOCTHU
OT crieHapus ucnosb3zoBanuss ECHUA:

—  ayTeHTU(UKANUS UCKITIOYUTEIHLHO mocpenctsoM ECUA;
— ayrentudukanus mocpeactBoMm ECHA B kadecTBe OJHOTO M3 BO3MOXKHBIX BapHUaHTOB
ayTeHTU(UKALINU.

He3zaBucumo ot BeIOpaHHOTO crieHapus, Tpu 0OPMIICHHH BX0/1a B CUCTEMY C HCIIOJIb30BAaHHEM
ECHA He pexoMmeHIyeTcs MCIIONb30BaTh CJOBa «ayTEHTU(UKALMS» WIH «aBTOPU3ALMsL», BMECTO
3TOrO CJENYET UCIIOJIb30BAThH CIOBO «BXOJ».

Ecnu cucrema npousBoaut ayrentudukanuio no nporokony Open ID Connect 1.0, To umeercs
BO3MOKHOCTh NPOBEPHUTh HalW4Me y mnoisib3oBaTens ceccud B ECUA B ¢oHoBoM pexxume. MHbIMU
CIIOBaMH, KHONKY «BX0/1» MOHO BBIBOJUTH TOJBKO B TOM CJIy4ae, €CIU IOJIb30BaTelb HE MMEET
CECCHH, a €CITH HMEET — TO IPOU3BECTH BXOJ[ B CHCTEMY aBTOMATHICCKH .

3.4.1 AyrenTuduKaIUA UCKIYUTEIHLHO mocpeacteom ECHUA;

Ecin cucremoit wucnonb3yercst ayreHTudukanus mnocperctBom ECHA B kauecTBe
€IMHCTBEHHOT'0 Croco0a ayTeHTU(UKAIMH, TO B OOIIEM Cllydae PeKOMEHAYeTCs pa3MellaTh KHOIKY
«Bxom» B BepxHeil mpaBoit 4acTH («B IIAIMKE») COOTBETCTBYIOIIEH CTPaHHUIIBL.

[Tpu Ha)kaTUM Ha KHOMKY «BX01» MOJKHO MPOMCXOIUTH NEpEHaIpaBlIeHNe MOJIb30BaTENs Ha

ctpanuny ayrentuduxanyu ECHA B cOOTBETCTBUU ¢ IPUMEHSEMBIM CLIEHapHEeM ayTeHTU(DHUKAIIH.

3.4.2 Ayrentuduranusa nocpeacrsoM ECHUA B kauecTBe 0JJHOT0 U3 BO3MOKHBIX

BAPHAHTOB ayTeHTH(UKAIUU
Ecnu cucremoil ucnoneiyercst ayrentuduxanus nocpeacrsom ECHA B kauecTBe 0HOTO U3

BO3MOXHEIX CIIOCOOOB ayTCHTI/I(I)I/IKaI_[I/II/I, TO PCKOMCHAYCTCA pa3sMCIIATb CCBUJIKY HJIM KHOIIKY «Bxong

B em [Ipunoxenue B.6.2.2.
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yepe3 ECHA» B manke COOTBETCTBYIOIIETO CaiTa, PACIOJOXKHUB €€ PSJOM CO CCHUIKOM (KHOIKOM),

MO3BOJISIONICH BOWTH B CUCTEMY IIPH ITOMOIIH ATbTEPHATUBHOTO NIpOBaiiiepa ayTeHTU(hUKALIUH.

3.5 Bo3Bpar noJib30BaTesisi B CHCTEMY, BbI3BABIIYIO NPOPMIb

noJsb3oBaresia B ECUA nim perucrpanuio nosb3oBaressi B ECUA

Ecrm UC BeBeiBaer ECHUA s mpoBeacHUS WACHTH(PUKAIMK W ayTCHTU(PHUKAIMH
MOJIb30BaTENs, TO TIOJB30BaTeNb OyaeT BO3BpalleH B CHCTEMY cpa3y Iociie IPOBEACHUs
ayrentudukanuu. B to ke Bpems MC moxer HampaBuTh mojib3oBatens B ECUA co cnemyronmmu
LETSAMU:

— W3MEHEHHWE JAHHBIX B JUYHOM mpoduie (HampuMmep, MPOXOXKIACHUE MPOIEAYPHl TPOBEPKU
JAHHBIX MOJIH30BATENs);

—  MPOXOXACHHUE NPOLEAYpPbl pErUCTPALIH.

Yro6sr ECHA BepHyna mosib30BaTeisi B CUCTEMY IOCIIE BBIOJIHEHHUS YKa3aHHBIX OMeparui,
HNC npu mnepeHanpaBieHUU [O0J]b30BATENs JODKHA IEpeJaTh KOPPEKTHBIM KOHTEKCT BO3Bpara.
KonTeker Bo3BpaTa onpeensercs cleIyoluMy TapaMeTpamu:

—  <cid> — mHeMOHUKa HHPOPMAIIMOHHOM CUCTEMBI, IepeHaIpaBuBILeii moiabs3oBatens B ECUA;

— <rurl> — anmpec, Ha KOTOpBIKA JOKEH OBITH BO3BpAIEH MOJb30BATEIb IOCIE COBEPIICHUS
HEOOXOMUMBIX JIeicTBHI (3TOT ajxpec AobKeH BKiMouyath B ceOs URL cuctembl, yka3aHHBINH B
TexXHOIOTHYECKOM TIOPTAIE);

— <imm> mnpu3HaK, MO3BOJISIONIMN OIMpPEJCTUTh HEOOXOJAUMOCTh BO3BpaTa B CHUCTEMY IMOCIE
pEerucTpaluy YIpoIIeHHONW ydeTHOW 3amucu (Impu BBI30Be CTpaHUIlsl peructpanun ECHUA);
BO3BpaT MOCJE PErucTpaliil YIMPOUIEHHOW Y4eTHOW 3amucu OyIeT MPOU3BENeH TOJIBKO MpH
nepeaayde Mpu3HaKa co 3HaUeHHeEM “true”.

B Be6-nmpunoxxennu «lIpodpuns nons3zosatenss ECUA» B TeueHne neiicTBUS NOJIb30BaTENbCKON
ceccun Opaysepa obOecreunBaeTCsi BO3MOXKHOCTH IOJIb30BATEI0 MNepeiiTH 0OpaTHO B BBI3BABIIYIO
ECHA cuctemy nocpeacTBoM HaxkaTusi Ha KHONIKY «BepHyTbcs Hazany.

[Ipumep cCBUIKH ¢ KOPPEKTHBIM KOHTEKCTOM BO3BpATA:

https://esia-portall.test.gosuslugi.ru/profile/user?cid=TESTSYS&rurl=http://test.ru
Cne)]yeT IIOMHHUTB, YTO IIOCJIC 3aKPBITUA IT0JB30BATCICM 6pay3epa KOHTECKCT BO3Bpara HC

OyJIeT coxpaHeH.
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4  BEJIEHWE PETUCTPOB ECHA

[Tpomeccel U MexaHM3MBI BeldeHHs JaHHbIX peructpoB ECHMA umeror cBowo cnenuduky B

3aBUCHUMOCTH OT PErucCTpa U TUIIA I10JIb30BaTECJIA. HepequL MCXaHU3MOB U IIPOLCCCOB IMPCACTABJICH B

Tabimue 3.
Ta6mmia 3 — OCHOBHBIC MEXaHU3MbI BelieHus periuctpoB ECUA
IIpouecc Peructp MexaHnusm Contitica Ha pasyer
JAOKYMEHTAa
Peructpanus | Peructp Be6-unrepoeiic 41.1
(pHU3UIECKHX JIHIL [IporpammHsIil nHTEpQEIiC, [Ipunoxenne I
noctynHbii yuepes CMOB
Peructp Be6-unrepdetic 4.1.2
IOPUAMYECKUX JIUI]
Peructp OI'B Be6-unrepoeiic 4.1.3
Peructp UC BeG-unrtepdeiic 414,415
VYupasnenue | Peructp Be6-unrepoeiic 421
JTAaHHBIMU bu3nYeCKUX JUIL]
Peructp Be6-unrepoeiic 4.2.2
IOPUINYECKHX UL IIporpammHbIif nHTEpQeiic Ha IIpunoxenue b
ocHoBe REST
Peructp OI'B Be6-unrepoeiic 4.2.3
IIporpammHbIif nHTEpdeiic Ha IIpunoxenue b
ocHoBe REST
Peructp UC Be6-unrepoetic 424
ITonyuyenue Peructp IIporpammHbIif nHTEpQEiic Ha 4.3, Ilpunoxenue A
JTAHHBIX buznYecKuX JIUI] ocHoBe SAML

[IporpamMMHBIil nHTEpdEiic Ha

ocuoBe REST

4.3, IMpunoxenne b

Peructp

IOPUINYCCKUX JIUI]

[IporpammHbIif nHTEpdEiic Ha

ocnose SAML

4.3, Ilpunoxenne A

[IporpaMMHBIil uHTEpdEiic Ha

ocuoBe REST

4.3, IMpunoxenne b
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Peructp OI'B [IporpammHsIif nHTEpQEiic Ha 4.3, Ipunoxenne A

ocnose SAML

Peructp UC [IporpamMmHebIit mHTEpdEHC HA 4.3, ITpunoxenue b

ocunose REST

4.1
411

Perucrpauus

Perucrpanus ¢pusuyecKux JIUI U NOJTyYeHUE PosieH

B ECHA npenycMOTpeHBI CIIEIYIOIINUE POIH M10JIb30BATENECH!

du3nUeckue Imia, MMEIINe YIeTHYIO 3auch B peructpe ¢usnueckux aun ECUA;
UHAUBUJYyaJIbHbIE — MpEANpPUHUMATENH, T.€. (U3UYECKUe JMIa HMMEIoLUe IMpU3HAK
VHJVBHIYAJIbHOTO NPEIIIPUHUMATEIS;

JOJDKHOCTHBIC JIMIA IOPUINYECKUX JIHI, T.e. (m3ndeckue nuna, npucoeanneHusie B ECUA x
YYETHBIM 3anucsam ropuaudeckux jmi ECUA;

JOJDKHOCTHBIC JIMIIAa OPTaHOB M OpraHW3aluil, T.e. (hU3MYECKHE JHIA, MPUCOCAMHEHHBIC B
ECHA x yuernsiM 3anucsim OI'B.

Hanuuune y IIOJIB30BAaTCIIA poIn IIO3BOJIACT I/IH(bOpMaI_[I/IOHHBIM CHUCTEMAM,

B3aHMO,[[eI>'ICTBYIOH_II/IM C ECI/IA, HCIIOJIb30BATL JTY I/IH(I)OpMaI_II/IIO JJIs BBIITOJTHCHHA COOCTBEHHBIX

MPOIIECCOB (HAIPUMED, JIJISI aBTOPU3AIIHH).

[Tonb3oBarenu mMoryt nuMers B ECUA oaHy wim Heckosbko poisiel. ba3oBoil sBiseTcss posib

(I)I/I3I/I‘-ICCKOFO JIM1a: YTOOBI MOJIYYHUTh OJHY M3 YKA3aHHBIX poneﬁ, MOJIB30BAaTC/Ib JOJIXKCH OBITh

MEPBOHAYATILHO 3aPCTUCTPUPOBAH B KaUCCTBEC (I)I/I3I/I‘ICCKOFO JIMIa.

B ECHA npenycMOTpeHBl yuyeTHBIE 3alUCH (PU3UUECKUX JIUL CIETYIOIUX TUIIOB, KaXabld U3

KOTOPBIX COOTBETCTBYCT ONPECACIICHHOMY YPOBHIO I/IILCHTI/I(bI/IKaIII/II/I I10JIb30BAaTECIIA .

YIpOIIEHHAsT (HEMpPOBEPEHHAsl) Y4eTHas 3amuch (COACPKUT MHUHHUMAIBHBIN HAOOp MAHHBIX O
MOJIh30BaTENE);

cTaHaapTHast (MpoOBEpeHHast) yueTHas 3aiCh (JTaHHBIE O MOJb30Barese mposepensl B BI' NP);
MOJITBEPIK/IEHHAs! yYeTHas 3alUCh (JlaHHBIE O Mojb3oBaTene nposepersl B BI'MP, a nuuHocTh
M0JIb30BATENSI—(DU3NUECKOrO  JIMIa MOATBEpKJIE€HAa OJHMM M3 JOCTYNHBIX CIOCOOOB
HOATBEPIKICHHS).

CxeMaTU4HO CBS3b MCXKAY PpPOJKIMU U THUIIAMU YUYCTHBIX 3anucei (I)I/ISI/I‘-ICCKOI“O JIM1a

0oTOOpaXkeHa Ha pHuc. 5.
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MNonb3oBatenb cetn
UHTepHeT

4L

YnpouieHHan y4yeTHas 3anucb

- L

CTaHAapTHaﬂ y4yeTHaA 3anucb

- L

MoaTtseprKAeHHan y4eTHan 3anucb

4 8

NHauBuayanbHbli JONKHOCTHOE L0 JONKHOCTHOE L0
npeanpuHUMmarenb topuauyecKoro amua ors
Peructp
Peructp OB
OPUANYECKUX UL,

Pucynok 5 — Tunsl yueTHbIX 3anuceil u poau nonb3osarens B ECUA

4.1.1.1 Perncrpanus y4eTHOM 3anucu (pu3nyeckoro Jmna

Perucrpanus ydeTHo# 3anucu GU3NYECKOro JUIa BO3MOXKHA CIEAYIOIIUMH CIIOCO0aMU:

1. CamocrosiTenbHasi perucTpanusi TMoJb30oBaTelnss uepe3 BeO-uHTepdeiic. B atom ciydae

MOJIb30BATEI0 CAMOCTOSITEILHO HY>KHO MIPOUTH CIIEAYIOIIUE IIary:

— PpErucCTpaIus yIpoIIeHHOW (HEIPOBEPEHHOM) YUETHON 3alMCH MOoJb3oBarens (Tpedyercs
yKazaTh (GaMUIINIO, UM, OJIMH U3 BO3MOXHBIX TOJITBEPKACHHBIX KaHATOB KOMMYHHUKAITUU
— MOOWJIbHBIH TeneOH WK aapec FIEKTPOHHOM MOYTHI);

— TMepeBOj YYETHOW 3alMCH B COCTOSHHE CTAaHAApPTHOM (IpoBepeHHOM) (BKIOYaeT B ceOs
3arl0JIHEHNE T0JIb30BATEIEM JIMYHBIX JAHHBIX, WHUIIMUPOBAHHME MPOLEAYPbl MPOBEPKHU
nuaHbIX JaHHBIX B BI' VP 1 aBTOMaTnueckyro Bepu(HUKaIuio JUIHBIX JaHHbIX B BI'UP).

— TepeBOJ YUETHOW 3allMCH B COCTOSHUE TOATBEPKIACHHOW (BKJIIOYaeT B ceds

MMOATBCPIKACHUC JIMYHOCTHU IIOJIB30BaTCIA OJHUM nus3 AOCTYIIHBIX CII0c000B
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16
MOJTBEPXKACHUS — C TOMOIIbIO oOpamieHus B oauH w3 LleHTpoB oOCITyXUBaHUS

OTIIPaBKOM KO/1a MOATBEPKIEHUS JINYHOCTHU 110 ITouTe Win ¢ noMoiupio KOII).

2. Perucrpauus nonp3oBarens B ogqHoM U3 LlentpoB o6cmyxkuBanus, NC KOTOporo ocymecTBisier

BBI30B OIIEpAIMil ¢ UCIIOJIb30BaHUEM IporpammHoro narepdeiica ECUA, ony01MKoBaHHOTO B

CMDB. Jleranpnas wunpopMmamms o mnporpammHoM wuHTepdeiice ECHUA pasmemiena B

npunoxenun I'. B pesynbrare peructpanuu B LleHTpe oOciayXHBaHUS MOJIB30BATEIb Cpa3y

MOJy4aeT NOATBEPKACHHYIO yueTHYIo 3anuch ECHUA.

4.1.1.2 Haznauenue poJieii

Haznauenue Bcex pomneit ¢usmueckoro nmma B ECHMA ocymecTBisercs ¢ MOMOIIbIO BeO-

.17
uHTEepdeiica .

I[eTaJ'IBHaSI I/IH(I)OpMaLII/ISI O Ha3HAYCHHHN OCHOBHBIX pOJ'I@fI (1)I/I3I/IIIGCKOFO Juna 1npeacraBJICHA B

Tabimue 4.
Ta6ymmma 4 — CriocoObl Ha3HAYEHUS POJIeH
Poub Cnoco06 Ha3HaAYeHUA POJIH
WNunuBuayanbHbIM CamocrositensHo  yepe3 BeO-untepdeiic ECHUA ¢ nomomibio
HpeAIPUHUMATEND HanpasJieHus 3a8Bku ¢ faHHbiMu UI1, BKitovarorieii B ceost:

- O®UO;

— WHH ¢wusuyeckoro nuna;

— OI'PHMUIL

3asBka npoxoaut nposepky B BI'MP. Eciu B EI'PUII nefictBuTensHo
CyIIECTBYET 3alMChb C YKa3aHHbIMM JIaHHBIM, TO IIOJIb30BAaTElb

MMoJIYy4acT poJib MTHAUBUAYAJIbHOT'O NPCAIIPUHNUMATCIIA

I[OJ'DKHOCTHOG JIMIO

IOPUINYCCKOTO JIMIa

[Tonyuenue ponu pomxHoctHOro nuua KOJI B ECMA npoucxoaut B

pe3ynbTare:

— peructpauuu IOJI B ECHUA, B 3TOM ciydyae perucTpupyromui
FOJI monp3oBarens mosydaeT poib AoJKHOCTHoro nuna HOJI ¢
npaBamu pykoBoutess (cum. 1. 4.1.2);

— TIpUTJIALIEHUS PYKOBOJMUTENEM WU aJMHUHUCTPATOPOM MPOdUIIS

16 Jlnst moxTBepykaeHust muaHOCTH LIeHTPBI 0GCITYKHBAHHS MOTYT HCIIOIB30BATh COOTBETCTBYOLIMIL
nporpammusiii uaTepdeiic ECUA (cm. . I'.3 npunoxenust ).

Y MunnpmpoBanie NpyrianieH s Ha IPUCOSIMHEHNE ONb30BaTeNs K 0pHInIeckoMy iy i OI'B
BO3MO>KHO C IMOMOIIIBI0 nTporpaMMHoro uHtepgerica ECUA. Jleranbaas nudopmanus — B

IIpunoxenun b.7.
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KOJI 8 ECHUA cotpynHuka.

[Ipouenypa mnpurinameHuss COTPYIHHKA JUIsI IPUCOCIUHEHUS K

" 18
OpraHu3aIlMy BBITIOJIHAETCS ¢ TMoMmoinbio BeO-uHTepdeiica ECHUA™.

BxorouaeT B cebst crieyronue maru:

1.

PykoBonurens wunm aamuHucTpatop YydeTtHod 3anucu FOJI B
ECHUA ¢opmupyer ¢ mnomompbto BeO-unTepdeiica ECHA
MpUIJIAIIEHNE Ha MPUCOECINHEHHE K OpraHU3alliM, BKIIIOYAIOIIEe
B ce0s:

— aJpec 3JIEKTPOHHOM MOYTHI M0JIb30BATENS;

—  ©®MHO nonp3oBaTes;

— CHWIJIC nonb3oBares (OMIMOHATIBHO).

ECHUA otnpaBisier Ha yKa3aHHbIA aJpec SJEKTPOHHOM IOYTHI
M0JIb30BATENS MPUTJIAIIEHUE CO CChUIKOM AJI MPUCOEIMHEHUS K
OpraHu3alMH.

[losnb30Barenb, MMEIOLUI MOATBEPKACHHYIO YYETHYIO 3aIUCh,
BxoauT B ECHUA no cceuike B npuriamenud. Eciu ero ®UO u
CHMWJIC coBnamaer ¢ JaHHBIMH B IPUIJIAIIEHUH, TO OH
npucoeaunsercss k ydetHod 3anucu HOJI. ®usnyeckoe nuio

MOJIy4aeT poJib JoJKHOCTHOTrO juna FOJI.

HomxnocTtHoe nuio OI'B

[Tonyuenue ponu nomxHoctHoro nuna OI'B B ECHUA npoucxonut B

pe3ynbTare:

peructpauuun OI'B B ECHA, B 3TOM ciyyae perucTpUpyromui
OI'B nonb3oBatenp mosydaer poiib aomkHocTHOro jauia OI'B ¢
npaBamu pykoBoutess (em. 1. 4.1.3);

MIPUTJIANIEHUS PYKOBOJMUTENIEM W aIMHUHUCTPATOPOM TPOQUIIS

OI'B B ECHA coTpynHuka.

Hpouenypa MNpurijiameHud COTpYAHHKA IJId NPUCOCAUHCHHA K OI'B

BBINIOJHSETCS ¢ TOMOIIbi0 Beb-nuTepdeiica ECUAY n ananormuna

8 YHuumumpoBanie NPUIIAIICHHS HA IPHCOEINHEHHE TIONB30BATENS K OPHINIECKOMY JIAILY
BO3MO>KHO C IOMOIIIbI0 nTporpaMMmHoro uHtepgerica ECUA. Jleranbaas nudopmanus — B

IIpunoxenun b.7.

19 NHnnmunpoBaHye MpUIiialieHus Ha MPUCOeINHEeHHE monb3oBarens K OI'B BO3MOKHO ¢ TOMOIIBIO
nporpammuoro unrepgeiica ECUA. Jleransuas unpopmanus — B [Ipunoxenuun b.7.
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IpoLeccy IPUCOEANHEHNS COTPYIHUKA K yueTHOH 3anucu FOJI

Onun mnosp3oBareb ECHA MOXeT OJHOBPEMEHHO SBIATHCSA JOJDKHOCTHBIM JIMIIOM B

Heckonbkux OI'B u FOJI, a Takyke UMETh PoJib OJTHOTO MHAMBUIYAIBLHOIO MPEANPUHUMATEIIA.

4.1.2 Perucrpanusi OpUIUYECKUX JIHIX

Peructpanus HOJI (BHecenme 3amucu B peructp HOJI) ocymiecTBiseTcss ¢ MOMOIIBIO BeO-
untepdeiica ECUA. Co3naBath ydernyro 3anuch KOJI MOKHO TOJNBKO W3 MOJITBEPKACHHOW Y4ETHOM
3amucu (PU3MYECKOro JHIa — PYKOBOAMTENST OPTaHW3AIMH WM MPEICTABUTENS FOPUIUICCKOTO JIUIIa,
MMEIOIIETO MPaBo JIeHCTBOBATh OT UMEHH OpraHu3aluu 6e3 T0BEPEHHOCTH.

[Ipouenypa peructpaunu FOJI U3 noaATBEpKAEHHON YUETHOW 3alMCH MOJIb30BATENs BKIKOYAET
B ce0sI CIIeAYIONIUE TIary:

1. Tlepexon Bo BkiIanky «OpraHuzanuuy TpoQuiis moib30BaTelsl U WHULMUPOBAHUE TPOLIETYPHI
pErucTpaLuH.

2. llogxmroyeHwe cpeacTBa SJICKTPOHHOM moamucu. Jljis perucTpaluy IOpUIUYEecKOro Juia
TpeOyeTcsl WCIOIb30BaTh KBATU(UIIMPOBAHHYIO JJIEKTPOHHYIO IOJAINKCH, BBIIAHHYIO HA UMS
PYKOBOJMTEIS IOPUIUYECKOTO JIMIA WM Ha JIMI0, UMEIOIee MpaBo JCHCTBOBATH OT MMEHHU
IOPUANYECKOTrOo JIhiia 6e3 TOBEPEHHOCTH.

3. 3amomunenue QopMbI C JaHHBIMA O IOPUAWYECKOM JIHMIIE U JaHHBIMA O PYKOBOJUTENE
opranusanui. OCHOBHBIE TIOJIA TIPEA3ANONHEHBI, IIOCKOJIBKY OHU OBLIM CUHUTAaHBl W3
cepruduKara SJIEKTPOHHON TMOIMUCH, HEOOXOAUMO VYKa3aTh JHUIIb P JOTOJHUTEIHHBIX
CBEICHMIT 00 OpraHu3aluu:

— OpraHHU3aIMOHHO-TIPaBOBYIO (PopMYy;

— aJpec 3IEKTPOHHOU MOYTHl OPraHU3ALNH.

Ecnu B nuunbix manaeix He Obul yka3zan MHH, To ciaexyer ykazate MHH monws3oBarens kak
¢dusuueckoro nuia (wim otMeTuth, uto MHH oTcyTcTBYeT).

4. OxunaHue OKOHYAHHS aBTOMATHYECKOW MPOBEPKH MAaHHBIX OPTaHMU3AIMH U PYKOBOAMUTENS
opranmsanuu B DenepanbHOil HaysoroBoi ciayxkOe. Ecim ommbok HE BO3HUKHET, TO
IOpUANYECKOe JINIO OyAeT 3aperucTpupoBaHO, T.e. OyneT BHeceHa 3amuch B peructp HOJL
PykoBogutens HOJI, ocymecTtBiasBmmii peructpauuto FOJI, aBTOMaruyecku MOIYYUT POJIb

JOJDKHOCTHOT'O JIMIIa JaHHOT'O IOJIn IIpaBa pyKOBOIAUTCIIA.

4.1.3 Perucrpaunus OI'B

B peructp opranoB u opranmsanuii ECMIA Moryt ObITh BKJIIOYEHBI TOJIBKO OpraHU3AIINH,
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noananaromue mnox geucrtsue Ilocranosinenus IIpaBurenscrBa Poccuiickoin ®Penepauuu  OT
28 Hos16ps 2011 1. Ne 977.

Peructparmuss OI'B  ocymecTBiasiercss ¢ momomipto  exuHoro BeO-uHTepderica ECHA,
npeaycmotpenHoro u mis FOJI. Cnemuduka 3akmroyaeTcs B TOM, uTo pykoBogutenabr OI'B mpu
perucTpanMy B KayeCcTBE THUIIA CBOEH OpraHus3aluu ykasbiBaeT «['ocynapCTBEHHBIM OpraH WIH
OpraHu3alys», YKa3bIBa€T CBOIO TEPPUTOPUAIBHYIO MPHUHAIJICKHOCTb M BBHIOMPAET CBOBEJOMCTBO,
MOJTBEPIKIAI0IIEE CTATYC PErucTpupyroniencsa oprannzanuu kak OI'B.

[Tocne BBIMOMHEHUS MPOBEPOK TaHHBIX OpraHu3aluu (HOpMUPYETCS 3ampoc B BEIOMCTBO,
MOATBEPKIAIOIIEEe CTAaTyC perucrpupymomeiics opranunzauuu kak OI'B. Eciau pganHoe BemoMmcTBO
MOATBEPKIaeT, yTo opranuszanus umeer craryc OI'B, To yderHo# 3anucu OyneT NPUCBOEH STOT
npu3HaK u oHa Oyner BkiroueHa B peructp OI'B. Eciau He moarBep:knaeT, 4To opraHuzaius Oyner

HMMETh YYETHYIO 3alUCh opuandeckoro iuia (6e3 npuznaka OI'B).

4.1.4 Peructpauusi HH(POPMALUMOHHBIX CUCTEM
Peructpanus VC BeimonHsercs opranuzauued, sBistouieiicss oneparopoM nanHod MC. Ota
OpraHu3alys npeaBapuTeIbHO JODKHA ObITh 3apeructpupoBaHa B ECHA.
B ECHUA nomxHsl 6bITh 3apeructpupoBanbl C, koTopsble:
— wucnonb3ytoT ECUA kak nocraBumk uneHrudukanuu (Identity Provider) ans uneHtudukanuu u
ayTeHTU(UKALMY T10JIb30BaTeNeH;
— wucnonb3ytoT ECHA B xauecTBe noctaBimka pecypea (s uarerpauu no REST u OAuth 2.0);
— OCYIIECTBJISIFOT perucTpanuio nojaszopareneit B ECUA.

Hna peructpauun MC MoxkHO BOCHOIB30BaThCs (QYyHKIMEH TeXHOIOrMYecKoro moprajia

ECUAZ,

4.1.5 Peructpaumsi CHCTEMHBIX I'PYyNII

Jna cuctem, unterpupoBaHHelx ¢ ECHA, umeercs BO3MOKHOCTb IPOBEPATH HAIWYUE Y
MoJIb30BaTesIe crnenu@uueckux MOJHOMOYMI MO JocTymy K 3Tod cucreme. JlaHHass BO3MOXKHOCTb
ob0ecneunBaercs B ECHUA mocpenctBoM MexXaHM3Ma CUCTEMHBIX Tpynn (Ipymnm JgocTyma) — JUis
NpOBe/eHUsT aBTOpHU3alMu coTpyaHuKoB opranuzamuii (FOJI wmu OI'B). Omeparop MC moxer
3aperUCTPUPOBATh OJHY MM HECKOJBKO CHCTEMHBIX TPYII, KOTOpble OYAyT AOCTYIHBI OpraHU3aIHH;

YIOOJIHOMOUYCHHEBIEC COTPYAHUKHU OpFaHH3aHHI>'I CMOT'yT BKJTFOYATh/UCKIII0YaTh CBOUX COTPYAHUKOB C

20 Pasnen 6 Pernmamenra.
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nomoinpio  BeO-untepdeiica ECHUA (em. m. 4.2.2.3). Ilocne ayreHTUUKAIMK JTaHHBIE O

MPUHAIIISKHOCTH COTPYAHHUKA OpPraHM3aldu K CUCTEMHBIM rpymmaMm aanHo MC OyayTt mepenansl B

SAML-yTBepkaeHUX, a TAK)KE TOCTYIHBI C IIOMOIIBIO TPOrpaMMHOT0 UHTep(delica, OCHOBAHHOTO Ha

apxutektype REST.

Perucrpanuio CHUCTEMHBIX TPYyNI MOXKHO OCYIIECTBIATH C ITOMOIUBI TEXHOJIOrM4EeCKOro

noprana ECHWA, npu ycnoBuM, YTO JAaHHOW OpraHu3alldyd IPEJOCTaBJIEHO IIPaBO CO3JaHUs

COOCTBEHHBIX CHCTEMHBIX I'pymil.

B ECHA npegycMOTpeHbI CJIEIYIONIME TUITBI TPYII T0CTYyNA:

nyOonuyHas — AOCTYIHAs JJI1 Ha3HAYEHUS BCEM OpraHU3alMsaM. Y TOJTHOMOYEHHBIN COTPYAHUK
opraHu3aiuu (He SBIISIONICICS BIAIENbIIEM TPYIIIBI) BCETAa MOXKET BKIIOYATh B ATy TPYIIY
COTPYJIHUKOB CBOCH OpraHU3aIlny;

OTrpaHHuYEHHO aocTymHas (mpuBatHas) rpynna ans OI'B — gocrymHas BceM opraHusalusim,
uMeromum npuzHak OI'B;

OTPAaHUYEHHO JOCTyNHas (MpPUBAaTHAsl) — JOCTYIHAs OPTraHHU3alMAM TOJBKO C pPa3pelICHUs
BJIaJI€JIblIa CUCTEMHOM I'pyNIIbl. Y IOJITHOMOYEHHBIN COTPYJHUK OPraHU3alUKN MOKET BKJIFOUATh
B ATy IPYIITY COTPYIHUKOB CBOCH OpraHU3aIMK TOJIBKO MOCJe MOTYyYeHHs] OpraHu3allieil mpas
JIOCTYTIa CO CTOPOHBI OpPTraHU3aIMU-BIAACNIbIIa CHCTEMHON TPYIITIHI.

Opranuzanus-piajesner] OrpaHUueHHO JOCTYIHOMN IPYMHIbl MOXKET IPEJO0CTaBUTh OPraHU3alUH

JOCTYII K TPYIIIE B CIEAYIOIUX PEKUMAX:

4.2
421

C BO3MOXKHOCTBIO CBOOOJTHOTO BKJIFOUEHHUS B TPYIILY COTPYIHUKOB;

C BKJIOYEHHEM B TPYIIY COTPYIHUKOB TOJIbKO C MEPCOHAIBHBIM COIJIACOBAHUEM ATOTO
BKJIIOUEHUSI CO CTOPOHBI OpraHU3alMu-BiajJieNblia 3ToM rpynnsl. B aToM cinyyae nobaBieHue
COTPY/HKa B IPYIITy C IOMOIIBIO BeO-MHTEpdeiica i mporpaMMHOro uHTepdeiica Bieyer 3a
co0Oi HampaBJeHME 3arpoca B YYETHYIO 3alMCh OpraHM3allMu-Biajelblia TPYIIbl JUIs ero
paccMOTPEHHUS; TOJBKO IIOCJIE COIVIACOBAHMS 3alpoca CO CTOPOHBI OpraHW3allMU-BIIAJAEIbla

COTPYAHHK OyneT 700aBlIeH B TPYIIITY.

anaB.ﬂeHMe JAaHHBIMH

YﬂpaBﬂeHne JAaHHBbIMH (l)n3nqec1mx JIMIL

anaBneHHe JaHHBIMHA HOHBSOB&TGH?I*(I)I/ISI/I‘—IGCKOFO JM1a OCYHICCTBJIISACTCA nm

caMoCTOsITeNbHO ¢ momotibio  BeO-uHTepdeiica ECHA. [loctym k mnpoduiaro Mojib30BaTems

OCYIHICCTBIIAICTCS IO CCBUIKE!

https://esia-portall.test.qgosuslugi.ru/profile/user/
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K nepconanbubIM faHHbBIM, pazMenieHHbIM B ECUA, oTHOCSTCSA:
—  OCHOBHas MH(pOPMALIUS:

- (haMums, UMs, OTYECTBO;

- IOJ;

- JiaTa poXKICHMUS;

- PEKBU3MUTHI  YAOCTOBEPSIOLIEIO JIMYHOCTh JOKYMEHTa (TOJBKO ISl  CTaHJApTHOMN
(mpoBepeHHOI) ¥ IMOATBEPIKACHHON YUETHOM 3aIKCH);

- TrpaxIaHcTBO (TOJIBKO [UIs CTaHIAPTHOW (TPOBEPEHHOM) W TOATBEPXKICHHOW YdYETHOU
3a1ucH).

—  HICHTU(PUKATOPHI:

CHUWJIC (TosbKO Ist CTaHAAPTHOM (TPOBEPEHHOM) U TOATBEPKACHHON yUSTHOU 3aITHCH);
- HWHH (tonbko s MOATBEPKACHHON YYETHOM 3aIliCH).
—  JIOKYMEHTHI:
- BOAUTEIBCKOE YyJIOCTOBEPEHHUE;
- CBHUJETEIBCTBO O POXKICHUH,
- noimc OMC,;
- 3arpaHAYHbIN MACMIOPT;
- BOCHHBINA OMIICT.
—  JIaHHBIE O JETHX;
—  KOHTaKTHas WH(pOpMaIIus:
- aApec JIEKTPOHHOM MOYTHI;
- MOOUIBHBIN TenedoH;
- JomManrHui TenedoH
- TIOYTOBBIN aJpec;
- aApec perucTpalmi.

—  TpaHCHIOPTHBIE CPEJCTBA:

TFOCYJIApCTBEHHBIA PETUCTPALIMOHHBIN 3HAK TPAHCIOPTHOIO CPEACTBA M PEKBU3UTHI
CBHJIETENIBCTBA O PETUCTPALMH TPAHCIIOPTHOTO CPENICTBA.

IIpouenypa penaktupoBaHus psifa MOJEH pa3IuyacTcs B 3aBUCUMOCTH OT TOTO, SIBJISIETCS JIA
ydeTHas 3alucCh T0JB30BATEN YIPOUICHHON (HENPOBEPEHHOM), CTaHIAPTHOW (IMPOBEPEHHOMN) WM
NOJTBEPKAeHHOM. [y cTaHAapTHOM (IPOBEPEHHOM) U MOATBEPIKICHHON YIETHOMN 3aliCH U3MEHEHHE
pszia mojerd BO3MOXKHO TOJIBKO ITOCHE NPOBEPKU ATUX NaHHBIX B BI'MP. Jlo Tex mop, nmoka JaHHbIE HE

OyayT MOATBEPKICHBI, U3BMEHEHUE TaHHBIX HE MPOU30UIET.
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4.2.2 YnpapiieHue JaHHbIMH IOPUIHYECKUX JHUII

VropaBnenue panabiMH  FOJI  ocymiecTBisieTcs  caMOCTOSITEIBHO — PYKOBOAMTENIEM WU
aagmuaucTparopoM mpoduns FOJI ¢ momomisio BeO-uHTEpGeiica ECHA%. JocTymHbl crienyroue
byHKIMNU:

—  yhOpaBlieHHe UIeHTU(UKAUUOHHBIMU AaHHbIME FOJI;

—  ympasieHue corpyaaukamu FOJT;

—  ynpasnenue pumanamu KOJI;

—  ympaBlieHHE NPHUHAJICKHOCTHIO COTPYIHHKOB K CHCTEMHBIM TPYIIIaM (IpyInaM J0CTYIIa).

Boiitu B npoduns opranuzauuu ECUA u ynpaBnsTe JaHHBIMU OpPraHU3allid MOXKET TOJIBKO
YIOJIHOMOYEHHBIN COTPYJIHUK — T.€. IIOJIb30BATENb, KOTOPBIN SBIISIETCS PYKOBOJAUTEIEM OpPraHU3aluu,
BBIIIOJIHUBIIMM PETUCTPALMI0 OPraHM3alUU, WIM KOTOPBI BKJIKOYEH B TPYIIY aAMUHUCTPATOPOB

npodwmiss ECUA.

4.2.2.1 YnpasJienue uaeHTH(PUKAUMOHHBIMH JaHHBIMHU FOJI

VYII0IHOMOYEHHBIN COTPYAHUK UMEET BO3MOXKHOCTh peAaKkTUpOBaTh cienyromue ganuasie FOJI:
—  OpraHu3alMOHHO-TIpaBoBas Gopma;
—  aJpec IEKTPOHHOU MOYTHI;
—  IIOYTOBBIN aJpeEC;
—  TenedoH OpraHU3aIUY;

—  (akc opraHu3almy.

4.2.2.2 Yupasiaenue corpyauukamu FOJI

YIOTHOMOYEHHBIM COTpYAHUK C momoluibio BeO-uHTepdeiica ECUA umeeT BO3MOXHOCTH
IIPOCMOTPETH NEPEUEHb COTPYAHUKOB, T.€. II0JIb30BaTEIEH, IPUCOECIUHEHHBIX K Opranu3anuu. Takxke
OH MMEET BO3MOKHOCTbD:

—  OTPENAaKTHPOBATh CIEAYIOIINE JAHHBIE COTPYIHHKA:

- CIy)XeOHBIH agpec 3JeKTPOHHOH MMOUTHI;

- cIyXeOHbII HOMep TenedoHa;

- JIOJDKHOCTB.

— OTHpaBUTh MPUIJIALIEHHE I[I0JIB30BATENI0 IS €ro MPHUCOSAUHEHHUS K OpraHu3auuu (CM.

n. 4.1.1.2), a Tak)Ke UCKJIIOYUTH COTPYAHUKA M3 OpraHu3anuu. [Ipy UCKIIIOYEHNH COTPYIHHKA

21 o
Tax:xe BO3MOKHO YIIpaBJICHUEC JAaHHBIMH OpTraHHU3allkii C IIOMOIIBIO IMPOrpaMMHOTO I/IHTep(i)eI/Ica Ha
ocHoBe REST (cwm. [Ipunoxenue B).
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ECHA ynanser noabp30BaTells U3 BCEX CUCTEMHBIX I'PYNIl M UCKIHOYaeT coTpynHuka uz HOJI,

22
IIPY ATOM Y4Y€THasl 3alUCh COTPYAHUKA HE YIAISIETCs U3 perucTpa GU3NIecKux JIui” .

4.2.2.3 YupasJjieHUe NPUHALJIEKHOCTHI0 COTPYAHUKOB K CUCTEMHBIM Ipynnam

s perynupoBaHus TOCTyNa COTPYAHUKOB K MHTErpupoBaHHbiM ¢ ECUA nHdopmanmoHHbIM
CHCTEMaM YIOJIHOMOYCHHBIH COTPYAHMK OpPraHM3allMd HMMEET BO3MOXXHOCTH C IIOMOUIbIO BeO-
untepdeiica ECUA BxitoyaTh U UCKIIIOYATh COTPYAHUKOB U3 CUCTEMHBIX rpynn23.

['pynnsl foctyna (CUCTEMHbIE I'PYMIIbI) CBSI3aHbl ¢ UHPOPMALMOHHBIMUA CUCTEMaMH, JTOCTYII K
KOTOPBIM OHHU PEryiaupyoT. Eciiu coTpyAHUK opraHu3alyy ObUI BKJIIOYEH B CUCTEMHYIO IPYIILY, TO
COOTBETCTBYIOLIME JaHHBIE CMOXKeT oOpabarbiBath MC-Bnamenen TaHHOW CHCTEMHOW TPYIIIIBL:
uHbOpMaNKs O IPUHAIISKHOCTH K CUCTEMHOH Tpymme OyAer mepenana B yrBepxkaeHusx SAML, a
TaKKe MOXET ObITh IO0JlydeHa C IOMOINBI0O HPOrPpaMMHOrO HUHTepdeiica, OCHOBAaHHOIO Ha
apxutekTypHoM ctuie REST.

OO61as cxema B3aMMOJEHCTBUS BBIMJISIIUT CIEIYIOIIUM 00pa3oMm:

1. OI'B peructpupyer 8 ECUA undopmannonnyro cucremy (MC-1), moctym KOTOpOH IOJIKHBI
II0JIy4aTh IPEACTABUTENM OpraHusauuii, 3apeructpupoBanusix B ECHUA. Ilpu perucrpanuu
HC-1 nanuwnii OI'B ompexnensieT Ha3BaHUE COOTBETCTBYIOLIEH CHCTEMHON TPYIIBI (CM. TI.
4.1.4), nanpumep «rpymnmna 1».

2. YTOJTHOMOYEHHBIH COTPYIHUK OpraHu3ali Hcroib3yer BeO-uHTepdeiic ECUA  mns
IIPOCMOTpa CYLIECTBYIOIIMX TIpynn Joctyma. Haxomaur rpynnel A0OCTymna, CBA3aHHBIE C
cucremoit UC-1, u BUIUT, 4TO B 3TOM MEpeUHe MOSBUIIACH «rpynna-1»24.

3. YnomHomoueHHblii cotpynHuk OJI nmoGaBiser B «rpymmy-1» COTpYTHHKOB OpraHU3AIHH,
KOTOpBIM OH paspemiaer aericrBoBath B UC-1 ot umenu FOJIL.

4. Corpynnuk HOJI, BKJIIOYEHHBI B CHUCTEMHYIO TPYINy «rpymnmna-1», ayreHTHQUUUpyeTcs ¢
nomoisio ECHUA B UC-1.

5. UC-1 momydgaet cpenu SAML-yTBepkeHnit HHGOPMAITHIO O TOM, YTO IOJIH30BATEh BKIIFOUCH
B «rpynmy-1» (mns storo anamusupyer yrBepkiaeHue memberOfGroups — cm. m. A.S
OpUIOKEeHUsT A), M1 IPUHUMAET MOJIOKUTEIbHOE PELIeHHe O JAOCTYIE MOJIb30BaTeNsd K CBOMM

pecypcam.

22 BpIBummii corpyaauk FOJI MoxkeT mpomomkare HMCHOJIB30BaTh CBOK ydeTHyro 3amnuch ECHA,
HanpuMep, IS MOJIy4eHHs TOCYAAPCTBEHHBIX YCIYT B 3JIEKTPOHHOM BHJIE.
2% Ecii cOOTBETCTBYOIMME HH(OPMAIMOHHBIMA CHCTEMAaMH TIPETyCMOTPEHBI TPYIIIB JOCTYIIA

(cuctemHsble rpymisl), cM. 1. 4.1.5.
2 Ecmu sto HY6HI/I‘IHaﬂ rpyInna Wi OrpaHNu4CHHO JOCTYIIHAA rpymra, 10CTyI K KOTOpOﬁ npeaoCTaBJICH ,HaHHOﬁ
OpraHu3aiuu.
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6. Ecmu ppyras unrerpupoBannas ¢ ECUA MC-2 npu ayrentudukanun oopadbarsiBaer SAML-
YTBEP)KICHHUE O MPHHAJICKHOCTH MOJIB30BATENS K IPYIIaM, TO OHA HE YBUIUT WH(POPMALIHIO O

«rpymre-1», noromy uto aanHas MC-2 He gBisieTcs BiIaAesbleM 3TON IPYIIbI.

4.2.2.4 Yupasiaenue puanaaamu FOJ1

YTIOTHOMOYEHHBIH COTPYAHUK ¢ momoulbio BeO-uHTepdeiica ECUMA mmeeT BO3MOXKHOCTH
MIPOCMOTPETH MepeueHb (PUINATOB OpraHU3alUH, 3aPETUCTPUPOBATH HOBBIH (PUiIHa, a TaKxKe:
—  W3MEHUTH JlaHHbIE (puinana;
—  YOPaBJATh COTPYAHUKAMHU (UIIHMANA U UX JaHHBIMU;
—  YOPaBJIATH NPUHAMIEKHOCTHIO COTPYAHUKOB (pHIIHANIA K TPYIIIaM.
YkazaHHbIe onepanuu ¢ (puararamMu aHaJIOrHYHBl COOTBETCTBYIOIIUM OIEPALUSAM C YUETHBIMH

3aIIuCsiIMHU OpF&HH?»&LIPIﬁ.

4.2.3 Ynpasiaenue 1anabivu OI'B
Vupasnenne nanaeiMu OI'B ocymiecTBisieTcs MO aHAIOTHH C YIPABICHUEM OOBIYHBIMU
OpTraHU3aINH-IOPUINIECKUMU JIMIIAMH, T.€. C TOMOIIbI0 BeO-unTepdeiica ECUA.
VYmpasnenue ganapivu OI'B BkittouaeT B ceOsi:
—  ympaBJeHHue JODKHOCTHBIMU Junamu OI'B;
—  ympaBJeHUE MOJHOMOYMSIMHU AOJDKHOCTHBIX Uil OI'B;

— ynpasnenue ¢punnanamu OI'B.

4.2.3.1 Yupagsienue 10/LKHOCTHbIMH Junamu OI'B

JloGaBneHne IOKHOCTHBIX JIMII OCYILECTBIIIETCS B pe3yibTaTe BBIIOJHEHHUsS OIepanuu
NPUIJIAIIEHUS T10JIb30BaTeNei—(pU3nUecKux JIML, UMEIOIUX MHOATBEPKIECHHYIO YYETHYIO 3aIlllCh
ECHA. DtoT mporecc MOXKET BBIIOJIHATHCA ¢ MOMOIIBI0 BeO-npuioxeHus «IIpopunb opranuzanuu

ECHA» no ananoruu c ynpasieHueM corpynaukamu FOJL.

4.2.3.2 YnpasjieHue NOJTHOMOYHAMM J0KHOCTHBIX jiull OI'B

[TonmaoMoOuus AOJDKHOCTHOI'O JIMIAa PETYIHUPYIOTCA HIpU MNOMOIIUM MEXaHHU3Ma CUCTECMHBIX
T'pYIIIL. BremonHseTcs mo aHaJIoOTHH C TEM, KaK 3TO PCAIU3YCTCA Y IOPUIUYCCKHUX JIMI, HC NMCIOIHNX

npusHaka OI'B (cm. . 4.2.2.3).

4.2.3.3 Ynpasaenue puaunaaamu OI'B

VYnpasnenue ¢unuanamu OI'B BwIMOTHSETCS MO aHAJIOTHH C TEM, KaK 3TO peaju3yercs y

IOPUIMYESCKUX JIHII, He uMerorux npusHaka OI'B (cm. . 4.2.2.4).
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4.2.4 Ynpasiaenue 1anabivu UC
N3menenue nanubix MC ocymiecTBiseTcs B COOTBETCTBUM ¢ PerinaMeHToOM. YTOJTHOMOYEHHbIN
corpynHuk omepatopa HWC wuMeeT Takke BO3MOXKHOCTH C TIOMOIIBIO  BEO-TIPHIIOKCHUS
«Texnonornueckuit nopran ECUA» ocyiecTBiATh CleayrONIne 1eiCTBUS:
— 3arpyxarb u ynansath ceptudukarst C;
— PpemaKTHpOBaTh CHUCTEMHBIE TpYNIbl (MpU HAJIUYHMM  HEOOXOJUMOTO TIOJHOMOYHUS Y

COOTBETCTBYIOLLEH OpraHU3aliH).

4.3 TlonyyeHue TaHHBIX

Nudopmanvonnass cucrema, mnoakiarodenHas kK ECHUA ¢ unenpio wuneHTudUKaUd MU
ayTeHTU(UKALUY, TTOoIydaeT WH(OpPMALUI0 O CYOBbEKTaX, IaHHBIE O KOTOPBIX XPaHITCS B PETUCTPax
ECHA. C »toit nensto B ECUA nipegycMOTpeHBI CleAyoIKe MporpaMMHbIe HHTEPEHCHI:
1. [Tporpammusiii uaTepdeiic Ha ocHoBe SAML 2.0. UC, unrerpupoBannas ¢ ECUA, momyugaet
JaHHBIE MOJIb30BaTeNsl HAa MOMEHT ero ayreHTudukanuu B ECUA. [leranphas undopmanus o6
HCIOJIb30BaHUU 3TOT0 IPOTPaMMHOT0 HHTEpdeiica pecTaBiIeHa B MPUIOKEHUH A.
2. [Tporpammuslii nHTEpdeEiic Ha 6a3e apxuTekTypHOro cTHis “Representational State Transfer”
(REST). On no3Bonsier uaTerpupoBaHibiM ¢ ECUMA MHpOpMAIMOHHBIM CHCTEMaM MOJIYy4aTh
noctyn kK xpaasmuMcs B ECHA naHHBIM B TPOU3BOJBHBI MOMEHT BpPEMEHH TOCTe
MPEBAPUTENHLHOTO TMONYUYEHUs pa3pelieHus OT nosb3oBaress>. OBecednBacTCs JOCTYyI K
CJICAYIOIINM JaHHBIM:
— JaHHBIE O TMoOJb30BaTene (MACHTU(UKAIMOHHBIE IaHHBIE, JAHHBIE O TPAHCIOPTHBIX
CpeICTBaX, JAHHBIE O BXOXKJICHUH B OpTraHU3aI1H);

—  JaHHBIE 00 opranu3anusax (UAeHTHU(PUKAIMOHHBIE TaHHBIE, JAHHBIE O COTPYIHUKAX);

— gaHHble 00 WH(OPMAIMOHHBIX CHCTeMax (MASHTH(PUKAIMOHHBIE JaHHBIC, JaHHBIE 00
OpraHU3aINH-BIAICTIBIIE).

HertanpHas nHbOpMaIHs 00 UCTOIB30BaHUH STOTO MPOrPaMMHOTO WHTEpdelica mpeIcTaBIeHa

B [Ipunoxenusx b u B%,

2% 33 MCKIIOUCHHEM nony4yenus ganHeix 00 UC (cm. n. B.7 npunoxxenus b u n. B.3 npunoxxenus B.
2 [Mopsnox noakmoyenust K ECUA ¢ uenbio ucnoiab30BaHUs MPOrpaMMHBIX HHTEp(hEHCoB OMucaH B
. 9-10 Pernamenra.

50



43.1

Oco0eHHOCTH MOJTyYeHH S JAaHHBIX (PU3NYECKUX JIMI

HonyanL JaHHBIC (bl/ISI/ILIeCKI/IX JINIY (C JIFOOBIMHU POJIAMH, 3a UCKITFOUCHUEM JOJIKHOCTHBIX JIMI]

OI'B) MO’XHO ¢ TOMOIIBIO TPOTPAaMMHBIX HHTEpdericoB, ocHoBaHHbIX HAa SAML 2.0 u REST.

[Tony4yenue maHHBIX PU3HMUECKUX JIMII, IMEIOLIUX POJIb JoKHOCTHOTO jtnia OI'B, BO3MOXHO ¢

MTOMOIIIbIO TPOTrPaMMHBIX HHTEpdericoB, ocHOBaHHBIX HAa SAML 2.0.

[Ipy monyuyeHUM NaHHBIX (QU3UYECKUX JIMI C MOMOUIbI0 HHTepdeiica, OCHOBAaHHOIO Ha

SAML 2.0, cnenyeT npuHUMAaTh BO BHUMAaHHE CIEAYIOIIHE OCOOCHHOCTH:

UC nony4vaer qaHHBIC MOJb30BATENsI HA MOMEHT €ro ayTeHTH(UKALUH, KaK pe3yibTaT, eciu
JIAHHBIC O IOJIb30BATENIC MEHSUINCh B TEYEHHE OJHOH ceccuu, TO MC CMOXKET MOMYy4YHUTh HX
TOJIBKO TTOCJIE MOBTOPHOH ayTeHTU(UKAIIMH TTOJIb30BATEIS;

NC umeeT BO3MOKHOCTD MOJTy4aTh TOJIBKO T€ JTAHHBIC, KOTOPBIC OBLTH OMpE/ICICHbl Ha CTANU
noakmodenust UC k ECUA (cwm. 1. 3.1.1).

HpI/I IMNOJIYYCHHUU [TaHHBIX (bHSquCKHX Jan, € IIOMOIIBRO I/IHTep(beﬁca, OCHOBAHHOI'O Ha

apxutektype REST, cnenyer npuHuMaTh BO BHUMaHUE CIIEAYIONINE OCOOCHHOCTH:

4.3.2

WC momyyaer QOCTyN K JaHHBIM O TIOJIB30BaTelie TOJBKO IOCIE SBHOTO Pa3peliCHHs CO
CTOPOHBI TIOJIB30BATENS. Y IOJIb30BATENsl UMEETCS BO3MOYKHOCTD BITOCIICICTBUM OTO3BATh ATO
paspelieHue;

JUTSL TIOJTyYEHHMsI JIaHHBIX O MOJIb30BaTese HET HeoOXoauMocTu uHTerpupoBathes ¢ ECUA mo

npotokory SAML s ayreHTH()HUKAINN TTOTB30BaTeNeH.

Oco0eHHOCTH MOJIyYeHUS JAHHBIX PUANYECKUX JIUIL

[Ipy mosiyueHHMH MAAHHBIX IOPUAMYECKUX JIUI] C MOMOIIbIO HHTepdelica, OCHOBAHHOTO Ha

SAML 2.0, ciegyeT npMHUMAaTh BO BHUMaHUE CIEAYIOINE OCOOEHHOCTH:

NC moxer mony4yaTh TOJbKO naHHble 00 ogHoM FOJI, B KOTOpOM cocTOMT (PU3MUECKOE IO,
nporieniiee ayTeHTHUKauoo (moins3oBarenb BbIOpan FOJI, oT wmeHH KoTopoilt Oyaer
nerctBoBath B nanHou UC).

[Tpu monmydeHnn JaHHBIX IOPUINYECKUX JIUII ¢ TOMOIIBI0 nHTepdeiica, ocHoBaHHOTO Ha REST,

CJICAYCT IPUHUMATh BO BHUMAHUC CJICAYIOIIUC 0COOCHHOCTH:

BO3MOXKHO TOJTyyeHHe 00Imux AaHHbIX 000 Bcex KOJI, coTpyaHMKOM KOTOPBIX SIBISETCS JaHHOE
¢du3nveckoe JHIIO.

MOJHBIN JocTyn K AaHHbIM FOJI MOXeT marh TOJBKO YHOJHOMOYEHHBIM coTpyaHuk HOJI
(Hampumep, ero PyKOBOAMTENb), OObIHBIN coTpynHuk HOJI moxeT nath paspenieHue Ha

MMPOCMOTP JIUIIIb OTPAHUYCHHOTI'O o0BeMa JaHHBbIX.
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Cxema MMOJIYYCHHA MOAaHHBIX O MPUHAMJICKHOCTH COTPpYAHHKA K CHCTCMHBIM TIpyIlIlaM

npencrasieHa B 1. 4.2.2.3.

4.3.3 Ocobennoctu nmosydyenusi 1aHHbIX OI'B 1 moJTHOMOYM TOMKHOCTHBIX JIHIL
Hannupie 06 OI'B moryr ObITh TIOJNIYY€HBI C IOMOIIBIO TMPOrPaMMHOTO HHTepderica,
OCHOBaHHOToO Ha mportokose SAML (B pamkax mojiydeHHs] JaHHBIX O JMOJDKHOCTHBIX Jmmax OI'B,
ayreHtuduupoBanubix uepes ECUA, cum. 1. 4.3.1).
Ecnmu UC mnpousBoauT uaeHTU(UKAUIO W ayTeHTH(UKanuioo JomkHOCTHRIX Jun OI'B ¢
nomouipto ECMA u y Hee BO3HHMKaeT HEOOXOIMMOCTh IPOBEPATh HAIMYME Yy TOJIb30BATEINS
cenu(pUUecKuX TMOJHOMOYMH, TO PEKOMEHJIyeTCsd HCIONb30BaTh  yTBepxkaeHus SAML

systemAuthority (cm. [Tpunoxenune A).

4.3.4 Ocobennoctu nmoxyyenus nanabix UC

[Tonygyars nanable 00 wuHTerpupoBaHHbIX ¢ ECHWA wuHDOpPMAIMOHHBIX CHUCTEMax MOKHO
TOJILKO MIOCPEICTBOM IPOrPAMMHBIX HHTEP(EHCOB, OCHOBAaHHBIX Ha apxuTekTypHOM cTiie REST (cm.
. B.7 npunoxenus B).

YroOrl cucreMa mMoria ObITh uaeHTUGHIKMpoBaHa cpenctBamu ECUA, oHa 10/pKHA 3arpy3UTh B
ECHA cBoii ceprudukar (cm. 1. 4.2.4).

UtoOb1 cuctema morna mnpousBoauTh uaeHTudukamuio WC uyepes ECHUA, ona mommkHa
IPeBapUTENIHO TOJNYYUTh pa3pelieHne Ha BbI30B cooTBercTByromero REST-cepsuca ECHA.
Heo6xoaumocte monyyath aaHHble 00 MC nomxkHa ObITh yka3aHa B 3asBKe Ha CO3JaHHE 3alMCU

peructpa nanopmanuonusix cucreM B ECUA (cpenu neneit noaxmodyerus MC B ECI/IA)27.

T Cm pasnen 6 Pernamenra.
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NMPUNOXEHUE A. NCNTOJIL3OBAHUE ECUA B
HEJAX WIEHTUOUKAIIMA U AYTEHTUOUKAILINUA
HOCPEACTBOM CTAHJIAPTA SAML 2.0
A.1 OOmue cBenenus o crangapre SAML 2.0

Baumopeiicteue UC ¢ ECHUA ¢ nenpio uaeHTHGUKAIUKU U ayTeHTU(UKAITUN OCYIIECTBISICTCS
MOCPEACTBOM DIICKTPOHHBIX COOOIICHMIA, OCHOBaHHBIX Ha ctaHmapte SAML 2.0.

SAML 2.0 — ocHoBannbiit Ha XML crangapt mo oOMeHy uHpopmaiuei (yTBepkaeHusIMu) 00

aYTeHTI/I(I)I/IKaI_H/II/I " aBTOpU3alUU MCKAY NOBCPCHHBIMH JOMCHAMU 0€30I1aCHOCTH.

OcHoBHBIMH KOMITOHeHTaMU SAML 2.0 aBistroTcs:

1.  Vr1BepxaeHnue — nuHGOpMaLHS O MOJUIMHHOCTH, aTpUOyTaX ¥ Ha3HAYCHUSX,

2. [TpoTokoi — npaBwiIa GOPMUPOBAHUS 3aIIPOCOB U OTBETOB B MPOIIECCE B3aUMOJICHCTBUN Yepes
SAML 2.0.

3. CaszpiBanne — otobpaxenue npotokon SAML 2.0 Ha TpaHCHOpTHBIE MPOTOKOJBI CBSI3U H

nepeaaun COOOIICHUM;
4. [Ipodpune — coueraHue yTBEP)KIACHHUM, IMPOTOKOJIOB U CBS3bIBAaHUM JJIS MOIJIEPIKKH

KOHKPETHOT'O CLICHApHUsA B3aMMOACHCTBUSI.

s S
Mpodunu

CouetaHue yrBep»(,u.ermﬁ. NPOTOKONOB NCBASLIBAHWA ANA NOAAEPHKKN KOHKPETHOrO CUeHapua

( A
CBsi3blBAHUA
Orobpaxenne npotokonoe SANL Ha cTaHAapTHLIE NPOTOKONLI CBA3N U Nepeaaun
coobuienit
- N
MpoTokonbl

3anpoc 1 0TBET ANA NONYYEHUA NOATBEPKASHNA U ynNpaBneHna
YAOCTOBEPEHUAMN

YyTBEpPXKAEHNA

WHpopmauua o nognuHHocTH, atpnbyTax n HasHaueHNAX

Pucynok 6 — OcHoBHBIE KOMIIOHEHTHI SAML 2.0
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SAML 2.0 onpexenseT CHHTaKCUC W CEMAHTHKY YTBEPXKICHHH, OTHOCAMIMXCS K
ayTeHTU(UKaIUU, aTpudyTaM W aBTOPU3ALMOHHOW WHpopMauuu. OmpeneneHsl CIeAYIOMINe THUIIBI
YTBEPKICHUI:

— YTBEpXKACHHE TIO AayTeHTU(UKAUN — OIpeneNseT, 4YTO JaHHBIH CyOBEKT mpoiieln
ayTeHTH()UKALIUIO OTPEICICHHBIM CIIOCOOOM B OIIPEIEICHHBIII MOMEHT BPEMEHH;

— YTBEpXKACHHE IO AaBTOPH3AIMU — ONpEIENseT, HAa Kakue JIEHCTBHS aBTOPU30BAH KOHKPETHBIN
CyOBeKT;

— YTBEpXKICHHE MO aTrpudyraM — oOmpenenserT crenuduyeckyro MH(GOpManHi0 O KOHKPETHOM
cyOBeKTe.

SAML 2.0 omnpemenser cmnoco® mnepemayn yTBepxkaeHuil B mporokonax. B ECUA
UCTOJNB3YIOTCS creaytomue mpotokosisl SAML 2.0 tuma 3anpoc/oTBerT:

— Authentication Request Protocol (mpotokos 3anpoca ayTeHTH(UKAIIUK) — OTPEACISIET CIIOCOObI,
KOTOPBIMH ayTeHTH()HUIMPOBAHHBIN CYOBEKT MOXET 3allPpOCHTh YTBEP)KACHUS, COJEpIKalne
ayTeHTH()UKAIMOHHbIE JaHHbIE U aTpUOYTHI CyObEKTa;

— Single Logout Protocol (mpoTokosn enuHOro BeIX0/1a) — ONMpPEesieT MEXaHH3M OJHOBPEMEHHOTO
3aBEpIICHHUs] aKTHBHBIX CECCHI, aCCOUMHPOBAHHBIX C AayTEHTH()UIMPOBAHHBIM CYOBEKTOM.
BbIxo1 MOXeT HHUIIMUPOBATHCS MOJIb30BaTEIEM WM OCTaBIIMKOM UICHTU(DUKALIUH.

CeszeiBanust SAML 2.0 onpenensioT, Kak pa3iuyHble coolmieHus nportokoioB SAML 2.0
MOTYT TIepelaBaThCsl MOBEPX TPAHCIOPTHBIX MpoTOokojoB (Hampumep, SOAP, HTTP). B ECHUA
UCIONIB3YIOTCS cienyromue cBsa3biBanus SAML 2.0:

— HTTP Redirect — ompenensier, kak coobmienust npotokosia SAML 2.0 Moryt mepenaBaThCs,
ucnons3ys coobmenns HTTP Redirect (orBetsI ¢ komom cocrostaust 302);

— HTTP POST — ompenenser, kak cooOmenus nporokoina SAML 2.0 moryT mepenaBaTbesi ¢
ucnonb3oBanueM cooduennit HTTP POST.

[Mpopmm SAML 2.0 onpenensitoT, Kakue YTBEPkKACHUS, TIPOTOKOIBI U cBsi3biBaHmst SAML 2.0
MOTYT HCIIOJb30BAThCSI B KOHKPETHBIX BapHaHTax wHcnoias3oBanus. B ECHA wucnons3yrorcs
cienyromue npopuarn SAML 2.0:

— Web Browser SSO - ompezessieT, Kak peald30BaTh OJHOKPATHYIO ayTCHTH()HUKAIMIO B
CTaHJapTHBIX BeO-Opaysepax;

— Single Logout — onpeniensieT, Kak BBIMTOIHUTH OJHOBPEMEHHBIH BBIXO] U3 BCEX CECCHH.

Kak mnpaBuio, mocTraBHIMKY YCIyr TpeOyeTcst  jAeTanbHas HH(OpManus o pe3yiabTarax
MPOBEICHHONW ayTeHTUHUKAIMU. OTa HH(OpMAIUs COJACPKHUTCA B KOHTEKCTE ayTeHTH(HKAIWH,

nepeaaBaeMoM B yrBepikacHuax SAML 2.0. AyrenrudukannonHbslii koHTeKCT (authentication

54



context) onpeaenser CHHTAKCUC /711 OMUCAHUS MEXaHU3MOB ayTeHTU(UKALUH.

A.2 OOurue pekoOMeHIAIMHU M0 peaJn3anun nHTepdeiicoB NOCTABIINKA

yCayr

Jns peanuzanuy HHTEPQEHCOB MOCTABIIMKA YCIYT MOKHO MCIOJIB30BaTh YK€ pa3paboTaHHbIE
pa3UYHbIC pean3aluy TOCTABIIUKOB YCIYT C OTKPBITBIM KOAOM. OJHMM W3 TaKuX IMOCTaBIIMKOB
yenyr ssisiercst OIOSAML, peanuzoBanHbIi 1o pa3nuyHble miaatdopmel. Paznuynble peamuzanun
OIOSAML MOYKHO MMOCMOTPETh Ha nH(pOPMAITMOHHOM pecypce

http://digitaliser.dk/group/42063/resources.

[Tpumeuanue. B cOopku mocnenuux Bepcuit OIOSAML pa3paboTumku cTaqu BKIIOYATh
oubmmoreku OpenSAML, koropeie HecoBMectuMbl ¢ ECHUA. B nHacrosmmii moment ¢ ECHUA
copmectuma Bepcusi 2.4.1. OpenSAML. Ckayarh [JaHHYIO BEpPCHI0O MOXXHO IO CCBLIKE:

http://www.shibboleth.net/downloads/java-opensami/2.4.1.

Elie oHMM BO3MOKHBIM BaApHAHTOM peaM3alliy IOCTaBIInKa yeayr st cpex PHP sBistercs
SimpleSAMLphp. bonee moapobHyto wunbpopmanuto o SimpleSAMLphp MoxHO mMONyYnuTh Ha

uHpopMarmoHHOM pecypcee http://simplesamlphp.org.

[Tpu camocTosATeNbHOM peanu3anuu HHTepdelicoB nmocrapuyka yciyr Ha Java uiu C++ ogaum
U3 BO3MOXHBIX BapHaHTOB SIBIISIETCS WCIIONB30BaHWE HaOopa OMOIMOTEK C OTKPBITHIM KOJOM
OpenSAML (ctporo Bepcuu 2.4.1.), KOTOpBIA MOAAEPKUBAET padoTy co crerudpukanusmu SAML
Bepcuu 1.0, 1.1 u 2.0. ITogpoOuyro nndopmaruio o oubauorekax OpenSAML MoxkHO MOCMOTpeTh Ha

MH(POPMALOHHOM pecypce https://wiki.shibboleth.net/confluence/display/OpenSAML/Home.

[Tpumeps! koaa o ucnoab3zoBannto OPenSAML ans Java npuBeneHs! B pazuene A.7.

A.3 OOmue TpeOoBaHus K peaju3anuu UuHTepgdeiica mocTaBuIuKa

yCJIyr
WuTtepdeiicl mocTaBIMKa YCIyr JODKHBI COOTBETCTBOBATH cieayroumuM npodumsivm SAML
2.0:
— Web Browser SSO ¢ yderom pekomenmanuii Interoperable SAML 2.0 Web Browser SSO
Deployment Profile;
— Single Logout.

3anpoc k cucteme ECHA oT wuHPOpMaMOHHOW CHCTEMBI Ha WIACHTH(PUKANHUIO W
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http://digitaliser.dk/group/42063/resources
http://www.shibboleth.net/downloads/java-opensaml/2.4.1/
http://simplesamlphp.org/
https://wiki.shibboleth.net/confluence/display/OpenSAML/Home

ayTeHTU(UKALMIO TIOJIb30BATENsl JODKEH OBITh MOJANKMCAH C IOMOINBIO 3aKPBITOrO  KIIFOYa
MH(POPMAIIMOHHOMN CUCTEMBI C UCIIOJIb30BAaHUEM CIIETYIOLINX AJITOPUTMOB:

— anroput™ C14n ans kaHOHMKanMU3auuu coodmenus B popmare XML,

— amroputMbl SHA-1 / SHA-256 / SHA-512 u RSA — ans BelumcieHus nmudpoBOoro ormevyarka
COOOIICHUS U KOJIa TOATBEPKICHHS LIETIOCTHOCTH cOO00IIeH s. B kauecTBe MpOTOKOIa JOCTaBKU
JIOJKEH UCIIOJIb30BaThesl MeTol cBsa3biBannus HTTP-redirect;

OTBeT ¢ pe3ynbTaTaMu UACHTH(PHUKAIUU U ayTeHTU(DUKAIINK T0JIB30BaTeNs, CPOPMUPOBAHHBIIH
cucremoit ECUA, monmuceiBaeTcst ¢ MOMOIIBIO 3aKpbIToro kimoda cuctembl ECUA u npeobpasyercs ¢
WCIIOJIb30BAHUEM OTKPBITOIO KJIF0oYa WH(POPMAIMOHHONW CHCTeMBI. [Ipum STOM HCHIONB3YyIOTCS
CJIETYIOIIIHE AITOPUTMBI:

— anroput™ C14n s kaHOHUMKaIM3aUKUK coodieHus B popmare XML;

— amroputmbl SHA-1 / SHA-256 / SHA-512 u RSA — s BbluucieHus HUGPOBOro OTIEYATKA
COOOIICHHUS ¥ KOJIa TIOATBEPKACHUS IIETTOCTHOCTH COOOIICHHS;

— amroputMbl RSA u SHA-1 / SHA-256 / SHA-512 ans mepenaum Kiro4a npeoOpa3zoBaHUsI
COOOIIIECHUSI HA OCHOBE OTKPBITOTO KJIF0Ya MH(OPMAIIMOHHOW CHCTeMbI, alroput™ AES misa
OCYIIECTBIICHUSI TpeoOpa3oBaHUsl Ha IMEpPEIaHHOM Kirode. B kauecTBe MpPOTOKOIA TOCTaBKU
coobmenust ot cuctemMbl ECUA mH(bOpMalMOHHON cHCTEME MCIONIB3YETCS METOJ CBSI3bIBAHHUS
HTTP POST.

3anpoc k cucteme ECUA ot MC Ha 3aBepiiieHne akKTUBHOW CECCHUU TOJIH30BATENS JOJDKEH
OCYIIIECTBIATHCS U3 Opay3epa Moiab30BaTelNs U JOJKEH OBITh MOAMKCAH C ITOMOIIBIO 3aKPBITOTO KITH0Ya
MH(OPMAIIMOHHON CUCTEMBI C HCIIOJIb30BAHUEM CJIEIYIOIINX aITOPUTMOB:

— cl4n;

— SHA-1/SHA-256 / SHA-512;

- RSA.

B kauecTBe mpOTOKOJIA IOCTaBKH JIOJDKEH MCIIOJIb30BaThes MeTO I cBsi3biBanuss HT TP-redirect.

3anpoc ot cucremni ECHMA k HC Ha 3aBepuieHHe aKTUBHOW CECCHUU TOJIb30BATEINS
MOJIMUCHIBAETCS C HCMOJIb30BaHUEM 3akphIToro kimoya cucteMbl ECHUA. Tlpu sToM ucnons3yroTcs
CIIEAYIONINE AITOPHTMBI:

— cl4n;

— SHA-1/SHA-256 / SHA-512;

- RSA.

B xadecTBe mpoTOKOJIa TOCTABKU UCIONB3YyeTCs MeTo 1 cBs3biBanust HTTP-redirect.

OTBeT C pe3yibTaTaMHU 3aBEpIICHUS aKTUBHOW CECCHH I0Jb30BaTeNsi OT MHGOPMAIMOHHON
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cuctemsl k cucreme ECUA nmomkeH ObITh MOAMKICAH C TTOMOIIBIO 3aKPBITOTO KITFO4a WH()OPMAIIMOHHON
CUCTEMBI C UCIIOJIb30BAHUEM CIICYIOLIUX AJITOPUTMOB:
- cl4n;
— SHA-1/SHA-256 / SHA-512;
- RSA.
B kadecTBe IpOTOKOIIA JTOCTABKH JIOJDKEH UCIIONB30BaThesi MeTo cBsizbiBanust HT TP-redirect.
OTBeT c pe3yiabTaTaMu 3aBEpUICHUSI aKTUBHOW ceccuM mojib3oBarenis oT cucrembl ECUA k

I/IH(l)OpMaHPIOHHOfI CUCTEME IMEpE€AacTCAd MNOANMCAHHBIM C IIOMOIIBIO 3aKPBITOIO KIIKHOYa CHUCTEMBI

ECHA c ucnonp30BaHUEM CIIEIYIOUUX AITOPUTMOB:
— cldn;
— SHA-1/SHA-256 / SHA-512;
- RSA.

B kauecTBe MPOTOKOJIA TOCTABKH UCIONIB3yeTcst MeTo 1 cBsi3biBanus HT TP-redirect.

A4 Onucanue GopMaToB JIeKTPOHHBIX coo0mennii SAML 2.0 B
ECHA

B nannoM pasznerne onuchiBalOTCs cienytomme nmpotokoiasl SAML 2.0, ucnonszyembie ECUA
pu GOPMHUPOBAHUH IIEKTPOHHBIX COOOIIEHUI:
— TPOTOKOJI 3ampoca ayTeHTH(UKAIIIH;
— TMPOTOKOJ €JUHOTO BBIXO/A.
3anpoc ayrenTudpuxanun (AuthnRequest)
3anpoc ayrentudukarmu (AuthnRequest) mpencrasiasier co6oit XML-m1okyMeHT, KOTOpBIit
COJIEPIKUT CIIEAYIOIINE 3JIEMEHTHI:
1.  saml2p:AuthnRequest — onwmceiBaeT mnapamerpbl 3ampoca AuthnRequest u comepxut
CJIEMYIOIINE aTPUOYTHI:
- AssertionConsumerServiceURL — URL mpoaiinepa yciayr, NOpeqHa3HaYeHHbBIH s
00pabOTKH OTBETOB OT MOCTABIINKA HACHTU(DUKAIIH (HE0Os3aTebHBIN);
— Destination — URL-agpec WC-nocraBmuka wuaeHTH(GUKANNUK, TpeIHA3HAUYCHHBIN s
obpabotku AuthnRequest;
— ID — yHUKaNbHBIA UACHTUPUKATOP COOOLICHHUS;
— Issuelnstant — nata co3ganus 3amnpoca;

- ProtocolBinding — ucnons3yemas SAML npuBsizka.
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2. saml2:Issuer — uaenTudukaTop nocraBuMKa ycayr, ornpasuBiiero AuthnRequest (sBisercs

BJIOJKEHHBIM 10 OTHOIICHHIO K 3JieMeHTy Saml2p:AuthnRequest).

Crpykrypa AuthnRequest:
saml2p: AuthnRequest saml2:1ssuer
Pucynoxk 7 — Ctpykrypa AuthnRequest
[Tpumep AuthnRequest:

<?xml version="1.0" encoding="UTF-8"?>
<samlZ2p:AuthnRequest
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
AssertionConsumerServiceURL="https://atc-
504:7002/0iosaml/saml/SAMLAssertionConsumer"
Destination="https://esia-
portall.test.gosuslugi.ru/idp/profile/SAML2/Redirect/SSO"
ForceAuthn="false"
ID=" 054240e4-b2a8-48e9-b4c6-e0b5e84d3a35"
IsPassive="false"
Issuelnstant="2012-02-28T06:43:35.704z2"
ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-
POST"
Version="2.0">
<saml2:Issuer
xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">sia test</saml2:Issuer>
</saml2p:AuthnRequest>

Hns crenepupoBanHoro SAML 2.0 cooOmienust ¢ 3anpocom AuthnRequest nomkHO OBITH
BoinmosiHeHo cBs3piBanue (binding) ¢ mporokonmom HTTP mo merony HTTP-Redirect ¢ yuerom
CIIEAYIOIIUX OCOOCHHOCTEH:

—  cOOO0IleHNe MOAMUCHIBAETCS C MOMOILBIO IEKTPOHHON MOJNMCH MOCTaBIIMKA YCIYT, IpUYeM

MOJIKCaHa JIOJKHA OBITh CTPOKA 3apoca Ha ayTeHTU(PHUKAIMIO MTOJb30BaTes,

—  TOANHUCAHHOE COOOIIEHHE COKUMAETCS U KOJUpyeTcs B KoaupoBke Base64.
B mpomnecce ces3piBanus popmupyercs koneunslii URL AuthnRequest, kotopsiii B kadecTBe
GET-nmapamMeTpoB JIOJKEH COCPKATh:
— SAMLRequest — AuthRequest B koHEUHOM BHUJIE;
— SigAlg — anroput™ moanucH 3amnpoca, ¢ TOMOLIbIO KOTOPOTO BBIMOJHSIIACH MOJIHCH 3aIpoca
ayTeHTH(UKAIIH;
— Signature — moamuUCh, MOTyYeHHAs B Pe3yJIbTaTe MOAMUCAHUS 3apoca ayTeHTH()UKAIHIH.

[Tpumep URL AuthnRequest:

https://esia-
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portall.test.gosuslugi.ru/idp/profile/SAML2/Redirect/SSO?SAMLRequest=£fZJBa%2BMwEIX$2FitBdlgzYWyPilLS1bK
FLO%2BzuYS9FkSepwIGyGtn051dxEtpS6EUg90abmfc0v37b92SEgNa/muazoASc8z211ub0%2Bt%2FesotelOep9LwIgOcRXt4b%2FA
2AkgdChOr3UdAhOeYOW1dN7QOBWNapz%$2FHpXMhDoEH73xPSVLRAgxtbr1Doc9hAbCaA08rx9rs2Bhr JARXNOhpWikJdCSG5t%2F7Ygk
%2FHkfgNQcldGsc6HacVLhSOmnUwZrDzY6YjM0d5n3S7LAzcdgeextraHiag5GvobAATedM8UXLvg4Fp3ZpudY 9AycNdTVIEIcy22JR
SVPYVK%2FIrzTYm759%2BVVVFJTeiK0254koj2hE%$2Bi hEHeHAYtYs11SKXTEgmql ZUKp$2BpvMhmVfGPktXZghvrThH850vmIEL1u2
1XbPXUtJT8vUSZBPQcnJg6h8%2BJI%2FQzWF4%2FpltndEpO%$2Fc%2F4Z2tThfv36JxTs%3D&RelayState= 12db488a-a516-41e3-
801c-3e8£235473146SigAlg=http%3A%2F%2Fwww.w3.0rg%2F2000%2F09%2Fxmldsig%23rsa-
shal&Signature=k1XL2WfE1KMHzaJtjjaL201lsoweYNMO6Xt50E20QgwRzVOBZ0T79HJIEjPMu3jBhDdmM4 7z1rswbhUFPV220Dbk5K
UXJ%$2F5FVPWXCTefnVCZGXHU8b1SWuC%2FoK1TSxumbenoommHNS5S%2FeYAPISOKNNWS yEP3eJQHkecsTYUTKPmyP8%3D

OtgeT Ha 3anpoc ayrentudukamun (AuthnResponse).
B ciydae ycnemHoi ayTeHTH(HUKAIMHM IMOCTABIIMK HMACHTU(UKAIUN (POPMUPYET OTBET Ha
3ampoc ayrentudukanuu — AuthnResponse, kotopsiii comepkut yrBepkaeHue (Assertion) o6

ayrentudukanuu. AuthnResponse npeacrasnser co6oit XML-10KyMeHT co cieayomien CTpyKTypoil:

ABTOp yTBEPXAEHUS

saml2:Issuer

MoaTBepKAEHWe aBTOPCTBA YTBEPXKAEHUS!

saml2:Signature

I'Ionyanenb yTBEPXAEHUA

saml2:Subject

YcnoBusi AeiCTBUS yTBEPXKAEHNS

Assertion saml2:Condition

ATpunbyTbl O6BbEKTa YyTBEPXKAEHNS

saml2:AuthnStatement

saml2:AttributeStatement

Pucynok 8 — Ctpykrypa AuthnResponse

Onementsl saml2:Issuer u saml2:Signature cogepxar HJIEHTU(GUKATOP MOCTABIIUKA
UACHTU(PUKAIIMK M DJIEKTPOHHYIO MOJIMKCH, CO3JAAHHYIO C IOMOIIBI0 cepTU(UKaTa IOCTaBIIMKA
UICHTH(PUKAIUH.

Onement saml2:Subject copepxxut uHpopmanuio o AuthnRequest, KOTOpOMy COOTBETCTBYET
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nanablii AuthnResponse, u npeacTaBiseT co00H CIETYIONIYIO CTPYKTYPY:

saml2:NamelD

saml2:Subject

saml2:SubjectConfirmation saml2:SubjectConfirmationData

Pucynok 9 — Ctpykrypa saml2:Subject

Onement  saml2:NamelD  comepXUT  yHUKaIbHBIA  HMICHTU(HUKATOP, PUCBOCHHBIN
MOCTABIIMKOM HCHTH(UKAIMKE COOTBETCTBYIOIIeMy AuthnRequest.

Onement saml2:SubjectConfirmationData comepxuT HabOp aTpuOyTOB, B TOM YHCIIC:

— InResponseTo — coxepxut uaentudukarop AuthnRequest (coorBeTcTByeT 3HaUeHHIO aTpUOyTa
ID);

— NotOnOrAfter — conepxwur aaty, 10 Kotopoii naHHbIi AuthnRequest geficTBuTeneH.

— Recipient - URL  o0Opabotunka  AuthnResponse  (cooTBeTcTByeT  3HAYCHHUIO
AssertionConsumerServiceURL).

Onement saml2:Condition comepXHUT ONUCAaHWE YCIOBHWIA, TIPH KOTOPHIX JaHHBIHI
AuthnResponse cumtaetcs neiictButenbHbIM. JlaHHBIN 251eMeHT uMeeT nBa aTpubyra — NotBefore u
NotOnOrAfter, koTopble YKa3bIBalOT Ha BpEMEHHOW MTPOMEXKYTOK, B KOTOPBIN naHHBIH AuthnResponse
nericteuTenieH. Taxoke saml2:Condition uMeer BiIOXKeHHBIH »iaeMeHT saml2:AudienceRestriction,
KOTOPBIA CONIEpKUT dieMeHT saml2:Audience ¢ yka3aHHMEM YHUKQJIBHOTO HWIAEHTU(UKATOpA
noctaBumka ycuyr (entity id). YHukanepHbldi uaeHtudukarop cucrembl B ECUA (entity_id) ne
JIOJKEH COJIeP>KaTh CHUMBOJIOB KUPHUJLTUIIBL.

Onementsl saml2:AuthnStatement u saml2:AttributeStatement conepxat wuHbOpMaLUIO 0
pe3ynbraTax ayTeHTH(UKaIum.

OnemeHT saml2: AuthnStatement umeet aBa atpudyTa:

— AuthnlInstant — nara ayrentugukaum;
— SessionIndex — yHUKanbHBIH HMICHTU(PHUKATOP CECCHU TII0JIb30BaTeNsl (C TIOMOIIBIO HETO,
HAIpUMEp, BBITIOIHIETCS IIOBTOPHAs ayTeHTH(HKAIHS U oneparus Logout).

OneMeHT saml2:AttributeStatement comepXuT aTpuOyThI MOIB30BATENS U UMEET CIIEAYIONIYIO

CTPYKTYpY:
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saml2:Attribute saml2:AttributeValue

saml2:AttributeStatement saml2:Attribute saml2:AttributeValue

saml2:Attribute saml2:AttributeValue

Pucynok 10 — Ctpyktypa saml2: AttributeStatement

Onement saml2:Attribute umeer Tpu arpudyra:
— FriendlyName — cokpaiiieHHOe HaMMEHOBaHUE aTPUOYTa;
— Name — nosiHOe HauMeHOBaHKE aTpUOYTa;
— NameFormat — ¢popmar morHOTO HAMMEHOBAaHUS aTPUOYTA.
Onement saml2:AttributeValues cocrout u3 aByx arpuOyroB: xmlns:xsi u Xxsi:type. OTu
aTpuOyThI ONpeAeNsoT GopMaT 3HaYeHus aTpuOyTa MoJIb30BaTENs.
[Tpumep AuthnResponse npusezeH B paznene A.9.
3anpoc 3aBepuieHUs1 aKTUBHOM ceccuu noJib3oBares (LogoutRequest)
3anpoc 3aBepiieHust aktuBHou ceccuu (LogoutRequest) mpencrasnsier cobori XML-1okymeHT

CO CJIEYIOLIEN CTPYKTYPOM:

saml2:Issuer

saml2:LogoutRequest saml2:NamelD

L saml2:Sessionindex

Pucynoxk 11 — Ctpykrypa LogoutRequest
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3aBepileHre aKTUBHOW CECCUM TOJb30BATENsI MOXET ObITh MHUIIMMPOBAHO KaK CO CTOPOHBI
MOCTABIIMKA YCIYT, TaK U CO CTOPOHBI MOCTaBINMKA WACHTH(UKAIMK. B ciydae, eciu 3aBepiieHue
CecCCMM WHHUIUUPYET TMOCTaBUIMK ycayr, To LogoutRequest momkeH conep:kaTh 00s3aTeIbHBIN
anemeHT saml2:Sessionindex.

Onement saml2:LogoutRequest umeer crneayromue aTpuOyTHI:

— Destination — cogepxxut URL o6paborurika LogoutRequest. B ciyuae eciu 3aBepiiieHre CECCHU
WHUIIMUPOBAHO IOCTABIIUKOM ychyr, To coiaepxkuT URL mocraBmuka WACHTHQHUKAIHN, U
HA000POT, €CITM MHUIIMUPOBAH MOCTAaBIIMKOM uaeHTudukammu — o URL SP.

— ID — comepxuT yHUKAJIbHBIA HACHTUPHUKATOP COOOIICHHUS.

— Issuelnstant — nata ¢popmMupoBaHUs COOOIICHUS.

— Reason — npucyTcTByeT B cilyyae HHUIMAIN3ALMN 3aBEPIICHHUS CECCUU CO CTOPOHBI OCTABILUKA
YCIIYT.

OnemeHT saml2:Issuer B KkadecTBe 3HAU€HUS COJEPKUT uAeHTU(UKaTOp (entity id)
MHUIIMATOpa 3aBEPIICHUS CECCUU — JINOO MOCTABIUKA YCIIYT, JIMOO MOCTABIIMKA UIEHTH(DUKALINY.

Onement saml2:NamelD B kadecTBe 3HAu€HHUs COJEPKUT YHUKAIbHBIM WIACHTU(DHUKATOD
MIPUCBOCHHBIN MOCTABIIMKOM HIeHTH (KU cooTBeTcTBYIomeMy AuthnRequest.

OnemenTt saml2:Sessionlndex coaepKUT YHHMKaNbHBI UAEHTU(PUKATOP IOJIB30BATEINS,
CO3JIaHHBIN MPH ayTEHTHUPHUKAIHH.

3ampoc Ha 3aBeplIEHUE CECCHM JIOJDKEH TPOM3BOAUTHCA M3 Opay3epa (0T HMMEHH
MoJib30Baresi). B kauecTBe MpOTOKOJIa TOCTAaBKH JOJIKEH MCIIOIh30BaThCs MeTo T cBsizbiBanust HTTP-
redirect.

[TpumMepsl 3ampoca 3aBEpLUICHHS CECCUU:

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutRequest xmlns:saml2p="urn:oasis:names:tc:SAML.:2.0:protocol"
Destination="https://esia-portall.test.gosuslugi.ru/idp/profile/SAML2/Redirect/SLO"
ID="_f51e2082-f899-476d-b88b-6dc743ch4969"
Issuelnstant="2012-03-01T13:46:01.984Z"
Reason="urn:oasis:names:tc:SAML.:2.0:logout:user"
Version="2.0"
xmins:saml2="urn:oasis:names:tc:SAML.:2.0:assertion">
<saml2:Issuer>sia_test</saml2:lssuer>
<saml2:NamelD Format="urn:oasis:names:tc:SAML.:2.0:nameid-format:transient">
_4b58555ef34dal1fae0aa08e8987dbb3
</saml2:NamelD>
<saml2p:Sessionindex>
86e46a8d455acd02f5a9ef4072f7h66c46b4422bfc38631aa6e50b8d3f032c43
</saml2p:SessionIndex>
</saml2p:LogoutRequest>

<?xml version="1.0" encoding="UTF-8"?>

<saml2p:LogoutRequest xmlns:saml2p="urn:oasis:names:tc:SAML.:2.0:protocol"
Destination="https://atc-504:7002/oiosaml/saml/LogoutServiceHTTPRedirect"
ID="_5741a3cde023a8a669dd720e283642df"
Issuelnstant="2012-03-01T13:51:41.711Z"
Version="2.0">

<saml2:1ssuer xmins:saml2="urn:oasis:names:tc:SAML:2.0:assertion">
https://esia-portall.test.gosuslugi.ru/idp/shibboleth
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</saml2:Issuer>
<saml2:NamelD xmlns:saml2="urn:oasis:names:tc:SAML.:2.0:assertion" Format="urn:oasis:names:tc:SAML.:2.0:nameid-format:transient">
_4bh58555ef34dallfae0aa08e8987dbb3
</saml2:NamelD>
</samI2p:LogoutRequest>

OtBeTt Ha 3anpoc 3aBepuieHus akTUBHOI ceccun (LogoutResponse).
OtBer Ha 3ampoc 3aBepuieHusi akTuBHOM ceccun (LogoutResponse) mpencrasisier coboi

XML-10KyMeHT co ciienyromei CTpyKTypOi:

saml2:Issuer

saml2:LogoutResponse

saml2:Status

Pucynok 12 — Ctpykrypa LogoutResponse

Onement saml2:LogoutResponse umeer cieayromue aTpuOyTh:

— Destination — coxmepxutr URL o6pabotunka LogoutResponse. B ciyuae ecnu 3aBepiieHue
CECCHUU MHUIIMUPOBAHO MOCTABIIUKOM yciIyT, TO cofepkut URL mocraBmuka uaeHTUPUKALINH,
¥ Ha000pOT, €CIM MHUITMUPOBAH MOCTaBIUKOM uaeHTudukamuu — To URL mocTaBmuka ycmyr.

— ID — conepXUT yHUKaJIbHBIN UIEHTU(UKATOP COOOILEHNUS.

— InResponseTo — conepxut naentudpukatop LogoutRequest.

— Issuelnstant — nara ¢popmupoBaHus COOOLIEHHUS.

OnemeHT saml2:Issuer, B 3aBUCMMOCTH OT WHHUIMATOpa 3aBEpPILICHUS CECCUU, B KauecTBe
3HAUEHUs COJEpPKUT uaeHTHUUKaTop (entity id) wHUIMATOpa 3aBepIIEHUs CecCUU — JHOO0
MOCTABIIMKA yCIYT, TM0O0 MOCTaBIINKA UACHTU(DHUKALINH.

OnemeHT saml2p:Status umeeT BIOXeHHbIH >nmeMeHT saml2p:StatusCode, umeromuit aTpudyT
Value, B kauecTBe 3HaUEHHSI KOTOPOTO MepeaeTcs CTaTyC oreparim.

[Ipy >TOM OTBET Ha 3ampoC 3aBEPIICHHS CECCHM He CoAepkuT mapamerp RelayState,
NepeaHHbli N3HAYAIBHO NP ayTEHTU(PHUKAIIMY TOJIH30BATEIS.

HpI/IMepLI OTBCTA Ha 3aIllpOoC 3aBCPIICHUA CCCCHUU!

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutResponse xmlns:saml2p="urn:oasis:names:tc:SAML.:2.0:protocol"
Destination="https://atc-504:7002/0iosaml/saml/LogoutServiceHT TPRedirectResponse"
ID="_a0b3a5b88cf9b96d509ee7b9d497f693"
InResponseTo="_f51e2082-f899-476d-b88b-6dc743ch4969"
Issuelnstant="2012-03-01T13:45:41.041Z"
Version="2.0">
<saml2:Issuer xmins:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
Format="urn:oasis:names:tc:SAML.:2.0:nameid-format:entity">
https://esia-portall.test.gosuslugi.ru/idp/shibboleth
</saml2:Issuer>
<saml|2p:Status>
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<saml2p:StatusCode Value="urn:oasis:names:tc:SAML.:2.0:status:Success"/>
</saml2p:Status>
</saml2p:LogoutResponse>

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutResponse xmlns:saml2p="urn:oasis:names:tc:SAML.:2.0:protocol"
Destination="https://esia-portall.test.gosuslugi.ru/idp/profile/SAML2/POST/SLO"
ID="_472d992a-1e50-40ef-8207-fb556eee4893"
InResponseTo="_5741a3cde023a8a669dd720e283642df"
Issuelnstant="2012-03-01T13:52:08.177Z"
Version="2.0">
<saml2:Issuer xmins:saml2="urn:oasis:names:tc:SAML.:2.0:assertion">
sia_test
</saml2:Issuer>
<saml|2p:Status>
<saml2p:StatusCode Value="urn:oasis:names:tc:SAML.:2.0:status:Success"/>
</saml2p:Status>

</saml2p:LogoutResponse>

A.S Omnucanue MeTaJaHHBIX MOCTABIIUKA YCJIYT

MetanaHHbIe TTOCTABIIUKA YCIYT OMPENENIIOT CIIOCO0 OMUCaHUs KOH(UTYPAITMOHHBIX JaHHBIX
(manmpumep, URL koHewyHBIX TOueKk BeO-cnmyk0, kmtounm s mpoepku OII). Jlnga omnucanus
metagaHHbiX MC nocraBuiyka yciyr ucnoib3yercs s3blk XML. CtpykTypa daiina meragannsix UC

MOCTABIIIMKA YCITYT IPUBEICHA Ha pUCYHKe 13.
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METAOAHHBLIE MOCTABLUWKA YCOYT

YHUKaNsHBIA MASHTUMOUKATOP CePBMC NpoBanaepa

| http:ffisystem.gov.ru |

Ceptudmkat(el} X509 e chopmate DER v kogupoeke BASEG4
00:b4:31:98:0a:c4:bc:62:c1:88:aa:dc:b0:c8:bb:
33:35:19:d5:0¢:64:b8: 3d:41:b2:96:fc:f3:31:e1

URL obpaboT4rka cobelITUA MHMLWaLWK 3aBepluieHuna ceccun B UC

https:/fisystem.gov.ru/oiosamiisaml/SAMLAssertionConsumer |

URL obpaboT4uka cobbiTUa 0ob ycnewHom sasepeHnn ceccvn 8 ECUA

I hitps:/ isystem.gov.ruiciosamlsaml’LogoutServiceHT TPRedirectResponse |

URL 0Bbpabotynka OTBETOB NOCTABLUMKA MAEHTU(OMKALIMM

| https-i/isystem.gov.ru/oicsamiisami’SAMLAssertionConsumer I

CeccroHbIn naeHTUVKaTOp 3anpoca CepenG NpoBanaepa

| oicd2a82-1451-0238-9chB-e30bca7604g7 |

MaeHTudmkaTop ceccrn NocTaBLmMKa naeHTudMKaLmn

| 7c51a24-6387-4853-9cb8-e30bc14704c5 |

Boaepawaemsie aTpubyTsl Nonk3oBaTens

assurancelevel orgName
authnhethod orgDGRN
birthDate orgP osifion
firstName orgSheriName
gender orzType
globalR ole personCitizenship
lastName personEMail
memberCHGroups personINN _
middleMame personiotilePhone
orgAddress personOGRN
orgBranchKPP personSNILS
oreContacts personTrusted
MEI d personlype
orsI NN principalC ontacts
OIEiCPP principalD ocum ents
orel egalForm systemAuthority
- userld
userName

ﬂomepmuaaemme PONK KU TUNEI opranaau,Hﬁ

SupportedGlobalRoles
P - Disiseckos L0
E = Jom&socTaoe THIK0 opranHIaHEn

SupportedOrgTypes

Supported Authnhetheds
D'WD - AETOpHIZINE TI0 M2p0Ime
D% - Apropeezzimes mo KSTT

SupportedAccTypes
T - AsTopiEI=1nes TONERD NoNTEepEIEkRE V3
L - Azzopiszine T K i V3

Pucynok 13 — Ctpykrypa ¢aiina Mmetananusix MC nmocrapiuka yciayr (mpumep)



[lepeuens aTpuOyTOB MONB30BaATENs (OPraHU3AIMH), COACPKAIMUXCS B (Qailie MeTaJTaHHBIX

MOCTABIIMKA yCIyT, MpuBeAcH B Tabnuie 5. Cucremam, nnrerpupoBanueiM ¢ ECUA, pekomeHyercs

HE WCIIONB30BaTh WM OTKAa3aThCs OT HCIOJIB30BaHMS YyCTapeBIIMX yTBepkaeHuid SAML (cm.

[Mpunoxenue /1.2).

Ecnu y monp3oBaresst WM OpraHU3alMd OTCYTCTBYIOT T€ WM WHBIE aTpUOYTHI, TO OHU HE

nepenatorcs B SAML-yTBepxkaeHusX.

Tabnuma 5 — [lepeuens atpubyToB, copepxkamuxcs B aiiyie MeTalaHHBIX OCTABILINKA YCIYT

Ne | ATpudyrt

Onucanue

IIpumeyanue

1. | assurancelLevel

YpoBeHb JOCTOBEPHOCTH
UIEeHTU(DHUKAITAN
osb30BaTest. Bo3MOXKHBI
CIICTYIOIINE 3HAYCHUS:
AL10 — ynpommenHas
(HempoBepeHHas) yueTHas
3aIHCh;

AL15 — crangapTHas
(mpoBepeHHas1) yyeTHasl
3aIHCh;

AL20 — moaTBepkeHHas
yueTHasl 3aIluCh;

AL30 — moarBepkieHHAs
ydeTHas 3aInch

(ayrentuduxarnms no KOII).

PGKOMCHI[yeTCH HCIIOJb30BaTh

aTpuOyTHI:

personTrusted — mst
OMpCACIICHUA IMOABCPKACHHBIX
YYETHBIX 3aIIUCEH;
authnMethod — st
OIIpCaAcCIICHUA MCTOJda

aYTeHTI/I(bHKaL[I/II/I .

2. | attachedToOrg

[Tpu3HaK BKIIIOYEHHOCTH
(mpucoenuHEHMs ) K

OpraHu3aIu

HeO6XOI[I/IMO HCIIOJb30BAaTh

globalRole

3. | authnMethod

Merton ayreHTH(UKaINN.
[Tpuanmaer cnenyromue
BO3MOYKHBIE 3HAUCHMUS:
PWD — ayrentuduxanmuu
10 JIOTMHY U TapoJIio;

DS — ayrenTudukamum mo
OIl.
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ATpuOyT

Onucanue

IIpumeyanue

authToken

Wnentudukatop ceccuu
M0JIb30BATENS B CHCTEME

ECHA

birthDate

[ara poxaeHus
nosb3oBarens. [lepenaercs B

dopmare DD-MM-YYYY

firstName

ms none3oBarena. He

0oiee 256 CUMBOJIOB

gender

ITost nonp30Barens.
IIpuHuMaeT 3Ha4YEHHUS:
MALE — myxckoi;
FEMALE — »xenckuii.

globalRole

Pounb monb3oBarens.
IIpuHuMaer cnenyromue
BO3MOXHBIC 3HAYCHUS:

P — ¢usnueckoe nuiio
(Physical person);

E — nomxHOCTHOE JTUII0

opranuzauuu (Employee).

inn

MHH nons3oBarens

CoxpaneH 151 obecrieueHust
COBMeCTUMOCTH. BmecTo Hero
HEO0OXOMMO MCTIOIH30BATh

personINN

10.

lastName

®amunug noab3opatens. He

0oJiee 256 cCUMBOJIOB

11.

middleName

OrtuecTBO 110JIL30BaTend. He

0osee 256 CUMBOJIOB

12.

memberOfGroups

[IpuHamie)kHOCTH
[10JIL30BATENIS K IPyIIIaM
nocryna UC,
OCYILECTBISIOLIEN

UACHTH(DHUKAIUIO U

Hcnons3oBaTh I OPEACIICHUA
MPHUHAIJIC)KHOCTU JOJIPKHOCTHBIX

mun FOJI x rpynmam noctyma UC
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Ne | ATpudyrt Onucanue IIpumeyanue
ayTeHTU(HUKAITUIO
NOJDKHOCTHEIX Jiui FOJI.
Ilepenaercs B Buze
MHEMOHUK CHCTEMHBIX
TPYIII Yepe3 3arsaTyro
13. | name Wwms moas3oBarens CoxpaHeH JiIs o0ecrieueHus
coBmectuMocTu. HeoOxomumo
UCII0JIb30BaTh lastName /
firstName / middleName
14. | nsild Muemonuka OI'B CoxpaneH s 006ecrieueHust
coBmecTuMocTu. HeoOxomumo
ucnonb3oBath OFJOGRN u
orgType
15. | orgAddresses AJlpec opraHu3alum. Kaxnpiit agpec B HacTosIiee

[Tepenaercs B Buge XML

JIOKYMEHTa

BPEMsI OIHMCBIBACTCS CIICTYIOLIMMHU

aTpubyramu:

<addressType> — tun ajpeca, B

HACTOsIIee BPEMS MOXKET

MPUHUMATh 3HAYCHHS:

- ORG_LEGAL - ropugmuaeckuit
anpec;

- ORG_POSTAL — mouroBslii
anpec.

<contryChar3Code> — ko1 cTpaHbl

U3 TpeX CUMBOJIOB ([u1st Poccun —

RUS);

<index> — uHIeKc;

<region> — cyowekT PD;

<district> — BHyTpuUropoackou

panoH;

<settlement> — HaceneHHbII

MYHKT; <Street> — ynuna,
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Ne | ATpudyrt Onucanue IIpumeyanue
<house> — nom;
<COIpus> — KopIyc,
<structure> — ctpoeHnue;
<flat> — kBapTupa.
Bce atpu0yThl, HaunHas C
HHIeKca, — He bosee 256
CHMBOJIOB.
16. | orgBranchKPP KIIIT ¢punmana, mepenaercs
B popmaTe XXXXXXXX,
rae X — mudpsl
17. | orgBranchName Wwms punumana
18. | orgContacts Tenedon un Email Kax/1p1if KOHTaKT B HACTOSIIEE

OpraHu3aiuu. HepenaeTca B

Buge XML nokymenta

BpEMsl OITUCHIBACTCS CIIEIYIOIIMMHU

aTpubyTamu:

<contactType> — Tun KoHTaKTa, B

HACTOSIIEE BPEMS MOXKET

NPUHUMAThH 3HAYCHHUS:

- PHN (tenedon);

- EML (aapec anexTpoHHOM
MIOYTHI);

- FAX (daxc).

<value> — 3nauyenue KOHTAaKTa, IJIs1

TenedoHa u gakca umeer popmar

+7(XXX)XXXXXXX*YYYYYY,

rae *YYYYYY — no6aBodHbIi

Homep (tonbko st PHN,

OTITMOHAIIbHO, He Ooee 6 1udp),

JUISL aJipeca JIEKTPOHHOM MOYTHI —

He 6osee 2000 CUMBOJIOB;

<verificationStatus> — — craryc

MTOJITBEPIKICHUS KOHTAaKTa, TAe S —

noaTBepxkaeHo, N — He
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Ne | ATpudyrt Onucanue IIpumeyanue
TIOJITBEPKICHO
19. | orgld Nnentuduxarop CoxpaneHn [i1s1 obecrieueHust
OpraHu3aIuy. COBMECTHMOCTH. /{7151 BHOBB
noakrogaeMbix UC HeoOxommumo
ucronp3oBath 0rgoOid
20. | orgOid Wnentudukarop
opranusanuu. Jlroboe
MOJIOKHUTEITHLHOE YUCIIO
21. | orgkPP KIIIT opranusaruy,
nepeaaercs B popmare
XXXXXXXX, rae X —
uudpol
22. | orgLegalForm Oprann3alliOHHO-IIPAaBOBAsI

dbopma opranusaiuu.
Ilepenaercs Ha3BaHue
(GOpMBI 110 CTIPAaBOYHUKY

OKOII®

23.

orgINN

WNHH oprannszanun
nosib3oBarens. Ilepenaercs B
dopmaTe XXXXXXXXXX,
riae X — uugpsl.

Jannslit aTpudyT
YCTaHABIIMBAETCS TOJIBKO
JUIA Cily4asi, KOrjia aTpuoyT

globalRole = E

24.

orgName

HanmenoBanue
OpraHu3aIiH MOJTb30BaTEII.
He 6onee 4000 cuMBOIIOB.
JlanHblif aTpubyT
YCTaHABJIMBACTCS TOJIBKO
JUISL cTydasi, Koraa aTpuoyT

globalRole = E
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ATpuOyT

Onucanue

IIpumeyanue

25.

orgShortName

Kparkoe HanmeHOBaHME
opranuzaruu. He 6omnee 500

CHMBOIJIOB

26.

orgOGRN

OI'PH opranuzanuu
nosab3oBarens. [lepenaercs B
dbopmare
XXXXXXXXXXXXX, rie
X — uugpsl.

Jannslit atpubyT
YCTaHaBJIMBAETCS TOJIBKO
JUISL cIyvasi, Koraa arpuoyT

globalRole = E

27.

orgPosition

J10IKHOCTD TTOJIB30BaTEIIs B
opranuzaruu. He 6onee 256

CHMBOIJIOB

28.

orgType

Tun opranusanum.
IIpuHuMaer cienyromue
BO3MO>KHBIE 3HAUEHUS:

B — unauBuyanbHbIN
pealpUHUMATEh
(Businessman);

L — ropuauyeckoe Jau10
(Legal entity);

A — opran
VCIIOJIHUTENIBHOM BJIaCTH
(Agency).

Jlannslit aTpudyT
YCTaHaBIIMBAETCS TOJIBKO
JUIA Cily4asi, KOr/ia aTpuoyT

globalRole = E

29.

personCitizenship

I'paxknaHCTBO MOJIB30BATENS

I'paxxmancTBo nepenaercs no
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ATpuOyT

Onucanue

IIpumeyanue

crpaBouHuky OKCM.
3uauenue g Poccun —

«RUS»

30.

personEMail

AJpec IEeKTPOHHON NOYTHI
nosnp3oBarens. He 6onee

2000 cuMBOJIOB

31.

personINN

NHH nons3oBarens.
[lepenaetcs B popmare
XXXXXXXXXXXX, roe X
— udper.

[annslit aTpudyT
YCTaHABJIMBACTCS TOJIBKO
JUIS CJTydasi, KOr/ia aTpuoyT

personType =R

32.

personMobilePhone

Homep moGuisHOTO
TenedoHa MoJIb30BaTENS.
[lepenaetcs B popmare
+7(XXX)XXXXXXX, roe X

— 1udpe1

33.

personOGRN

OI'PHUII nonw3oBarensi.
[Tepenaercs B popmare
XXXXXXXXXXXXXXX,
rae X — uudper.

Jlannslit aTpudyT
yCTaHaBJIUBAETCA TOJIBKO
JUTSI CIydasi, Koraa aTpulyT

orgType =B

34.

personSNILS

CHWJIC nonb3oBarens.
[Tepenaercs B popmare
XXX-XXX-XXX XX, re X
— 1 dper.

JanHb1if aTpubyT
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ATpuOyT

Onucanue

IIpumeyanue

YCTaHaBJIHMBACTCS TOJIBKO
JUISL CTAaHIAPTHBIX
(IpOBEpPEHHBIX) U
MOJTBEPKICHHBIX YUETHBIX

3anucen

35.

personTrusted

[ToaTBepkneHHAs MITH
HETIOITBEPIKICHHASI
(yrmpoleHHas it
CTaHJapTHas) y4eTHas
3aIKCh T0JIB30BATEIs

Y — noaTBepxkaCHHAsS
y4YeTHAs 3aIuCh;

N — HermoaATBepIKACHHAs
(ympoleHHast iu
CTaHJapTHAas) ydeTHast

3aIlIiCh

36.

personType

KaTerOpI/I}I IIOJIB30BATCIIA.

CoxpaneH 1151 obecrieueHust
coBMecTuMocTH. Heobxomumo

ucross3oBatk personCitizenship

37.

principalContacts

KoHTakTHEIE TaHHBIE
nosnbs3oBarens. [lepenaercs B

Buge XML nokymenra

Kaxxnp1il KOHTaKkT B HACTOSIIEE

BpEMsI OIUCBIBAETCS CIIETYIOIUMHU

aTpuOyTaMu:

<contactType> — Tun KoHTaKTa, B

HACTOSIIIee BPEMST MOXKET

MPUHUMATh 3HAYCHHUS:

- EML (ampec anexTpoHHOI
MOYTHI);

- MBT (Mo6mibHBI TenedoH);

- PHN (momamnuii Tenedon);

- CEM (cmyxeOHblii aapec
AJIEKTPOHHOMW MOYTHI

OJI30BaTECIIA, TOJIBKO JJIsA
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ATpuOyT

Onucanue

IIpumeyanue

citydasi, Korjia aTpuoyT
globalRole = E);

- CPH (cnyxeOHbIil HOMED
TenedoHa MoJIB30BaTENS,
TOJILKO JUTSI CITy4asi, KOT/1a
arpuoyt globalRole = E).

<value> — 3HayeHnue KOHTaKTa, IS

Tesne(hOHOB UMeeT Gpopmar

+7(XXX)XXXXXXX, nas agpeca

AJIGKTPOHHOM TIOYTHI — HE OoJiee

2000 cuMBOJI0OB;

<verificationStatus> — — craryc

HOJITBEP K ICHHUS KOHTAKTa, I1Ie S —

noareepxeHo, N — He

MOATBEPIKICHO

38.

principalDocuments

JIOKYMEHTBI ITOJIB30BATEIIS.
[Tepenaetcs B Bune XML

JIOKyYMEHTa

Kaxxp1ii JOKyMEHT B HacTosIIee
BpEMs1 OIUCBIBAETCS CIIETYIOIUMHU
aTpuOyTaMu:

<documentType> — tun
JOKYMEHTa, B HACTOSIIIIEE BpeMs
3710 01 — macnopt rpaxnanuHa PO,
02 — 1OKyMEHT MHOCTPaHHOTO
rpaxaaHusa, 05 — BoguTenbckoe
ynoctroepenue, 06 — momuc OMC,
07 — 3arpanmacmopr, 08 —
CBUJIETEIBCTBO O poxkJIeHuH, 09 —
BUJI HA JKUTENLCTBO, 10 —
paspelieHre Ha BpeMEHHOe
npoxuBaHue, 11 — BOeHHBI
ouner.

<series> — cepus JOKyMeHTa, 4

CHUMBOJIa JJIA ImacriopTa
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ATpuOyT

Onucanue

IIpumeyanue

rpaxaanuHa P@;

<number> — HoMep JTOKyMeHTa, 6
CUMBOJIOB JIJIsl TACTIOPTa
rpaxaanuHa P@;

<issueDate> — nara BeiTaYU
nokymenTa B ¢popmare YYYY-
MM-DDT00:00:00;
<verificationStatus> — craryc
MOJITBEPKJICHUS JOKKYMEHTA, TJe
S — nmoxarBepxkaeHo, N — He
TIOJITBEPIK/ICHO;

<issuedBy> — opraH, BbIaBIIHIA
JIOKYMEHT, CTPOKa He 0oJiee 4em u3

2000 cuMBOIOB

39.

principal Addresses

Anpec mosib30BaTesl.
[Tepenaercs B Buge XML

JIOKyYMEHTa

Kaxnp1ii agpec B Hacrosee
BpEMsI OTMCHIBAETCS CIEAYIOIIUMHU
aTpuOyTaMu:

<addressType> — tun ajpeca, B
HACTOSIIIee BPEMS 3TO
«PERSON_REGISTRATION» —
ajipec perucTpamuu,
«PERSON_LIVE» — anpec
NIPO’KUBaHUSI.

<contryChar3Code > —
TpeXxOYKBEHHBII KOJ CTPAHBI.
<index> — unyexc.

<house> — Homep goMa.
<COrpus> — xopmyc.

<flat> — xopmyc.

40.

snils

CHUWJIC nonn3oBartens.
Jlannslit aTpudyT

YCTaHABJIIMBACTCA TOJIBKO

CoxpaneH 15 obecrieueHust
coBMecTUMOCTH. HeoOxomumo

UCcnoJib30BaTh personSNILS
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Ne | ATpudyrt

Onucanue

IIpumeyanue

JUISL cydasi, Koraa aTpulyT

personType =R

41. | systemAuthority

ITorHOMOYMS TOJKHOCTHOTO
muua OI'B. Ilepenaercs B
Buse XML c ykazannem
MHEMOHHMKH ITOJTHOMOYMS U

MHCEMOHHUKHU CUCTCMBbI

Hcnonws3oBars 11 onpeneneHus
TMOJTHOMOYHMH JOJKHOCTHBIX JIUIT
OI'B u YOJI. [1ns onpenenenust
MPUHAJIC)KHOCTH TPEICTaBUTENICH
FOPUJIMYECKUX JIUI] K TpyIIamM
JOCTYTIA UCTIOJIH30BATh

memberOfGroups®®

42. | userld

YucnoBoil uACHTUPHUKATOP
Y4ETHOH 3aIUCH
II0JIB30BATEN B CUCTEME
ECHA. JIro6oe

ITOJIOKUTCIIBHOC YHCJIO

43. | userName

JloruH monp3oBaTes.

CoxpaneH Ju1s o0ecrieueHust
coBMecTUMOCTH. HeoOxoaumo
MCIIOIb30BaTh Userld,

personSNILS

44. | userType

Tun nmoss30BaTens

CoxpaneH st ob6ecrieueHust
coBMecTuMocTH. Heobxomumo

ucnonb3oBaTh globalRole

A.6 IllabsoH daiiia MeTaJaHHBIX

<?xml version="1.0" encoding="UTF-8"?>

<!--TODO

Heob6xomomMMO yKa3aThb YHMKAJbHBIA

(B paMkax IOCTAaBUMKA MIOESHTUOMKALINIM)

entityID cepBucC mnposalizmepa.

PexoMeHIyeTCsI, YTOOB 3HaueHMe arpubdyTa entityID COOTBETCTBOBAJIO IOMEHY MHOOPMALMOHHOM CHUCTEMEH.
YHUKANbHEM MOEHTMOUKATOP cucTeMmel B ECMA (entity id) He momkxeH comepXaTb CHMMBOJIOB KMPUILIMUE. Hanpuwmep,

http://moscow.rt.ru

%8 B memsix 0GecreyeH s COBMECTHMOCTH CHCTEMBI, MIOJIy4YaBIUINE paHee MOJTHOMOYUS FOPUIHYECKUX
v B yTBepxaeHun SystemAuthority, mpomoykaT mosiydaTh 3TH JaHHBIE B OTOM YTBEPIKIACHHUH.
OnHako nanpHeimee pa3BUTHE (QYHKIMOHANA TMOJIHOMOYMHA OyIeT MPOUCXOAUTh B TEPMHHOJIOTUU
IPYNII JOCTyNa, B CBA3M C YE€M OTUM CHCTEMaM PEKOMEHIYETCS OTKa3aTbCsl OT HCIIOIb30BAHMS
systemAuthority u ananmsupoBath yrBepkaenus memberOfGroups. Ilpu peructpaumm B ECHUA
HOBBIX VIC, opueHTHpOBaHHBIX Ha padoTy ¢ FOJI, onu 6yayT UMeTh BO3MOXXHOCTh 3apETUCTPUPOBATH
TOJILKO CUCTEMHBbIE Ipymiibl. JlaHHbIe 0 HUX OyAyT nepenaBatbes B yTBep:kaeHun memberOfGroups.
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-=>
<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion” xmlns:esia="urn:esia:shibboleth:2.0:mdext"
entityID="http://moscow.rt.ru">
<md:SPSSODescriptor AuthnRequestsSigned="true" WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>
<!--TODO
Cioma HeoOXOoOMMO BCTABUTH CepTUOMKAT 3JIeKTPOHHOM noanmcu X509 cepBuc npomarzepa
dopmaTra DER B kKOIMpoBKe Base64
-—>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:KeyDescriptor use="encryption">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>
<!--TODO
Coma HeoOXOIMMO BCTABUTH CEpTMOMKAT KJoUa SJIEKTPOHHOM nomnmucu X509 cepsBuc
npoeannepa d¢opmara DER B KOOMpOBKE Base64
-—>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<!--TODO
HeoBxoOomMMoO BanoJIHUTL aTpuOyTH BHB0Ba oOpaboTumka cepBuUC npoBamkzepa (rer SinglelLogoutService),
oTBeUanmero 3a obpaboTKy COOHTMM 3aBepueHmsa ceccuyt (logout) :

- Location - endpoint ofpaborumka COOBITMI CEePBMC IpOoBarAepa, OTBeydapmeIo 3a 00padoTKy
coobmeHny OT MNOCTAaBUMKA MAOSHTUOMKALUUM O TOM, UYTO MNOJIb30BAaTEJb MHMLMMPOBAJ COOEITME 3aBEpUIEHUS CEeCCUMU
[IOJIb30BATEN ;

- ResponselLocation - endpoint URL oOpaboTumka COOBITMIM CEpBMC IpoBaliepa, OTBeudawnumeIo 3a
00paboTKy COOOmEHMM OT NOCTaBIMKa MAOSHTUOMKALMUM OO yCIENHOM BHIIOJIHEHMM ONepaluy 3aBeplleHrd CeCCuu
[IOJIb30BATENS .

—=>

<md:SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="endpoint URL" ResponseLocation="endpoint URL"/>

<!--TODO

HeoBxomomMo 3anoyiHUThL aTpubyT Location Tera AssertionConsumerService, onpenesnsoumi endpoint
obpaboTumka COOHBITUM CEPBMC NpOBalIepa, OTBedanmero 3a ofpaboTKy OTBeTa OT NOCTaBUMKA MIOSHTMOMKALMM Ha
AuthnRequest 3anpoc cepBmuC OpoBamzepa.

-—>

<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="endpoint URL" index="0" isDefault="true"/>

</md:SPSSODescriptor>
<md:AttributeAuthorityDescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:1.1l:protocol

urn:oasis:names:tc:SAML:2.0:protocol">

<saml:Attribute NameFormat="urn:mace:shibboleth:1.0:nameldentifier" Name="transientId"><!--
CeccHoHB MOSHTMOMKATOP 3ampoca CepBUC npoBanmepa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="authToken" Name="urn:mace:dir:attribute:authToken"><!--lneHTudmxarop ceccmum noCTaBUMKA
nneHTubmMKauymu--></saml :Attribute>

<!--TODO

Jlanee cjienyeT CHOMCOK IOINOJIHMTEJIBHEIX aTpuOyTOB IOJIE30BATENSA, KOTOPHE MOT'YT OHTH BKJIOYUEHHl B OTBET
nocraeumKa mueHTrOmKaummu Ha AuthnRequest zamnpoc cepsuc mnporaizepa.

HeobxommMMO OCTaBUTB TOJIBKO Te aTpMOyTEH, KOTOpPEHE HeoOxommMmel JC.

-=>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="userId" Name="urn:mace:dir:attribute:userId"><!--VYHuKaNbHEM MIASHTUOMKATOP I[IOJL30BATEJS B
paMKax [IOCTaBuMKa uOeHTHburaumm--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="authnMethod" Name="urn:esia:authnMethod"><!--MeTon ayTeHTMOMKALMUM C IOMOUBID KOTOPOI'O
[IOJIb30BATENIb [POWEJl ayTeHTuomrauyo--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="globalRole" Name="urn:esia:globalRole"><!--Pojb non KOTOPOM ayTeHTUIMULMPOBAJICI
nosb30BaTens--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="lastName" Name="urn:mace:dir:attribute:lastName"><!--®OamMmiausa NoJb30BaATEJISI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="firstName" Name="urn:mace:dir:attribute:firstName"><!--JMsa nojb30BaTEI——
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></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="middleName" Name="urn:mace:dir:attribute:middleName"><!--OrTyecTBO NOJIL30BATEJI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personINN" Name="urn:esia:personINN"><!--JHH nosb3oBaTena--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personSNILS" Name="urn:esia:personSNILS"><!--CHWJIC nomep3oBaTeas--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personOGRN" Name="urn:esia:personOGRN"><!--OT'PHUIl nojp30oBareynsa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personEMail" Name="urn:esia:personEMail"><!--35JeKTPOHHEI aIpecC MOJIb30BATEJI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="assurancelevel" Name="urn:esia:assurancelevel"><!--YpoBeHb INOCTOBEPHOCTU MIEHTUPUKALIUN
nonb3oBarena--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="birthDate" Name="urn:esia:birthDate"><!--Ilara poxmeHus nosb3oBarTejs--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="gender" Name="urn:esia:gender"><!--Ilos nosb30BaTena--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="memberOfGroups" Name="urn:esia:memberOfGroups"><!--I[IpMHaIJIEXHOCTL IOJIE30BATEJNS K IPyINaM
nocryna--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="systemAuthority" Name="urn:esia:systemAuthority"><!--IloslHOMOUMS IOJDXKHOCTHOT'O JIMLa——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personCitizenship" Name="urn:esia:personCitizenship"><!--T'paxIaHCTBO MNOJIL30BATEJSI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personMobilePhone" Name="urn:esia:personMobilePhone"><!--HoMep MOOMIBLHOTO TejedoHa
nosib3oBaTenda--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personTrusted" Name="urn:esia:personTrusted"><!--TlogTBepXxIeHHasa MWJIM HENOITBEPXIEHHASN
yuyeTHasd 3anuchb oJib3oBaTessa-—-></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="principalAddresses" Name="urn:esia:principalAddresses"><!--Ampeca NoJb30BaTEJSI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="principalContacts" Name="urn:esia:principalContacts"><!--KOHTaKTHEE INaHHEE [10OJIb30BATEJISI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="principalDocuments" Name="urn:esia:principalDocuments"><!--JOKyMeHTE NOJIb30BATEJII——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgType" Name="urn:esia:orgType"><!--Tun opraHmsauuy NOJb30BaTeyd--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgName" Name="urn:esia:orgName"><!--llMa opraHms3aumm NOojib30BarTesna--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="0orgOGRN" Name="urn:esia:orgOGRN"><!--OTI'PH opraHmMs3aumm [IOJb30BaTeasa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgINN" Name="urn:esia:orgINN"><!--JHH opraHmszaummu OOJIb30BaTena--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgPosition" Name="urn:esia:orgPosition"><!--JJo/rkHOCTEL NOJIb3OBATEJIS B OPIaHM3ALUUM——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgAddresses" Name="urn:esia:orgAddresses"><!--Ampec opraumsaummu--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgBranchKPP" Name="urn:esia:orgBranchKPP"><!--KIII o¢unmrama--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgContacts" Name="urn:esia:orgContacts"><!--Tenedon m Email opraHm3aumm--—
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="org0id" Name="urn:esia:org0id"><!--lneHTudmrarop opraums3aummu--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgKPP" Name="urn:esia:orgKPP"><!--KII opraumsaumum--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgLegalForm" Name="urn:esia:orglLegalForm"><!--OpraHu3alMOHHO-IIPaBOBas dopMa OpITaHM3ALUU—
-></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgShortName" Name="urn:esia:orgShortName"><!--KpaTkoe HaMMEHOBaHME OPITaHMU3ALUU——
></saml:Attribute>

</md:AttributeAuthorityDescriptor>
<md:Organization>
<!--TODO
HeoBxomMMO 3aNoOJIHUTH ONMCAaHME OpTaHM3aluMM K KOTOPOM OTHOCUTCS MHTeTrpupyemas c ECYA UC:
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- OrganizationName - mMsa opraHMB3aLMK;
- OrganizationDisplayName - uMsa opTraHM3alMy, KOTOpas MOXET OTOOpaxaTbCs IOJIb30BATEJIAM IIPU
NPOBEOEHUM NPOLENypPH ayTeHTUQUKALIUM;
- OrganizationURL - URL web-calT KOMIaHWUM.
-—>
<md:OrganizationName xml:lang="ru">0A0 «Pocrenexom»</md:OrganizationName>
<md:OrganizationDisplayName xml:lang="ru">Pocrenekom</md:OrganizationDisplayName>
<md:OrganizationURL xml:lang="en">http://www.rt.ru</md:OrganizationURL>
</md:Organization>
<!--TODO
Heof6xoOoyMO BaloJHUTE aTpMOyTH OpTaHM3alMM, K KOTOPOM OTHOCMUMTCS MHTeTrpupyeMmas ¢ ECHA mHOOpMalMOHHAS
cucrTeMa :
- Company - mMMsa OpTaHM3alumMy, KOTOpas OCYWECTBJISeT SKCIlyarauuo JC;
- EmailAddress - 3JeKTpOHHas ModTa 3KCmjyaTaumm UC.
==
<md:ContactPerson contactType="technical">
<md:Company>0A0 «PocTesexom»</md:Company>
<md:EmailAddress>support@rt.ru</md:EmailAddress>
</md:ContactPerson>

Kok ok ok ok kokok ok k——>
<!--EXTENSIONS-->
<l ki kokok ok ok ——>

<md:Extensions>

<!--TODO

Ilajiee cienyeT CIOMCOK [OOAEPXMBAEMBIX [IOCTaBIMKOM YCJIyT IUIOOAJIBHEIX POJIEM MOJIb30BAaTEJIEV, a Takxe
noAgnepxXuBaeMele TUIE OpTaHM3aumii (OJ19 POJIM OOJDKHOCTHOE JIMIO OpTaHM3aumu) .

HeoBOxoOMMO OCTaBUTB TOJIBKO Te POJM M TUIHE OPTaHM3aluM, KOTOPHE NOANEPXMBATCA IOCTaBUMKOM
YCIyT .

[lpuMeuaHue. B ciydyae HeKOppekTHOM ofpaborkm Tera <md:Extensions> Bamer peanmszaumer NOCTaBIMKA
YCJlyT', HaHHHIM Ter MOXHO BaKOMMEHTMPOBaThb.

-=>

<!--TODO

B cnyuae, ecmm VC He nmopgmepxmBaeT paboTy ¢ posbil "JOJDKHOCTHOE JIMLO OpTraHM3auum" OaHHBIL Ter He
obA3aTesIeH.

B cnyuae, ecam UC nommepxmBaeT IJio0ajibHYI0 poJib "IOJDKHOCTHOE JIMLO oOpTaHm3aumm" HeoBXOOMMO TakKXe
yKaszsaThb paboTy C IOJKHOCTHEIMM JIMLAMM KaKUxX THUIIOB opTaHm3auum JC nommepxmbeaeTt.

B cnyuae, ecimu VC nommepxuBaeT IJIoDaJbHYy poJsib "IIODKHOCTHOE JMLO opraHms3auum" (3TOoT ciaydan
BKJIIOUWAEeT OTCYyTCTBUSA Tera SupportedGlobalRoles), HO Ter SupportedOrgTypes orcyTcTByeT - ECHA OynerT
cumMTaTh, 4YTOo MC nommepXmuBaeT BCe TUIE OPTaHM3alLUM.

-=>

<!--B cnyuyae orcyrcrBusa Tera SupportedGlobalRoles, ECHA Oynmer cumrarhb, uTo JC nommepxmBaeT BCe
Ty100aNbHEIE POJIM——>

<esia:SupportedGlobalRoles>

<esia:GlobalRole ID="P"></esia:GlobalRole> <!-- dusuueckoe JMLO ——>
<esia:GlobalRole ID="E"> <!-- JIOJDXHOCTHOE JIMIIO OPTaHM3aLUM ——>
<esia:SupportedOrgTypes>
<esia:0rgType ID="L"/> <!-- OpuanMyeckoe JuULO —-—>
<esia:0rgType ID="B"/> <!-- VHIOIMBUIOyaJILHE NPEONPUHUMATEIL——>
<esia:0rgType ID="A"/> <!-- OpraH MCIOJHUTEJILHOM BJIACTMU ——>

</esia:SupportedOrgTypes>
</esia:GlobalRole>
</esia:SupportedGlobalRoles>
<esia:SupportedAuthnMethods>
<esia:AuthnMethod ID="PWD"/> <!-- ABTOpMB3aums IO NAPOJIO ——>
<esia:AuthnMethod ID="DS"/> <!-- ABTOopm3aumusa no K31 -->
</esia:SupportedAuthnMethods>
<esia:SupportedAccTypes>
<esia:AccType ID="T"/> <!-- ABTOpPMB3aLMUd TOJBKO NONTBEPXIEHHHX Y3 ——>
<esia:AccType ID="L"/> <!-- ABTOpM3auMs YNPOUWEHHEX Y3, HO BKJOYad NOLTBEPXIESHHBHE ——>
</esia:SupportedAccTypes>
</md:Extensions>
</md:EntityDescriptor>

A.7 Pexomenaauum nmo ykazanuiw URL-aapecoB u BbIOOpY

HAeHTH(PUKATOPA MOCTABIIMKA YCJIYT

Bce URL-aapeca B MeTagaHHBIX JI MPOJYKTUBHOM Cpebl HE NOJKHBI coaepxkarh [P agpeca —

00s13aTeNbHO yKa3aHUEe JOMEHHOTO MMEHH MOpTaia HHPOPMALMOHHON CUCTEMBI.
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IIpumepsr:

1.  IIpaBunbno mist EquHOro nmoprana rocynapcTBEHHBIX YCIyT ((yHKITHIA):

<md:SinglelLogoutService
Responselocation="http://www.gosuslugi.ru/pgu/saml/LogoutServiceHTTPRedirectResponse"
Location="https://www.gosuslugi.ru/pgu/saml/LogoutServiceHTTPRedirect"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"/> <md:AssertionConsumerService
Location="https://www.gosuslugi.ru/pgu/saml/SAMLAssertionConsumer"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" isDefault="true" index="0"/>

2.  HenpaBunbsHo mist EquHOTrO moprana rocy1apcTBEHHBIX YCIyT ((hyHKIINN):

<md:SinglelLogoutService
ResponselLocation="http://109.207.1.97/pgu/saml/LogoutServiceHTTPRedirectResponse"
Location="https://109.207.1.97/pgu/saml/LogoutServiceHTTPRedirect"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"/> <md:AssertionConsumerService
Location="https://109.207.1.97/pgu/saml/SAMLAssertionConsumer"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" isDefault="true" index="0"/>

[Ipu BeIOOpPEe uUAcHTH(UKAaTOpa mOcTaBmIMKa ycryr (entitylD) B mpoaykTUBHOUM cpene
PEKOMEHIYETCsI pyKOBOJCTBOBATHCS CIAEAYIOUIMMH PUHIUIIAMHU:

1. Tlone EntityID pomxHo omHo3HauHO cooTBeTcTBOBaTh URL moprana wunHbopmannoHHON
cucreMsbl kotopas unrerpupyercs ¢ UC ECUA. ITpumepst:
— Enunbli nopran rocyapcTBeHHbIX yeayr (GyHkimii): entitylD="http://www.gosuslugi.ru";
— Poccuiickas obuiectBenHas naunmaTupa: entitylD="https://www.roi.ru".

2. VYkazaunbiii B none entitylD URL nHe momxeHn conmepxkats IP ampec — o0si3arenbHO yka3aHue
JIOMEHHOTO MIMEHU MopTana HHPOPMALMOHHON cucTeMsl. [Ipumepsr:
— Enauublit nopran rocyaapcTBeHHbIX yeuyr (GyHkimii): entitylD="http://www.gosuslugi.ru";
— HexkoppekrtHsiii mpumep: entitylD="http://109.207.1.97".

3. VYkazaunslii B nose entitylD URL He nomkeH copepikaTh CHMBOJIOB KUPUJLUTUIIBL.

A.8 Ilpumepsnl koaa Ha sa3bIKe Java Mo ucnojb30BaHui® OpenSAML

IIpumep Koaa mocTaBUIMKA yCJIYT

public class Resource extends HttpServlet {
private static SamlConsumer consumer = new SamlConsumer () ;
public void doGet (HttpServletRequest request, HttpServletResponse response)
{
requestMessage = consumer.buildRequestMessage () ;
response.sendRedirect (requestMessage) ;
}
public void doPost (HttpServletRequest request, HttpServletResponse response)
{
responseMessage = request.getParameter ("SAMLResponse") .toString();
result = consumer.processResponseMessage (responseMessage) ;

IIpumep kona co3nanus 3anpoca <AuthnRequest>

// Coszmanue siemeHTa <Issuer>

// issuerUrl - sT0 url cepBUC-HOpOBammepa, KOTOPHEM I'eHepupyeT coobmenre <authnRequest>

String issuerUrl = "http://localhost:8080/saml-demo/resource";

IssuerBuilder issuerBuilder = new IssuerBuilder();

Issuer issuer = issuerBuilder.buildObject ("urn:oasis:names:tc:SAML:2.0:assertion","Issuer", "samlp");
issuer.setValue (issuerUrl) ;

// cospmanme 3sanpoca <AutnRequest>

DateTime issuelInstant = new DateTime () ;
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AuthnRequestBuilder authRequestBuilder = new AuthnRequestBuilder () ;

AuthnRequest authRequest = authRequestBuilder.buildObject ("urn:oasis:names:tc:SAML:2.0:protocol",
"AuthnRequest", "samlp");

authRequest.setForceAuthn (new Boolean (false));

authRequest.setIsPassive (new Boolean(false));

authRequest.setIssuelnstant (issuelnstant);

authRequest.setProtocolBinding ("urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST") ;
authRequest.setAssertionConsumerServiceURL (issuerUrl) ;

authRequest.setIssuer (issuer);

authRequest.setID (aRandomId) ;

authRequest.setVersion (SAMLVersion.VERSION 20);

Coobmenne <AuthnRequest> wmosker comepkaTh ¥ JAPYrHe OJIEMEHTHI, TaKWe Kak
<NamelDPolicy>, <RequestedAuthnContext>. Dtu sjeMeHTH CO3MaI0TCI W J00ABIAIOTCS B
<AuthnRequest> ananoru4nsiM 00pa3om.

CrenepupoBanHbiii 3anpoc  <AuthnRequest> nomken ObiTh mpeoOpaszoBano (marshaled) c
ucrosip3oBanuem ‘“‘org.opensaml.xml.io.Marshaller” u momken ObITH 3aKOAUPOBAH B KOJUPOBKE
Base64 B URL ¢ ucnoas3oBanuem org.opensaml.xml.util.Base64.

CuurbiBanue orBeta <Response>

Jlns cunThiBaHMs OTBeTa <Response>, Hampumep, M3 CEpBJ€Ta, OTBET W3BJIEKACTCA W3

ctpyktypsl “HttpServletRequest”:
responseMessage = request.getParameter ("SAMLResponse") .toString();
W3BneuenHoe coobmienne “responseMessage” neobxoaumo mpeobpasosats (Unmarshal) u usBiacun

coobmenue <Response>:

DocumentBuilderFactory documentBuilderFactory = DocumentBuilderFactory.newlInstance();
documentBuilderFactory.setNamespaceAware (true) ;

DocumentBuilder docBuilder = documentBuilderFactory.newDocumentBuilder () ;

Document document = docBuilder.parse (new ByteArrayInputStream(authRegStr.trim() .getBytes()));
Element element = document.getDocumentElement () ;

UnmarshallerFactory unmarshallerFactory = Configuration.getUnmarshallerFactory();
Unmarshaller unmarshaller = unmarshallerFactory.getUnmarshaller (element) ;

Response response = (Response) unmarshaller.unmarshall (element) ;

Hanee ¢ m3BneuenHbiM SAML 2.0 Response message MOXHO BBIOJHATH orepanud. Hampumep,
uzBiedeM Subject's Name Id u ceprudukar:

String subject = response.getAssertions().get(0).getSubject () .getNameID() .getValue () ;
String certificate =
response.getSignature () .getKeyInfo () .getX509Datas () .get (0) .getX509Certificates () .get (0) .getValue();

A.9 IIpumep AuthnResponse

<?xml version="1.0" encoding="UTF-8"?>
<saml2:Assertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
ID=" f634aledd5a52c852641c0943475edd7" Issuelnstant="2012-03-01T06:30:00.307z" Version="2.0"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">https://esia-
portall.test.gosuslugi.ru/idp/shibboleth</saml2:Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="# f634aledd5a52c852641c0943475edd7">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="xs"/>
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</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>6p7pdI3FulCoSG2kZbGOtW1GCag=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>
</ds:SignaturevValue>
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml2:Subject>
<saml2:NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:transient"> a8e8800fal74f41782184cbbd2lee05f</saml2:NameID>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml2:SubjectConfirmationData Address="127.0.0.1" InResponseTo=" 34efa5b7-47e6-
41bb-b51b-fcb57b7a3£87" NotOnOrAfter="2012-03-01T06:35:00.307Z" Recipient="https://atc-
504:7002/0iosaml/saml/SAMLAssertionConsumer" />
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2012-03-01T06:30:00.307Z" NotOnOrAfter="2012-03-01T06:35:00.3072">
<saml2:AudienceRestriction>
<saml2:Audience>sia test</saml2:Audience>
</saml?2:AudienceRestriction>
</saml2:Conditions>
<saml2:AuthnStatement AuthnInstant="2012-03-01T06:30:00.1822Z"
SessionIndex="211£f42£f443924066aec4d5bc8740bcel7a93bal3358d9e7003333db957540116b">
<saml2:SubjectLocality Address="127.0.0.1"/>
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="personSNILS" Name="urn:esia:personSNILS"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userId" Name="urn:mace:dir:attribute:userId"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">2006101</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="snils" Name="urn:mace:dir:attribute:snils"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="authnMethod" Name="urn:esia:authnMethod"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">PWD</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="principalStatus"
Name="urn:mace:dir:attribute:principalStatus" NameFormat="urn:ocasis:names:tc:SAML:2.0:attrname-
format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">A</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="globalRole" Name="urn:esia:globalRole"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="personEMail" Name="urn:esia:personEMail"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">sdf@ddd.ru</saml2:AttributeValue>
</saml2:Attribute>
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
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xsi:type="xs:string">SNILS</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="personType" Name="urn:esia:personType"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">R</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="authToken" Name="urn:mace:dir:attribute:authToken"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">b0db6£fd1-d674-47bb-8£22-9£8291e59255</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userName" Name="urn:esia:userName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="middleName" Name="urn:mace:dir:attribute:middleName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">IMurpuennuu</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="attachedToOrg" Name="urn:esia:attachedToOrg"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">1</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="firstName" Name="urn:mace:dir:attribute:firstName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">IMurpuii</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="lastName" Name="urn:mace:dir:attribute:lastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Iuurpren</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="portalVersion"
Name="urn:mace:dir:attribute:portalVersion" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userType" Name="urn:mace:dir:attribute:userType"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
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NMPUNOXEHWE B. CEPBUCHI ECUA HA BA3E
MMOJAXOJIA REST

b.1 OOmmue cBenenus o nporpaMmmuom untepgeiice ECUA

B pamkax pasButus ECHA peann3oBaH NpHUKIaAHONW TpOrpaMMHBIM WHTepderc Ha 0aze
apxutekTypHoro cruis “Representational State Transfer” (REST). O mo3BosisseT HHTErPUPOBAHHBIM C
ECHUA wuHpOpMaLMOHHBIM CHUCTEMaM MONy4yaTh JnocTyn K xpansmmmcs B ECHUA pecypcam, T.e.
JTaHHBIM (HampuMep, O MOIH30BATEIAX WM APYTUX HHPOPMAIIMOHHBIX CUCTEMAX ), & TAKXKE BBIITOJIHATh
psia omepanuii.

BbI30B IpUKIIaTHOTO MPOTrPAMMHOT0 HHTEp(deiica BOZMOKEH TOJILKO TEMU WHTETPUPOBAHHBIMU
¢ ECHA cucremamu, KOTOpblE UMEIOT HAa 3TO COOTBETCTBYMOIIKE NoaHOMOouMs. KoHTpons noctyna k
pecypcam ECHUA ocymectBisier cepBuc aptopusauuun ECHUA, peanusyromuii MOJeinb KOHTPOJIS
J0CTyIa, OCHOBaHHYIO Ha crenudukanusax OAuth 2.0 (cm. [Ipunoxenue B).

s 0003HaYeHHsI pecypcoB HCIOJIb3YIOTCS ClieluanbHble uaeHTU(UKaTopbl. CaMu pecypchl
OpPraHHU30BAHBI MEPAPXUYCCKH, YPOBHHU pa3JeICHBl KOCON uepTtoii — “/”. Pecypchl Oojiee «HU3KOTOY
YPOBHS SIBJISIFOTCSI COCTAaBHBIMU YACTSIMU «POIUTEIHCKOTO YPOBHSI»:

B ECHA ucnonb3yeTcs ABa TUIIA PECYPCOB:

—  OoKkymenm COIEPXHUT HHPOpMaNHiO 00 OTAEIbHOM OOBEKTE B 0a3e JaHHBIX, KOTOPBIN
XapaKTEepPU3yeTCs] HEKOTOPBIMU MOJIAIMH M 3HaUeHussMU. Hanpumep, ripu 10cTyne K JOKYMEHTY
00 opraHM3aIiy cepBUC BO3BpaIllaeT HauMeHOBaHue opranuzanuu, ee tTur, OI'PH u np. Kpome
TOTO, B IOKYMEHTE MOTYT COJEPKAaThCsl CChUIKUA Ha CBA3aHHBIE PECYPCHI: TAK, B IOKYMEHTE 00
OpraHM3alK pa3MeNaloTCs yKa3aTelu Ha pecypchl (JOKYMEHTHI) IO €€ COTPYIHUKAM;

— KOJeKyus TIPEACTaBIsieT COOOM CIHMCOK HEKOTOPBIX PECYpCcOB, HampuMep, IOKYMEHTOB.
[lepeuens opraHuzamuii, COTPYIHUKOB OTACIBHOM OPraHU3alMU — MNPUMEPHI KOJUIEKIIUH.
Pecypchl, KOTOpBI BKITIOYEHBI B KOJUICKIIMIO, CHA0KEHBI COOCTBEHHBIMU UIACHTH(PHKATOPAMHU
(uri).  OObryHO I 0003HAYEHUS  KOJUICKIIMM  HWCIOJB3YIOTCS  MHOXKECTBEHHbIC
CylIecTBUTENbHBIE (0rgS, Shjs u ap.).

Hns Be3oBa cepuca ECHA, mo3BOISIONIErO MOJYYUTh JAOCTYI K 3alIMIIEHHOMY peCypcy,
CHCTeMa-KIMEHT JIOJDKHA HarpaBuTh B hitps-aapec mporpammuoro untepdetica ECHUA 3ampoc. Jlns
3TOro (B 3aBHCHUMOCTH OT THIIa 3ampoca) Ucnoiab3yroTcs Metoasl GET unu POST. B kaxmom 3ampoce
JOJDKEH OBITh YKa3aH WIASHTH(UKATOP pecypca, K KOTOpOMYy 3ampammuBaercs aoctyn. Kpome Toro, B

3anpoc Ha Bb130B REST-API nomken ObITh 100aBjeH cieayronumii header:

Authorization: Bearer <access token>
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<access token> — mapkep mocTyma, NMpeBapUTEIbHO MOJYYCHHBIH y CepBHCA aBTOPH3AIHH
ECHA. Cpoxk neiicTBusi MapKepa J0CTyIla HE JIOJDKEH MCTEYb Ha MOMEHT BbI30Ba. Mapkep nocTyna
JOJKEH OBITh BBIJAH CUCTEME-KIMEHTY Ha <SCOPE>, MO3BOJAIOIIMN MOJMYYHUTh 3alpaliMBaeMbli
3amMIeHHbl  pecype. Ilpumep 3ampoca Ha moigyyeHMe CcBeA€HHMH 00 oOpraHuzanMM  C

uaentudpuxaropom 1000000000:

GET /rs/orgs/1000000000 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8dad403491c224c9e431lcefI\r\n
Host: esia-portall.test.gosuslugi.ru\r\n
Accept: */*\r\n
\r\n
B cnyuae ycremmHo#l mpoBepkH 3ampoca HMporpaMMHBIA MHTEp(dEHC BO3BpalmlaeT JaHHbIE O
3alUIIEHHOM pecypce. [Ipu HeBO3MOKHOCTH BBITIOJIHUTH 3aIIPOC BO3BPAIIACTCS KOJI OIIHOKH.
[lpu BBI3OBE cepBHca MOTYT OBITh 3a3JaHbl IapaMeTpbl 3ampoca (query), KOTOpbIC
oopMIIsIFOTCST  cTaHIAPTHBIM criocoOoM. CleqyIonMii  3ampoc TMO3BOJUT TOJXYYUTh TEpBbie 15

OpraHMu3alMil U3 COOTBETCTBYIOIIECH KOJUIEKIIMH Orgs:

GET /rs/orgs?pagelndex=0&pageSize=15 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8dad03491c224c9e431lcefI\r\n
Host: esia-portall.test.gosuslugi.ru\r\n
Accept: */*\r\n
\r\n
HpI/I BBI3OBC CEpBHCA MOXET OBITH YKazaHa KOHKPETHasA CXeMa NMpPeaoCTaBJACHUA JaHHBIX 00
00BEKTE. I[JI?I 9TOT0 HCO6XO[[I/IMO JaTh CCBUIKY Ha COOTBCTCTBYIOLIYIO CXEMY B 34aroJIOBKC 3aIlpoCce (C

nomoiteio ACCEPT. Hanpuwmep:
GET /rs/prns/402 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbd9db403489c224c9e431cef9\r\n
Host: esia-portall.test.gosuslugi.rul\r\n
Accept: application/json; schema="https://esia-portall.test.gosuslugi.ru/rs/model/prn/Person-1"\r\n
JlaHHBIN 3ampoc MO3BOJSET MOIYYUTh CBEACHHS O TMOJb3oBarene ¢ uaeHTuduxaropom 402,
chopMHupoBaHHBIE coTilacHO cxeme Person-1. DTto o3nauaer, uro mo mepe pasutusi ECUA moxer
OBITh M3MEHEH IepeJaBaeMblii aTpUOYTHBINM COCTaB JaHHBIX O IMOJIb30BATENEe, B PE3YJIbTATE YETrO
MOSIBJISIETCS HOBBIE cXeMbI — Person-2, Person-3 u 1.4. B cBs3u ¢ 3TUM 171 IONy4yeHUs] HEU3MEHHOTO
cocTtaBa aTpuOyTOB PEKOMEHIYETCs B 3alpoce yKa3blBaTh KOHKPETHYIO cxemy. Ecnu B kauecTBe
cxeMmbl yKazaHa cxema /model/prn/Person 6e3 sBHOTO yka3aHUs BEPCHUH, TO BO3BPAIIACTCS MOCTIETHSS
Bepcus. Ecnm cxema He ykazaHa BOOOIIE, TO TAK)KE BO3BPAIAETCS MOCETHSIS BEPCUS CXEMBI.
B otBere Ha xoppekTHBIN 3ampoc BbinaeTcs JSON-I0KyMeHT, KOTOPBINA MpeACTaBIseT COO0OiM
HaOoOp map KJIFOY/3HaYCHHWE WIM MaccuB 3HaueHuil. B 3arosnoBke (headers) orsera conepikartcs
CJIETyIOIME JaHHBIE:
1. Ccouiku (links) na csi3anHbIe pecypcbl. Hampumep, eciu B 3ampoce yka3zaH pecype ¢ JaHHBIMH
KOHKpPETHOTO Tojb3oBaTens (Prns/402), To cceUiku OYyAyT cOAEpkKaTh PECYpChl C €ro

KOHTAKTHBIMU JAaHHBIMU, JOKYMCHTAMHU, aApcCaM, TPAHCIIOPTHBIMHU CPCACTBAMH, a TAKXKXC HaA

«POJIUTENBCKUI» PECypC ¢ EpeyHEM BCEX IMOJIb30BATENEH B CUCTEME.
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2. Yxkazareinb 3ampoiineHHoro pecypca (location), T.e. Uri 3anpoIieHHOro pecypca.

3. Tun mnpenocraBisembix AaHHbiXx (Content-Type) ¢ yka3aHMeM CXeMBI MPEIOCTaBIIEMBIX
naHHbIx. Hampumep, ecnu 3ampamimBaroTcsl JaHHBIE O MMoJib3oBarene B cxeme Person-1, to
Oymer ykasaHo ciuenyromee —3Hadenue:  Content-Type:  [application/json; g=.2;
schema="https://esia-portal1.test.gosuslugi.ru/rs/model/prn/Person-1"]

[pumep paznena headers (pa3pbIBbl CTPOK JaHbI Ui yA0OCTBA YTCHUS):

Link:
[<https://esia-portall.test.gosuslugi.ru/rs/prns/402/docs>; rel=documents; schema="https://esia-
portall.test.gosuslugi.ru/rs/model/docs/Documents-1",
<https://esia-portall.test.gosuslugi.ru/rs/prns/402/addrs>; rel=addresses;schema="https://esia-
portall.test.gosuslugi.ru/rs/model/addrs/Addresses-1",

<https://esia-portall.test.gosuslugi.ru/rs/prns/402/ctts>; rel=contacts;schema="https://esia-
portall.test.gosuslugi.ru/rs/model/ctts/Contacts-1",
<https://esia-portall.test.gosuslugi.ru/rs/prns/>;rel=parent;schema="https://esia-
portall.test.gosuslugi.ru/rs/model/prns/Persons-1"]

Date: [Tue, 26 Nov 2013 10:04:24 GMT]

Transfer-Encoding: [chunked]

Location: [http://esia-portall.test.gosuslugi.ru/rs/prns/402]

server: [grizzly/2.2.16]

Content-Type: [application/json; g=.2; schema="https://esia-
portall.test.gosuslugi.ru/rs/model/prn/Person-1"]

ConepkarenpHasi 4acTh OTBETa Ha 3ampoc coxepxurcs B paszpene body. Ilpumep

BO3BpAIlA€MbIX JaHHBIX (Pa3pbIBbl CTPOK JIaHbI ISl yA0OCTBa UTE€HUs) O (PU3HUECKOM JIULIE:

{

"stateFacts": ["Identifiable"],
"firstName":"IleTp",
"lastName":"Ilerpor",
"birthDate":"1385409600",
"gender":"M",
"trusted":"true",
"citizenship":"RUS",
"snils":"111-111-111 11",
"updatedOn":"1385460263"
}

Kaxnoe onmucanue o0beKTa MM KOJUIEKIIMHU COIEPXKHUT mapametp stateFacts, ykasbiBaromuii Ha
HEKOTOpHBI€ (DaKThI O MPEIOCTABISAEMBIX CBEACHUIX. Bo3MoXKHBI criefyrolue 3Hauenus stateFacts:
— ldentifiable - umeer unentudukaTop (Hampumep, 3T0 KOHKPETHBIA KOHTAKT MK JOKYMEHT);
— hasSize - umeer pasmep (HampuMmep, JUIS KOJUICKIIMM YKa3blBaeT HAa YHCIO 3JIEMEHTOB
KOJUICKIIUN );
— FirstPage - mepBas crpanuna cnmcka;
— LastPage - mocnenHsist cTpaHuIia CIIUCKa;
— Paginated - mocTpaHHYHBII CITHCOK;
— EntityRoot- kopHeBoOii 00BEKT;
— ReadOnly - 06beKT TOMBKO IS YTEHUS.
[TapameTp stateFacts mo3BonsieT, B YacTHOCTH, MPOU3BOJMTH pA3JACICHUE BBIBOIUMBIX
pe3ynbTaToB Mo crpaHunaM. Cleayromuil OTBET MPECTaBIsIeT CO00i MepBYI0 CTPAHUIY HEKOTOPOTO

nepevHs ((pparMeHT, pa3pbIBbl CTPOKH JaHbI U y10OCTBA YTCHUS):
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{

"stateFacts": ["Paginated","FirstPage"],

"elements": [
"https://esia-portall.test.gosuslugi.ru/rs/prns/400",
"https://esia-portall.test.gosuslugi.ru/rs/prns/401"

] 4

"pageSize":"2",

"pageIndex":"1"

}
W3 nanHOro OTBETA BUIHO, YTO HA KAXKIOW CTpaHHIIEe 0TOOpaXkaeTcs 1o 2 3JIeMEHTa.

s psima omepanuii MOIACPKUBACTCS BO3MOXKHOCTD ecmpaueanus (embedding) cBs3aHHBIX
AaHHBIX. J[IS 3TOrO B 3ampoce COOTBETCTBYIOIIETO pecypca HEOoOXOJMMO YKa3blBaTh MapamMeTp
«embed», a B kKauecTBe €ro 3HaYEHHUsI — CYIIHOCTh, KOTOPYIO TPeOyeTCsl BKIIOUMTH B OTBET 3arpoca.
Hampumep, mpu 3ampoce CIIEAYyIOIIEro pecypca OyayT OTOOpaXkaThCs CCbLIKU Ha KOHTAKTHI

nonbe3osareist 100000:

https://esia-portall.test.gosuslugi.ru/rs/prns/100000/ctts
OpHako ykasaHue mapamerpa «embed» [o3BOJISET TMONYYUTh JaHHBIE O KOHTAKTax

HCIMMOCPCACTBCHHO B OTBCTC HAa CJIGILYIOHII/Iﬁ 3a1poc:

https://esia-portall.test.gosuslugi.ru/rs/prns/100000/ctts?embed=(elements)
B stom cjIydac 3arpoC OaHHOI'0 pecypca 6YI[6T BO3BpaliaTb OTBET (q)paFMCHT, Pa3pbIBbI

CTPOKH JaHbl JJIsl yI00CTBA UTCHUS):
{

"stateFacts": ["hasSize"],
"elements": [
{
"stateFacts": [
"Identifiable"

]I
"id": 194,
"type": "MBT",
"vrfStu": "VERIFIED",
"value": "+7(910)1234567"
}
]l

"size": 1
B AJaHHOM ClIyda€ Ha MCECTC CCBUJIOK Ha CBA3AaHHBIC JJICMCHTBI BCTPAWBAIOTCA JaHHBIC
KOHTAaKTOB.
IIpH BCTpauBaHUU COXPAHACTCA BO3MOKHOCTH IIOJYYAThb CXEMbI BO3BpAIIACMbIX PECYPCOB,
Harmpumep:

https://esia-portall.test.gosuslugi.ru/rs/prns/100000/ctts?embed=(elements-1)
B sTtom clrydac JaHHBIC 00 nireMeHTax 6YJIYT BO3BpamaTbCAa COTIIaCHO HepBOfI cXeMme.

Taxxe BO3MOXHO BCTpanBaHHe HECKOJIBKHUX PECYpPCOB B 3alpoce, HalpuMep:

https://esia-portall.test.gosuslugi.ru/rs/orgs/100000/emps?embed= (elements.person)
B 9TOM ClIydac B OTBETC BMCCTO CCBIJIOK HAa COTPYOIHHKOB OpIraHH3AIINH 6YHyT nepeaaBaTbCsA

IIEPCOHANIBHBIE JaHHBIE COTPYAHUKOB opranuzanuu: ®PHO, oTuecTBo, 1aTa U MECTO POKIACHMS, IO U
T.1. Habop nanHBIX 3aBUCUT OT MH(OpMAINH, YKa3aHHOM B MpoQuie COTPYAHUKA.

[Tpu BcTpanBaHUHM HECKOJIBKUX PECYPCOB TAK)KE€ BO3MOXHO yKa3aHUE Ha BEPCUU, HATIPUMED:

https://esia-portall.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements-1.person-1)
HCpC‘ICHB CCBIIIOK, KOTOPBIE MOT'yT OLITH BCTPOCHBI:
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b.2

JaHHBIE 0 (PU3MYECKHX JINIAX:
KOHTaKTHBIC JIaHHBIC (contacts);
anpeca (addresses);
JIOKyMeHTHI (documents);
TpaHCIOpPTHEIE cpencTBa (vehicles);
OpraHu3aIlH, K KOTOPBIM MIPUHAICKHUT (PU3NIECKOe JHUIO (organizations);
JaHHbIE 00 OpraHU3AlMSIX:
KOHTaKTHBIC JJaHHBIE (contacts);
anpeca (addresses);
TpaHcnopTHbIe cpeacTsa (vehicles);
JaHHBIE O COTPYIHUKAX OPraHU3AINH:
JaHHBIE O COTPYIHUKE KaK (PU3UYECKOM JUIIE (person).
JaHHBIE 10 CCBUIKAM, OTOOpa)kaeMbIM B COJEpXAaHWW OTBETa B paszene «elements»
(BO3MOXKHOCTh BcTpauBaHMs elements ecTb Besne, rae nmapamerp stateFacts umeer 3HaueHue
“hasSize”).
Jlanee npuBeIeHbI OMUCAHMS CIEAYIOUINX onepanuil mporpammuoro unrepdeiica ECUA:
MIPEIOCTaBIICHUE MTEPCOHATBHBIX JAHHBIX TOJIb30BaTEICH;
npoBepka (akTa yaaneHus: yu€THoH 3anucu nojibs3oBarenss ECUA;
IIPEJOCTaBIIEHUE CBEACHUN O BXOXKIEHUH I0JIb30BATENsl B IPYIIIIbI U OpraHU3aIiH;
MIPEJOCTaBIEHNE JaHHbBIX U3 IPOQUIIS OpraHU3alMu;
MPEOCTABICHUE CITUCKA YIaCTHUKOB TPYIINBI MM OpTaHU3aIlny;
IIPEAOCTABIICHUE CBEJICHUM O BXOK/ICHUH ITOJIb30BATENIEH B TPYIIIIBL;
yIipaBJieHUE JTaHHBIMHU OpTaHU3aLNY;

npeaoCTaBJICHUC CBEJICHUH O CY6I>€KTG.

IIpenocTaBiieHHe MEPCOHAJBLHBIX IaHHBIX MOJIb30BaTe el

21.]'[5[ MOJIYUYCHH A NCPCOHAJIIBHBIX JAHHBIX O ITOJB30BATCIIAX CUCTEMA-KIIMCHT AOJIP)KHA HAITPaBHUTh

B https-anpec REST-API cucremsr ECUAZ 3anpoc meronom GET. B 3ampoce momkeH ObITh yka3aH

pecypce, coaepkanuii HeoOxoauMele gaHHble. Mepapxus unentudukaropos stux pecypcos B ECUA

HWMEET CIEAYIOIMNA BU:

/prns/{oid}/{collection_name}/{collection_entity _id}, rxe:

2 B TectoBoii cpene cepeuc pocryien mo URL https:/esia-portall.test.gosuslugi.ru/rs/prns
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— prns —nepeudeHsb (KOJUICKLIUS ) MTOJIb30BaTeNeH, 3apeructpupoBadibix B ECUA;
— {oid} — Buyrpennuii uaeHTudUKaTOp 00BEKTA, B TOM YKCIC MoJib3oBaTens, B ECUA;
— {collection_name} — ccbuika Ha 1nepedeHb (KOJUIEKIHMIO) THIIOB JaHHBIX, YKa3aHHBIX
0JIb30BaTEJIEM C JAHHBIM 0id, BO3MOYKHbBIC 3HAUCHHS:
-  CttS — KkOHTaKTHEIC JJaHHBIC;
- addrs — anmpeca;
- docs — mOKyMEeHTHI MMOJIb30BATEIS;
- 0rgs — opraHu3aiuu, COTPYTHHUKOM KOTOPBIX SIBIISICTCS TaHHBIN MOJIb30BaTEIb;
- Kkids — netu nons3oBarens;
- Vhls — TpaHcIOpTHBIE CpeICTBA MOJIB30BATEIIS.
— {collection_entity id} — BuHyTpeHHui uaeHTH(HUKATOp 3JIeMEHTA (HApUMEp, KOHTAKTa WIIH
noKyMeHTa) mojb3oBateis B ECUA.
B 3anpoc momken ObiTh jo0aBiaeH header ¢ mapkepom gocTyma, MO3BOJISIONIMM IOJIYYHUTH
JOCTYI K JaHHOMY pecypcy (6o scope id_doc ¢ mapamerpamu, 1100 OJMH WIIM HECKOJIBKO SCOPE,
0GECIICYNBAIOIINX LOCTYII K IEPCOHAIBHBIM JAHHBIM [OJb30BATEIs, C IapAMETPaMI-").

[Tpumep 3ampoca (BBI30B cepBHCa B cpesie pa3paboTKu):

GET /rs/prns/6924 HTTP/1.1\r\n

Authorization: Bearer 75b2c7cbb8dad03491c224c9e431lcef9\r\n
Host: esia-portall.test.gosuslugi.rul\r\n

Accept: */*\r\n

\r\n

Hannsie, kotropeie ECHA Bo3Bpaiiaer B OTBET Ha 3a1poc, NpeicTaBlieHsl B Tabnuie 6.

Tabmuia 6 —[TapameTpsl OTBETa HA 3aMPOC O MEPCOHATBHBIX JTAHHBIX MOJIE30BATEIIS

URI
Ne | 3ampammBaemoro | Omucanue pecypca IIpenocraBisieMble JaHHbIE
pecypca
1. | /prns/{oid} JlanHbIe o | JlanHble 0 pu3uveckoM JHIIe:
MOJIb30BaTENe ¢ | <rldDoc> — uneHTH(UKATOP TEKYIETO TOKYMEHTA
UACHTU(PUKATOPOM | MOJIb30BATEIS;
prn-id <firstName> — ums;

<lastName> — pamuus;

<middleName> — oruecTBO;

<birthDate> — pmara poxmenus (3amaeTcss Kak
KoianuecTBO cekyHn, npomenmux ¢ 00:00:00 UTC
1 suBaps 1970 rona);

% Hanpuwmep, fullname, contacts, email (cum. [prnoxerne B.4). Bee 5T SCOPe TakKe MO3BONISIOT
MOJYYUTh JJAHHBIE O MIPH3HAKE TOATBEPKICHHOCTH YUETHOM 3aliCH MOJIb30BaTeNs (aTprOyT
<trusted>). I1pu 3anpoce y cepBuca aropuzanuu ECUA mapkepa 1ocTyra Ha yKa3aHHBIE SCOpPE HE
HYXKHO B KQ4eCTBE IMapaMeTpa yKa3blBaTh 0id 3TOr0 MOJIb30BATEIS.
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URI
3anpamMBaeMoro

pecypca

Onucanue pecypca

IIpenocraBiisieMble JaHHbIE

<birthPlace> — mecto posxaeHuUs OIH30BATEIS;
<gender> - mour;

<trusted> — Tun yueTHOW 3amucH (TMOATBEPKICHA
(“true”) / ne moarBepkacHa (“false™));
<citizenship> - rpaxnmancTBo (uaeHTHDUKATOD
CTpaHbl TPAKIAHCTBA),

<snils> - CHUJIC;

<inn> - MHH;

<updatedOn> - gara TOCIEIHET0 HW3MCHCHHS
YYETHOM 3amucH TMOoJb30BaTess (3amaeTcs Kak
KonuuecTBO cekyHn, npouenmux ¢ 00:00:00 UTC
1 saBaps 1970 rona);
<verifying> - mnpouecc
(true/false);

<status> - craryc Y3  (Registered —
3apeructpuponana/Deleted — yranena).

IIPOBEPKU  JAHHBIX

/prns/{oid}/ctts

Ilepeuenn
KOHTAKTOB
(du3nyecKoro auna

[TepeyeHb KOHTAKTOB (DU3MUECCKOTO JuIa (B BHUIC
CCBUIOK Ha pecypc C ykasanumem {Ctt_id},
COJIEpKalIMi TaHHBIE O Ka)KJIOM KOHTAKTE)

/prns/{oid}/ctts/{ctt
_id}

CBeneHus 00
OTAEIIFHOM 3alich B
MepevYHe KOHTAKTOB
¢duznyeckoro auna

KoHTakTHbIE TaHHBIE:

<type> — Tum 3anucH, MOXeT UMETh 3HAYCHUSI:
“MBT” — MoOMIIBHBIH TenedoH;

- “PHN” — nomamnuii TenedoH;

- “EML” — snekTpoHHas 104Ta;

- “CEM” — ciyx)xeOHas 3JIEKTPOHHAS TTOYTA.

<vrfStu> — cBemeHUS O «IIOATBEPKICHHOCTH

KOHTAaKTOB, MO’KET HIMETh 3HAUCHUS:
“NOT_VERIFIED” — He noaTBep»I€eH;

- “VERIFIED” — noarBepk/eH.
B Hacrosmee Bpems craryc “VERIFIED”
MOXKET OBITH TOJIBKO Y MOOMJIBHOIO TenedoHa

(“MBT”) u azapeca 3JEKTPOHHOW MOYTHI
(“EML™).

<value> — 3HayeHne KOHTAKTA;

<vrfValStu> - HeoOs3aTenbHBIH  mMapamerp,

yKa3bIBAETCs B Cly4yae, €ClIi KOHTAKT HaXOJIUTCS B
mporiecce TOATBEpKIeHHUs. MOXKET TNPHHAMATh
clleyIolIee 3HaueHue!
“VERIFYING” — B mporiecce moATBEpKICHUS.
B mnacrosimee Bpems cratyc “VERIFYING”
MOXKET OBITh TOJILKO Y MOOMJIBHOIO TenedoHa
(“MBT”) u azapeca D3JIEKTPOHHOW MOYTHI
(“EML”).
<verifyingValue> —  3HaueHHWe  KOHTAKTa,
HaAXOJISAIIETOCS B IPOIIECCE MTOATBEPKICHHUS.
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URI

Ne | 3ampammuBaemoro | Onucanue pecypca IIpenocraBisiemble JaHHbIE
pecypca
4. | Iprns/{oid}/addrs [Tepeuenr aapecoB | [lepeuenb ampecoB (usmueckoro nuia (B BHIC
bu3nUeckoro gMIa | CCBUIOK Ha pecypc C ykasanmem {addr_id},
COJICPIKAIINiT JaHHBIC O KaXKJIOM ajpece)
5. | /prns/{oid}/addrs/{ | Cencuus 00 | Anpeca:
addr_id} OT/EJBbHOM 3amucu B | <type> — TUI 3aluCH, MOXKET UMETh 3HAUCHUS:
nepeyHe aJpecoB “PLV” — anpec MecTa IpO>KMBaHUS;
(buU3HYECKOTOo U “PRG” — agpec mecTa perucTpaiuu.
<zipCode> — unpekc;
<countryld> — unenTuduKaTop CTpaHsbI;
<addressStr> — azgpec B BHae CTPOKH (HE BKIIKOYAs
JIOM, CTPOEHHE, KOPITYC, HOMEpP KBapTHPBI);
<building> — ctpoenmue;
<frame> — kopmyc;
<house> — nom;
<flat> — xBapTHpa;
<fiasCode> — xox KJIIAJIP;
<region> — peruox;
<city> —ropopn;
<district> — BHyTpUTrOpOJICKOI paiioH;
<area> — paioH;
<settlement> — nocenenue;
<additionArea> — mor. TeppuTOpHs;
<additionAreaStreet> — ynuiia Ha J01. TEPPUTOPHUH;
<street> — ynuna.
6. | /prns/{oid}/docs [epeuenn [epeyeHb MTOKYMEHTOB (hpU3MUECKOTO JIHIA (B BUIC
JIOKYMEHTOB CCBUIOK Ha pecypc ¢ ykasanmwem {doc_id},
(Gu3HIecKOro Jauila | CoJepIKanuil TaHHBIC 0 KAKIOM JOKYMEHTE)
7. | Iprns/{oid}/docs/{d | Ceenenus 00 | JlokymeHTBHI:
oc_id} OT/EJBbHOM 3amucu B | <type> — TUII 3aluCH, MOXKET UMETh 3HAUCHHUS:
IIEPEYHE “RF_PASSPORT” — nacniopt rpaxxnanusa P®;
JIOKyMEHTOB “FID_DOC” JOKYMEHT  MHOCTPAHHOTO
(u3nveckoro auia rpaKIaHuHa;
- “DRIVING_LICENSE” —  BOAMTEIbCKOE
yIOCTOBEpEHHE.

- “MLTR_ID” — BoeHHbIl OUIIET;

- “FRGN_PASS” — 3arpanu4Hbli Macnopr;

- “MDCL_PLCY” — monmuc OMC;

- “BRTH_CERT” — cBUIETE€IBCTBO O POXKJICHUH.

<vrfStu> — cBemeHHMS O «ITOATBEPIKIACHHOCTHY

JIOKYMEHTOB, MOKET UMETh 3HAUCHHUSI:
“NOT_VERIFIED” — He noaTBepkIeH;

- “VERIFIED” — nonrBepxieH.

<series> — cepust JOKYMEHTA;

<number> — Homep TOKyMeHTa;

<issueDate> - mara BeIauMn JJOKYMEHTa,

<issueld> — xox nmojpasaencHus;
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URI

pecypca

Ne | 3ampammBaemoro

Onucanue pecypca

IIpenocraBiisieMble JaHHbIE

<issuedBy> — keM BbIjIaH;

<expiryDate> - cpok aeicTBUS JOKYMEHTA,;
<lastName> — ¢ammwmms (ans 3arpaHUYHOTO
nacropra);

<firstName> — umMs (Ji71s1 3arpaHUYHOTO MMACIIOPTA).

8. | /prns/{oid}/orgs

[Tepeuenb
OpraHu3alui,
COTPYAHUKOM
KOTOPBIX ABJIACTCA
naHHoe (Qusuveckoe
JIULO

[lepeueHb opraHu3anuii, COTPYAHUKOM KOTOPBIX
sBIsieTcsl (PM3UYECKOe JIMIO ¢ JaHHbIM {0id} (B
BUJE CCBUIOK Ha pecypc ¢ ykaszanuem {0id},
coJiep KAl TaHHbIC O KAXJI0W OpraHu3aIim)

9. | /prns/{oid}/kids

[lepeuens 3amuceit o
JIeTsAX (PU3UIECKOTO
Tuna

Ilepeyensr merell ¢usmyeckoro Jsuia (B BHIE
CCBUIOK Ha pecypc ¢ ykasanwem {Kid_id},
COJIEp KaIlMii JaHHbIE O KaXKJIOM peOeHKE)

id_id}

10. | /prns/{oid}/kids/{k

Ceenenust 00
OT/IEJIbHOM 3alluCu B
repeyHe JeTen
dbuznyeckoro numna

Heru:

<firstName> — ums pebenka;

<lastName> — ¢pamumus pedeHka,;

<middleName> — otuecTBO pebeHKa;

<birthDate> — nata poxaeHus;

<gender> — mour;

<snils> - CHUJIC;

<inn> - MHH;

<trusted> — npu3HaK MOATBEPIKICHHOCTH JTAHHBIX O

pebenke  (moaTBepkaensl  (“true”) /  He
noareepkaeHsl (“false”));
<updatedOn> — pgara mOCIEIHEr0 H3MEHECHHS

JaHHBIX O peOeHKe (3a7aeTcsi Kak KOJUYECTBO
cekyHn, npomenmux c¢ 00:00:00 UTC 1 suBaps
1970 rona)

11. | /prns/{oid}/kids/{k | ITepeuenn IlepeyeHp  JTOKyMEHTOB  peOCHKa  JaHHOTO
id_id}/docs JIOKYMEHTOB ¢usndeckoro nuima (B BUAE CCHUIOK Ha pecypc ¢
pebenka ykazanueMm {doc id}, coaepikamuii JaHHBIE O
(GHU3MYECKOro JHMIa | K&KJIOM JJOKYMEHTE)
12. | /prns/{oid}/kids/{k | Cencuus 00 | JIokyMeHTBI peOeHKa OMUCBHIBAIOTCS 110 aHAIIOTHH C
id_id}/docs/{doc_i | ornenpHOl 3amucu B | JOKYMEHTaMH Qu3udeckoro Jjuna. Jlus gereit
d} nepeyHe NPeAyCMOTPEHBbI  CIeayronme TUmbl  (<type>)
JOKYMEHTOB JOKYMEHTOB:
peOeHka “MDCL_PLCY” — nomuc OMC;
¢buznveckoro auIa “BRTH_CERT” - CBUJIETEIBCTBO 0
POXKICHHN .
13. | /prns/{oid}/vhls [Tepeuenn IlepeyeHbp TPaHCIOPTHBIX CPEACTB, KOTOPHIMH

3 Jliist mpoCcMOTpa TOJIHBIX JaHHBIX 0 peOeHKa C €ro JOKYMEHTaMH MOYHO MCIIOJIB30BaTh PeXKUM BeTpauBanus (embed). B
9THX HEJSIX He0OX0auMo caenath 3amnpoc Mmerogom GET mo cnenyromemy agpecy:
/prns/{oid}/kids/{kid_id}?embed=(documents.elements)
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URI

Ne | 3anmpammBaemoro | Onmcanue pecypca

Hpe)IOCTaBJ'IﬂeMBIe JAAHHBbIEC

pecypca
TPAHCHOPTHBIX BJIA/ICCT TAHHBIN MOJIH30BATEIb
CPEJICTB
14. | Iprns/{oid}/vhis/{v | TpancnoprHoe <name> — uMsi aBTOMOOMJIS (HarpuMep, MapKa Win
hl-id} CPeICTBO JPYroe MoJIb30BaTeIbCKOE OIMCAHHE);
MIOJIb30BATENS <numberPlate> — rOCyJapCTBEHHBIN

pErUCTPallMOHHBIN 3HAK;
<regCertificate> — naHHbIE CBUJCTEIBCTBA O
roCyJapCTBEHHOW pErucTpaluy, BKIIOYAeT B cels
aTpuOyTHI:

—  <series> - cepus CBUJICTEIbCTBA,

— <number> - HOMEpP CBUJICTEIbCTBA.

[Tpu oTOOpakeHUH BCEX KOJUIEKIIUI MCIIONIb3YETCSl MEXaHU3M paging.

[Ipumep oTBeTa Ha 3ampoC KOHTAKTHBIX JAHHBIX (DU3MUECKOTo Juna (PpparMeHt, pa3pbIBbI

CTPOK JaHbl JJis1 y100CTBa YTEHHUS):
{

"stateFacts":
"type" : "MBT" 0
"vrfStu":"VERIFIED",
"value":"+7(777)7777777"
}

["Identifiable"],

[Ipumep oTBeTa Ha 3ampoC KOHKPETHOTo ajapeca (usmyeckoro juia ((hparMeHT, pa3pbIBbI

CTPOK JaHbl JJisl y100CTBa YTEHHUS):
{

"stateFacts":["Identifiable"],

"eTag": "672951A704B88A0063A35C3F49409152B087A49A",
"id": 21423,

"type": "PRG",

"region": "BopoHexckas O6sacTb",

"addressStr": "BopoHexckas objiacThb, BopoHex ropox,
"frame": "5",

"fiasCode": "36-0-000-001-000-000-0000-0000-000",
"city": "Bopouex I'opom",

"countryId": "RUS",

[IKpn Masax-1 Teppuropua",

[Tpumep oTBeTa Ha 3amMpOC KOHKPETHOTO AOKYMEHTa (pusnueckoro nuua (pparMeHt, pa3pbIBbl

CTPOK OaHbI JJIA y,Z[O6CTBa ‘{TeHI/Iﬂ)Z

{

"stateFacts": ["Identifiable"],
"type":"RF PASSPORT",
"vrfStu":"VERIFIED",
"series":"3333",
"number":"333333",
"issueDate":"1383249600",
"issueId":"333333"

}

:HpHMep OTBC€TAa Ha 3alpOC KOHKPCTHOI'O0 TPAHCIHOPTHOIO CpCIACTBA @HBHQGCKOFO JMIa

(bparmeHT, pa3pbIBBI CTPOK JaHBI JIJIST yI0OCTBA YTCHHUS ):

{
"stateFacts": ["Identifiable"],
"name": "Xomma",
"numberPlate": "A1330H177",
"regCertificate": {
"series": "77YE",
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"number": "204623"

[Tpumep oTBeTa Ha 3ampOC BCEX TPAHCIOPTHBIX CPEACTB (PU3NYECKOTO JIMIA, MMOJYYEHHBIH C

o 32
HUCIIOJIb30OBAHHUEM BO3MOKXHOCTCHU BCTpPAWBAHUA ObparMeHT; Pa3pbIBbl CTPOK JdaHbI JJIA YHO6CTBa

YTCHUS):
{
"stateFacts": ["hasSize"],
"elements": [
{
"stateFacts": ["Identifiable"],
"id": 20,
"name" . "@Opﬂ",
"numberPlate": "0981TE177",
"regCertificate": {
"series": "1234",
"number": "567890"
}
} 4
{
"stateFacts": ["Identifiable"],
"id": 24,
"name": "VW",
"numberPlate": "A1330H99",
"regCertificate": {
"series": "2222",
"number": "222222"
}
}
] r
"size": 2

b.3 IIpoBepka daxkrTa ynajeHuss y4éTHOM 3aNIMCH U CBA3AHHBIX ¢ HEH

NMEPCOHAJIBHBIX IaHHBIX MoJIb30BaTeas u3 ECUA

Bb13oB nanHOW omepauuu mnpepoctanisier uHTerpupoBaHHbM ¢ ECHUA wnHdopmannoHHBIM
cucTeMaM JaHHble 00 ynaneHHbIX noinb3oBareidssx B ECHUA (upentuduxarop monb3oBatens). s
HOJyYCHUsI TIEPEUHs yIAICHHBIX MMOJb30BaTENel CHCTEMa-KIMeHT J0JDKHA HampaBuTh B https-agpec
REST-API cucrempt ECHUA 3anpoc meronmom GET. B 3ampoce nomkeH ObITH yKa3zaH pecypc,
coJiepKalMii HeoOXoAMMbIE JaHHble. B KkadecTBe 3TOro pecypca HCIOJIb3YeTCS CTaHAApTHBIN
UIEeHTU(UKATOp pecypca C TMEePCOHATBHBIMH JTaHHBIMU TI0JIh30BaTeleil (/prns), BO3BpAIIArOIIHI
NepevyeHb 3aperucTPUPOBAHHBIX B cHCTeMe Mojb3oBarenei (cM. pasgen b.2). Cnenmduxa BbI3oBa
JAHHOU OIlepalii COCTOUT B TOM, UTO 3aIPOC JOJKEH COAEPKATh CIEAYIOLIUE TapaMeTPhIL:

— <status> - craryc nonb3oBaTens, J0JKeH umeTh 3HaueHue “DELETED”;
— <updatedSince> - para, HauMHas C KOTOPOW HEOOXOJMMO OTOOpa3WTh YIAICHHBIX
noJsib30Barenel. 3amaercs Kak kounmdecTBo cexkyHh, npoweamux ¢ 00:00:00 UTC 1 sauBaps

1970 rona.

%2 3anpormenHsrii pecype: /prns/100000/vhls?embed=(elements)
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B 3anpoc momken ObiTh jo0aBiaeH header ¢ mapkepom gocTyma, MO3BOJISIOUIMM IOJIYYUTH
JOCTYII K TaHHOMY pecypcey (scope http://esia.gosuslugi.ru/tech_inf ¢ mapamerpamu).

[Tpumep 3ampoca (BbI30B cepBHca B cpesie pa3paboTKu):

GET /rs/prns?status=DELETED&updatedSince=1384218061 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8da403491c224c9e431cef9\r\n
Host: esia-portall.test.gosuslugi.rul\r\n
Accept: */*\r\n
\r\n
B kauecTBe oTBeTa nepeaacTcsa nepeyYCHb (bHBI/I‘ICCKI/IX JML, YOAJICHHBIX C YKaSaHHOﬁ JaThbl.
9T1O0T IEPEUYCHb NPCACTABIIACT co0OM CIHCOK CCBIJIOK Ha pecypc ¢ yKazaHHEM {Okﬂy COHerGHHHﬁ

UACHTU(PUKATOPHI BCEX YAANCHHBIX (PU3NYECKHX JIUI] C YKa3aHHOM B 3arpoce aThl.

b.4 IlpenocrasjieHre JaHHBIX U3 NPOPUISE OPraHU3ALUA

Jlnst mosydeHusl JaHHBIX 00 OpraHU3alusgAX CHCTeMa-KJIMEHT J0JDKHA HampaBuTh B hitps-ampec
REST-API cucrems: ECUA® 3anpoc metogom GET. B 3ampoce momkeH ObITH yKazaH pecypc,
cozepkanii HeoOxoaumble naHHble. Mnentugukarop storo pecypca B ECUA mmeer ciemyromuit
BUJI:

lorgs/{orgOid}/{collection_name}/{collection_entity id}, rae:

— 0rgS — KoJIeKIMs opranuzanuid, uMmeromuxcsa B ECUA;
— orgOid — BuyrpenHuii uaeHtuukarop opranmszaimu B ECUA; mis ompenenenus orgOid

COOTBETCTBYIOIICH OpraHU3auy He0OX0AMMO UCIIONb30BaTh atpudyT 0rgOid, mepenaromnuiics

B yTBepkaeHuIx SAML,;

— {collection_name} — ccbuika Ha mepedyeHb (KOJUIEKIMIO) THIIOB JaHHBIX OpPTraHW3aldH C
yKa3aHHBIM 0id, BO3MOXHbIEC 3HAUCHHS:

- CttS — xoHTaKTHBIC JJAHHBIC;

- addrs — anmpeca;

- Vhls — TpancniopTHBIE CpeCTBa,;

- brhs — ¢punmaner opranmzanum.

— {collection_entity _id} — BHyTpeHHMII HICHTH(PUKATOP KOHTAKTa, aapeca, TPAHCIOPTHOTO
cpeacTsa uiu ¢uimana.

B 3ampoc momxen ObiTh noGaBieH header ¢ mapkepoM J0CTyma, MO3BOJISIONIMM IMOJTYYUTh
JOCTYII K JaHHOMY pecypcy (SCOPE B 3aBUCUMOCTH OT IMOJTHOMOYHI CHCTEMBI).

[Tpumep 3ampoca (BBI30B cepBUCa B cpefie pa3pabOTKH):

GET /rs/orgs/1000000000 HTTP/1.1\r\n

% B Tecrooii cpene cepeuc pocrymen mo URL https:/esia-portall.test.gosuslugi.ru/rs/orgs
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Authorization:
Host: esia-portall.test.gosuslugi.ru\r\n
Accept: */*\r\n

\r\n

Bearer 75b2c7cbb8dad403491c224c9e431cef9\r\n

Jannsie, kotropeie ECHA Bo3BpamaeT B OTBET Ha 3aIpoC, MPEACTABICHBI B TaOIHUIIE 7.

Tabnuna 7 —IlapameTpsl OTBeTa Ha 3aMPOCHI O JAHHBIX OPraHUu3alun

URI
Ne | 3ampammBaemoro | Onucanue pecypca IIpexocraBisiemble TaHHbIE
pecypca

1. | /orgs/{orgOid} Jlanubie 00 | /lanHbIe 00 OpraHU3aLuK:
OpraHu3aIuu c | <shortName> — cokpamieHHOe HaWMEHOBaHHUE
UACHTUPHUKATOPOM OpraHu3alyy;
{orgOid} <fullName> - IOJTHOE HaMMEHOBAHHE

OpraHu3aIlny;

<type> — tumn opranuzanuu. [[is rocy1apcTBeHHbBIX
opraam3anuii — “AGENCY”, mns ropuamueckux
aun — “LEGAL”;

<ogrn>— OI'PH opranusanuu;

<inn> - UHH opranusanuu;

<leg> - Ko/ OpraHMU3aIMOHHO-TIPABOBOM (HOPMBI 110
o01Iepoccuiickomy KJ1acCU(pUKaTOpy
OpPraHU3aIIOHHO-TIPABOBBIX (POPM;

<kpp> - KIIII opranu3zamuu;

<agencyTerRange> — TEpPPUTOpPHUANIbHAS
NPUHALIEKHOCTh OI'B (TONBKO OISt
rOCYJ1IapCTBEHHBIX OpraHu3alNi, KOJl o
CIIPABOYHHUKY «CyOBEKTHI Poccuiickoii

deneparuny» (CCPD), nns Poccuiickoit denepanuu
ucnomaszyercs kog 00;
<agencyType> tun  OI'B
roCyJapCTBEHHBIX opraHH3auI/I171)34.

(Tonbko s

2. | lorgs/{orgOid}/brh | Ilepeuyens (umuanon
S OopraHu3aluun

[Tepedens ¢unmanoB opraHu3aiiu (B BUIE CCHUIOK
Ha pecypc C ykazanuem {branch_id}, conepxammuii
JTAHHBIE O KKIOM (HInae)

3. | lorgs/{orgQid}/brh
s/{branch_id}

CBeneHus 0
¢bunmane
OpraHu3alu

JlanHble 0 (unmae:

<name> — ums punuana;

<kpp> — KIIIT punuana;

<leg> — ko OpraHU3aIMOHHO-TIPABOBOI (OPMBI 11O
obepoccuiickomy KJaccu(puKaTopy
OpraHU3aI[MOHHO-TIPABOBBIX (GOPM.

Jisi mpocMOTpa KOHTAaKTHBIX JAHHBIX M aJpECOB

34
B Hacrosi1iee BpeMst HCIIONB3YIOTCSI CIAEAYIOLINE KOJIBI:
10.FED — ®enepanbHbIif OpraH UCTIOTHATEIEHON BIACTH;

30.FND — I'ocynapcTBeHHbII BHEOIOIKETHBIN (DOHIT;

11.REG — Opran ncnoaHHTENBHON BlacTh cyobekTa PD;

12.LCL — Opran MecTHOT0 caMOYIIpaBJICHUS;
20.GOV — T'ocynapcTBeHHOE YUIpPEXKICHHE;
21.MCL — MyHunumnaipHOe yUpeKICHHE.
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URI
3anpamMBaeMoro

pecypca

Onucanue pecypca

IIpenocraBiisieMble JaHHbIE

¢unmana cremyer BOCIOJIB30BAaThCS PeCypcamu
/orgs/{orgOid}/brhs/{branch_id}/ctts u
/orgs/{orgQOid}/brhs/{branch_id}/addrs
COOTBETCTBEHHO. CTpyKTypa 3THX PECypCOB
AHAJIOTMYHA PECypcam T'OJIOBHOW OpraHu3aluu

/orgs/{orgQOid}/ctts

[Tepeuenb
KOHTaKTOB
OpraHu3aluu

IlepeyeHs KOHTAKTOB OpPraHU3anuy (B BUJE CCHUIOK
Ha pecypc C ykasanmeM {Ctt_id}, comeprkamuit
JIaHHbIE O K&KJIOM KOHTAKTE)

/orgs/{orgQOid}/ctts
{ctt_id}

Caegeuns 00
OT/EIBLHOM 3aIlUCU B
Hepequ KOHTAKTOB
OpraHu3aIiu

KonrTakTHbIC TaHHBIC:

<type> — Tu 3anucH, MOKeT UMETh 3HAYCHHUS:
“PHN” — Tenedon;
“OFX” — dakc;
“OEM” — snexTpoHHAas mOYTA.

<vrfStu> — cBemeHHMS O «IIOATBEPIKIECHHOCTHY

KOHTAKTOB, MO>KET NUMETh 3HAUCHHUS:
“NOT_VERIFIED” — He noaTBep»*IeH;

- “VERIFIED” — nonrBepxeH.

<value> — 3HayeHHre KOHTAKTa

/orgs/{orgOid}/add
rs

Ilepeuenb anpecos
OpraHu3alu

[lepedyens anpecoB opranuszanuu (B BHJIIE CCBHUIOK
Ha pecypc C ykasanwem {addr_id}, comepkaiuii
JAHHBIE O KKJIOM aJipece)

/otg/{orgOid}/addr
s/{addr_id}

CaeneHus 00
OTIEJIbHOM 3aIiCH B
nepeyHe aJIpecoB
OpraHu3aIuu

KoHTakTHBIE 1aHHBIE:
<type> — THII 3a1HCH, MOXXET HUMETh 3HAUCHHS:
“OLG” — ropunuyeckuil ajgpec;
“OPS” — daxTuueckuii aapec;
<zipCode> — unuexc;
<countryld> — uneHtiduKaTop CTpaHsbI;
<addressStr> — angpec B BHIE CTPOKH (HE BKIIOYAsS
JIOM, CTpOEHHE, KOpITyC, HOMEp KBapTUPHI);
<building> — cTpoenue;
<frame> — kopmyc;
<house> — nowm;
<flat> — xBapTHpa;
<fiasCode> — xox ®PUAC;
<region> — peruox;
<city> —ropopn;
<district> — BHyTpUTrOpoICKO# paiioH;
<area> — painoH;
<settlement> — nmocenenue;
<additionArea> — non. TeppuTOpHs;
<additionAreaStreet> — yiuiia Ha J01. TEPPUTOPHUH;
<street> — ynuna.

/orgs/{orgQOid}/vhl
S

Ilepeuenn
TPAHCIIOPTHBIX
CpEACTB

[lepeyenr TpaHCHOPTHBIX
BIIQJICET JTAaHHAS OPTaHU3AIIH

CpCACTB, KOTOPBIMU

/orgs/{orgQid}/vhl

TpancnoptHoe

<name> - uMs aBTOMOOWISI (HarpuMep, MapKa WUIu
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URI

PEruCTPAaLlMOHHBIN 3HAK;
<regCertificate> — gaHHBIC CBHIETECILCTBA

aTpUOYTHI:
— <series> - cepusi CBUICTEIbCTBA;
— <number> - HOMep CBUETEIILCTBA.

Ne | zampammBaemoro | Onucanue pecypca ITpenocraBJisieMble TaHHbIE
pecypca
s/{vhl-id} CpPEICTBO JPYroe MoJIb30BATEILCKOE OMICAHKE);
OpraHu3aIuu <numberPlate> - rOCyIapCTBEHHBIH

(0)

rocyJapCTBEHHOM perucTpanuu, BKIOYAeT B cels

[Ipumep oTBeTa C KpaTKUM HAMMEHOBAHMEM OpraHu3aluy (paspbiBbl CTPOKU JaHbl IS

ynoOCTBa YTCHHS):
{

"stateFacts": ["Identifiable"],
"shortName": "Bauk"

[Ipumep oTBeTa C KOHTAKTHBIMU JAHHBIMH OO0 aJpecax OpraHu3allM IMPH HCIOIb30BaHUU

. 35
BO3MOXXHOCTEH BCTpauBaHus ~ (pa3pbIBbl CTPOKH JaHBI JIJIsl YA0OCTBA YTEHUS):

{

"stateFacts": ["hasSize"],
"elements": [

{

"stateFacts": ["Identifiable"],
"id": 62,

"type": "OLG",

"region": "Mockea I'opon",
"addressStr": "MockBa I'opon, AHrapckasa ymamuua'",
"countryId": "RUS",

"zipCode": "125635",

"street": "AHTapckas ymuua",
"house": "10",

"flat": "96"

}

] r

"size": 1

b.5 IIpenocrasjieHHe CIUCKA YYACTHMKOB OPraHU3aluM.

Jlnis mosmyyeHMst TaHHBIX 00 y4acTHUKAX OpraHU3allMy CUCTeMa-KINEeHT JOJDKHA HalpaBUTh MO
B https-agpec REST-API cucremst ECUA®® 3anpoc meromom GET. B 3ampoce 1oimkeH ObITh yKa3aH
pecypc, coaepxamuii Heobxonumble naHHble. Wnentudukarop storo pecypca B ECHUA wumeer
CIEYIOUTHIA BU JUISl TIONYYSHHsI CIIMCKA COTPYIHHKOB OpraHM3allid HEOOXOIMMO HCIIONB30BaTh Ufi

/orgs/{orgOid}/emps/{prn_oid}, rae:

% 3anpoc pecypca: /orgs/100000/addrs?embed=(elements)
% Cepsuc mocrynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs
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— emps — mepedyeHb (KOJUICKIMs) COTPYAHUKOB oOpraHu3anuii ¢ ganHeiv  {0rgOid}; s

onpenenenus: 0rgOid cooTBeTCTBYIOIICH OpraHW3alMd HEOOXOIMMO HCIOJIb30BaTh aTPHOYT

orgQid, nepenaromuiics B yrepskacHusx SAML;

- prn_oid — Buyrpennuii uaeHTH(Gukarop ¢pusndeckoro jaumna B ECUA.

B 3anpoc momken ObiTh jo0aBiaeH header ¢ mapkepom gocTyma, MO3BOJISIOUIMM IOJIYYUTH

JOCTYII K JaHHOMY pecypcey (scope http://esia.gosuslugi.ru/org_emps ¢ mapamerpamu).

[Tpumep 3ampoca (BbI30B cepBHca B cpesie pa3paboTKu):

GET /rs/orgs/1000000000/emps HTTP/1.1\r\n
Authorization:
Host: esia-portall.test.gosuslugi.rul\r\n
Accept: */*\r\n

\r\n

Bearer 75b2c7cbb8da403491c224c9e431cef9\r\n

Hannslie, kotopsie ECHA Bo3BpaiiaeT B OTBET Ha 3alpoc, MpeAcTaBiIeHbl B Tadbnuie 8.

Tabmunua 8 —[TapameTpsl oTBeTa Ha 3apoc 00 y9aCTHUKAX OPTaHU3AIIH

URI
Ne | 3ampammBaemoro | OmucaHue pecypca IlpenocraBJisieMble TaHHbIE
pecypca
1. | /orgs/{orgOid}/em | Ilepeuenn [TepeueHb COTPYAHUKOB TaHHOW OpraHu3anuu (B
ps COTPYAHHUKOB BHJIC CCHUIOK Ha pecypc C ykasanuem {prn_oid},
OpraHu3aIuH COZIEPIKAIIUi JTAHHBIC O KAKIOM COTPYIHHKE)
2. | lorgs/{orgOid}/em | [lanusie o | JlaHHBIE O COTPYIHHKE:
psH{prn_oid} COTpYHHKE <position> — JOKHOCTE;
OpraHu3aIuu c
UICHTH()UKATOPOM <chief> — cBeaeHHs 0 TOM, SIBISETCS JIU COTPYAHUK
{prn_oid} PYKOBOJIUTENEM OpraHu3aluu (B O3TOM cllydyae

uMmeeT 3HadeHue “true”) wiu Her (“false”);

<orgOid> — wunmeHTHdUKATOp  OpraHM3alUH,
COTPYHHUKOM KOTOPOH SIBJISIETCS TTOJIH30BATEb;

<brhOid> - UIeHTH(HUKATOD ¢dunmana
OpraHu3aldK, COTPYJAHHKOM KOTOPOH SIBISIETCS

IIOJIB30BATCJIb (ean COpr&HHK HpHCOGHHHCH K
drmany);

<blocked> — mnpu3Hak OJIOKHMPOBKH COTPYIHHKA
(umeeT 3HaucHMe “true” wam “false”).

Jliis mpocMoTpa nepedHs: COTPYAHUKOB (priIMaia OpraHu3alui He0OXOJUMO yKa3aTh B 3a1poce

napametp brhOid u 3HaueHue uaeHTHdUKATOpa COOTBETCTBYOMIETo (uinana. [IpuMep CChUIKH, 1O

KOTOpO# OyJIeT BO3BpallleH NepeueHb COTPYAHUKOB (unana ¢ uneHtuduxkaropom 1004082214:

https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000001/emps?brh0id=1004082214
HpI/I OT06pa)K€HI/II/I BCEX KOJIJICKI_II/Iﬁ (orgs, Cl’IlpS) HCIIOJB3YETCA MEXaHU3M paglng

IIpumep oTBeTa Ha 3ampoc

CBEICHUM O IIepeyHe

COTPYAHUKOB OpraHusanuu C

unertuduxaropom 1000000000 (hparmMeHT, pa3pbIBbl CTPOK AaHbI AJIs y100CTBA YTEHHUS):

{

"stateFacts": ["hasSize"],
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"elements": [
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/222896320",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/240612402",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/243280304",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/243280305",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/243280312",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/1000000008",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/1000000009",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/1000000385"
] r

"Size" . "8"

}

[Tpumep oTBETa C KOHTAKTHBIMU JAHHBIMU O COTPYIHUKAX OpPraHU3ALMM IPU UCIIOIb30BaAHUU

37
BO3MO>XHOCTH BCTpauBaHUsA  (pa3pbIBbl CTPOKU JaHBI ISl YA0OCTBA UTEHUS):
{

"stateFacts": ["Paginated", "FirstPage", "LastPage"],
"elements": [
{
"stateFacts": ["Identifiable"],
"prnOid": 1000000125,
"orgOid": 100000,

"chief": false,
"corporateContact": "mail@example.com",
"person": {
"stateFacts": ["Identifiable"],
"firstName": "lleTp",
"lastName": "Ilerpor",
"middleName": "IllerpoBmu",
"gender": "M",

"updatedOn": 1387519441

"stateFacts": ["Identifiable"],
"prnOid": 1000004892,
"orgOid": 100000,

"position": "PykoBomureyb",

"chief": true,

"person": {
"stateFacts": ["Identifiable"],
"firstName": "NBau",
"lastName": "lBaHOB",
"middleName": "VBaHoBUY",
"gender": "M",

"updatedOn": 1387466948

}
] r
"pageSize": 100,
"pageIndex": 1

b.6 IlpexocraBieHue cBeleHUI 0 BXOKIACHUHU MOJIb30BATE/ISI B TPYIIIbI

J1yis oNTydeHHsl TAaHHBIX O BXOXKJICHHUH ITOJIb30BATEIS B TPYIIIBI OPraHU3AIUN CUCTEMAa-KIHECHT
JIOJKHA HanpaBuTh 110 B https-agpec REST-API cucrembr ECUA® sanpoc meronom GET. B 3ampoce

JOJDKEH OBITh YKa3aH pecypc, coAeprKanuii He0OX0IMMbIe JaHHBIE.

3" 3anpoc pecypca: /orgs/100000/emps?embed=(elements.person)
%8 Cepsuc mocrynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs
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B 3anpoc momken ObiTh jo0aBiaeH header ¢ mapkepom gocTyma, MO3BOJISIOUIMM IOJIYYUTH

JOCTYI K JTaHHOMY pecypcy — scope http://esia.gosuslugi.ru/org_emps ¢ napamerpamu. i 10cTymna K

IMOJIHOMY II€PEUYHIO I'PYIIIL, BJIAACIIBIEM KOTOPBIX ABJIACTCA OaHHAas OpFaHH3aHHH,HCO6XOﬂHNISCOpe

http://esia.gosuslugi.ru/org grps.

[Ipumep 3ampoca (BbI30B cepBUCa B cpefie pa3pabOTKH):

GET /rs/orgs/1000000000/grps HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8dad03491c224c9e431cef9\r\n
Host: esia-portall.test.gosuslugi.ru\r\n

Accept: */*\r\n
\r\n

Hannsie, kotropeie ECHA Bo3BpamaeT B OTBET Ha 3ampoc, peacTaBieHsl B Tabmuia 9.

Tabmuna 9 —[TapaMeTpbl OTBETa Ha 3apOC O BXOXKIECHUH COTPYIHUKOB OPTaHU3aLUHU B TPYIIITHI

URI

pecypca

Ne | 3ampammBaemoro

Onucanmue pecypca

HpeHOCTaBHﬂeMble JAaHHbIC

S

1. | /orgs/{orgOid}/grp

[IepeueHnp
OpraHu3aluu

rpyIm

[lepeuens rpymm, BiIafelblieM KOTOPBIX SBISETCS
JlaHHasi opraHu3anys (B BUe nepeyHs cTpok grp_id
— YyKa3bIBaIONIMX HAa MHEMOHHMKY HMEIOIIUXCS B
pamKax JaHHOM opraHuzauuu rpynm). s
MOJTyYEHUs] ATOrO IMEpPEeUHs TPYII 3ampoc JOJKEeH
ObITh nM00OaBneH header ¢ mapkepom noctyma Ha
scope http://esia.gosuslugi.ru/org_ful

s/{grp_id}

2. | lorgs/{orgOid}/grp

JanHple o rpynmne
OpraHu3aluu c
MHEMOHUKOH  {Qrp-

id}

JanHsble o rpynme:
<name> — um#;
<description> — onucanue;

<system> — cBeZieHUs O TOM, SBJSIETCA JIM IpyMIa
CUCTEMHOH (B 9TOM cilyyae UMeeT 3HaueHue “true’™)
wiu Het (“false”).

Takxe npu 3anpoce JaHHBIX O KOHKPETHOM TPyIIIe
BO3BPAIIAIOTCS CCBUIKU (links) Ha
UH(POPMAIIMOHHBIE CHCTEMBI, K KOTOPBIM OTHOCSITCS
JIAHHBIE TPYIIIBI

3. | lorgs/{orgOid}/em
ps/{prn_oid}/grps

ITepeuenn TPYIIIL,
YJICHOM KOTOPBIX
SIBJISICTCS JTAaHHBIA
COTPYIHUK

[lepeyeHp Trpymm, UWIEHOM KOTOPBIX —SIBIISIETCS
COTPYAHUK C JaHHbIM {prn_oid} (B BHIe mepedHs
cTpok Qrp_id — yKa3bpIBalONMX HAa MHEMOHHUKY
UMCIOLIMXCS B paMKaxX JaHHOH OpraHu3aluu

rpyrm)

[Tpu 3anpoce nepeuHs IpyIil, WIEHOM KOTOPBIX SIBJISETCS AAHHBINA COTPYJHUK, OTOOpa)aeTcs

nepeueHb CChUIOK B cienyromieM Gopmare:

lorgs/{orgOid}/emps/{prn_oid}/grps/{grp_id}/{it_sys_id}, rume

it sys id — MHeMOHHKa

MH(OPMALIMOHHON CUCTEMBI, B paMKaxX KOTOpOil aeWcTByeT naHHas rpynma. [Ipumep ccbuiku Ha

rpymnmy:
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http://esia.gosuslugi.ru/org_grps

http://esia-portall.test.gosuslugi.ru/rs/orgs/1000000224/emps/1000000105/grps/ORG_ADMIN/ESIA
JlanHas cchuIKa 03HAYaeT, 4yTo mojb3oBarelb ¢ uaeHTudukaTopom 1000000105 kak coTpyaHUK

opranmzaiuu 1000000224 BkitoueH B TpymIy aAMHUHUCTPATOPOB MpOoQUis OpraHu3aluu
(ORG_ADMIN) cucremsr ECUA (MHOMOHUKa ESIA). BbIoiHUB 3ampoc MO JaHHOW CChUIKE MOYKHO
HOJYYUTH KPATKYI0 HH(POPMAIHIO O TPYIIIE, KOTOpas BKIIOYAET B CeOS.

— MHEMOHHMKY Trpymisl (grp id);

— Ha3BaHHe Tpynisl (Name);

— omnwucanue rpymmsl (description);

— IPU3HAK TOTO, YTO PYIIIA SBISETCS CHCTEMHOIT (System);

— MHEMOHHKA CHCTEeMbI-BIajiesbla rpymimsl (itSystem).

Hanpuwmep:

"stateFacts": [
"Identifiable"
] r
"grp id": "ORG_ADMIN",
"name": "AOMMHMCTPaATOPH Hpodmiasa opraHmzaumum",
"description": "CoTpyInHMKM OpTaHMBalUMM, MKMeKIMe NPaBO NPMIVIANaTbh COTPYOHMKOB, a TakXe BKJIOYATH
COTPYOHMKOB B Tpynnel gocrtyna',
"system": "true",
"itSystem": "ESIA"

Ecnu rpynna He sSBIseTCA CUCTEMHOM M HE NPUBSA3aHA HU K KaKOM CHCTEME, TO CChUIKA HA HEe
uMeerT creayroui gopmar:

lorgs/{orgOid}/emps/{prn_oid}/grps/{grp_id}

B kparkux gaHHBIX 00 3TOH rpymme aTpuOyT “system” Oyzmer umets 3HaueHue “false”.

IIpu 3ampoce mepedyHs TPy, YWIEHOM KOTOPBIX SBIAETCA NaHHBIA COTPYAHHMK, HMEETCS
BO3MOKHOCTh MOJIYYUTh TOJIBKO T€ TPYMIbI, KOTOPbIE OTHOCATCA K OIpeaesieHHONW MH()OpMaIMOHHON
cucreme. [l 3TOro HEOOXOOMMO J00AaBUTH YCJIOBHME Ha OTOOp TpyMHN BBIOPAaHHON CHCTEMBbI
(itSystemName), paBHOe MHEMOHHMKE JIAHHOW cHCTeMbl. [IpuMep 3ampoca Ha TONyYeHHE TPYII

cuctembl ECUA (ESIA), B KOTOpBIE BKITIOYCH COTPY/THHK:

GET /rs/orgs/1000000224/emps/1000000105/grps?itSystemName=ESIA HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8da403491c224c9e431cef9\r\n

Host: esia-portall.test.gosuslugi.ru\r\n

Accept: */*\r\n

\r\n

b.7 YupasiieHue T1aHHBIMHM OPraHU3aLUMN

[Tporpammubie uHTepdeiicel Ha ocHoBe REST obecrneunBaioT BO3MOXXHOCThH yIIPaBICHUS
JAHHBIMH ~ OpTaHW3aIMk JiIi  WHQPOPMAIMOHHBIX CHCTEM OJTOW opranm3anuu. OobecreueHa

BO3MOKHOCTB:
— U3MEHATh JaHHbIe NPOoQUII OpraHu3aluiy;
— yOpaBiATh NPUITIAILIEHUSAMHU JODKHOCTHBIM JuIaM, 3aperucrpupoBaHHbiM B ECHA, Ha
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IIPUCOECIMHEHNE K YYETHOM 3allUCH COOTBETCTBYIOLIEH OpraHU3allly;

— yOpaBIATh CAYKEOHBIMU JaHHBIMU NMPUCOCTUHEHHBIX COTPYIHHKOB, & TakKkKe OJOKHpPOBAaTh U

YAAJIATh JOJKHOCTHBIX JIMI OpraHu3alluu,

— yOpaBisATh MOJHOMOYHUSMH JOKHOCTHBIX JIMIl IOCPEJCTBOM M3MEHEHHs] MX YJICHCTBA B
rpymnmax J0CTyIa;

— TPEAOCTaBIATH M OT3BIBATH JIOCTYI K HEMYOJIUYHBIM TPYIIaM,

— 100aBJATh U U3MEHSTH JaHHbIE (PUITNATOB OpraHU3aIUH.

Jlnst OCyIIECTBICHUS JIaHHBIX OIEpalid CHCTeMa OpraHM3alliH JO0JDKHA HarpaBuTh B hitps-
anpec mporpammuoro uHTepdeiica ECUA 3ampoc meromom POST, PUT wmm DELETE. [lanubii
3anpoc B 00IIeM BUJIE BKIIIOUAET B ce0sl HOBbIE aTpuOyThl opranusamuu. Kpome Toro, 3anmpoc qoiKeH
BKJIIOUYATh B ce0s CIeNYIOUINE TaHHBIE:

— Mapkep J0CTyIa, BBIAHHBIN cucTeMe Ha SCOPe (B 3aBUCUMOCTH OT IMOJHOMOYUN CHCTEMBI) C
napamMeTpom 0rg_0id, MpUHUMAONIMM 3HAYCHHUE HICHTH()HUKATOpa OpraHU3allHiH;
— Ter 00beKTa — METKa U3MEHsAEMOro 00beKTa (3Ta MeTKa yKa3biBaeTcs B 3arosioBke “If-Match” u

B psiJie cay4aeB B Tele 3ampoca B mapamerpe "eTag");

Hns monmyyenus wuHGOpMAMM O METKE H3MEHIEMOro O0beKTa HEOOXOAMMO ClEeNaTh
cTaHfapTHBIN 3anpoc MeTogoM GET Ha momyueHue nM3MeHseMOro pecypca — KOHKPETHBIX JaHHBIX
OpraHu3anuu (€ciau MocleAyIINi 3anpoc JefaeTcs Ha ajpec KOHTeiHepa, To TpedyeTcs yKa3blBaTh
TEr KOHTEHHepa).

[Tpumep METKH U3MEHAEMOT0 00bEKTa (BBIICTICHO MOTYKUPHBIM MIPUPTOM):

"stateFacts": [
"Identifiable™

] r
"eTag": "4C50511FD3F404974C9AC8AB9C15683378DCO5SF8",

"oid": 1000000001,

"shortName": "TecToBas opraHmuzauusa",
"fullName": " TecroBasa opraHmsauma "
"type": "LEGAL",

"ogrn": "1047702026701",
"inn": "0000000000",
"leg": "65142"

B.7.1 N3meHeHue JaHHBIX NPOPUJIS OPraHU3ANUN
HpOFpaMMHBIﬁ HHTCp(I)CﬁC TO3BOJIACT BBIITOJIHUTD CICAYIOMINUEC OIICPALUN:
— 3a7aTh (MI3MEHUTH) OPraHU3aLMOHHO-TIPABOBYIO (POpPMY OpraHHM3aluu;
— 3a4aTb, UBMCHUTb U YAAINUTH CJ'Iy>KC6HLIC KOHTAaKThbI OpraHru3alnun (aﬂpec 3JI€KTpOHHOI71 IIOYTHI,
HOMep TenedoHa u (akca).

— 3a1aTb, UISMCHUTH U YIAJIUTH MMOYTOBBIM aZipeC OopraHnu3anunu,
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— 3aJaTb, UBMCHUTH U YAAJIUTh TPAHCIIOPTHEIC CPEACTBA OpraHu3aliu.

Bb.7.1.1PegakTnpoBanue OpraHu3alMOHHO-NIPABOBOIi (POPMBI OPraHu3aluu
Jlis u3MeHeHus: OpraHu3al[MOHHO-TIPABOBOM ()OPMBI OpPTraHU3AlMU JIOJKEH OBITH BBIOJHEH
3arpoc MetogoM POST ma https-agpec mporpammuoro matepdeiica ECUA¥®. B 3aromnoske 3ampoca
JOJDKeH OBITh yKa3aH MapKep JOCTyma M Ter oObekTa (MeTKa, MOJydeHHas MpU 3ampoce pecypca
https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid}). B Temo 3ampoca 10KHBI ObITh BKIFOUYCHBI:
— <eTag> — ter u3MeHseMOro 00beKTa (JTaHHBIX OPraHU3aIiN);
— <leg> - HOBBIH KO OpraHM3alMOHHO-NIPaBOBOM  (GoOpMBI 1O  OOIIEPOCCHIICKOMY
KJ1accu(hUKaTOpy OPraHU3aIMOHHO-TIPABOBBIX (POPM.

[Tpumep 3ampoca (pa3peIBbI CTPOKH AaHbI JUI yI00CTBA YTCHU):

POST /rs/orgs/1000000001 HTTP/1.1

Host: esia-portall.test.gosulsugi.ru

Authorization: Bearer
eyJhbGci0iJSUZzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6oMX0.HeKYMBlwx4LAE-dEnAw9cDLrky—
g51330827J-pO0iNC6Zct-KrZerA3AE6MTaHMicggdrJls4lBg

Content-Type: application/json

If-Match: "DC48A40EEEE25605ED940193398AF417EE752055"

Cache-Control: no-cache

{"eTag": "DC48A40EEEE25605ED940193398AF417EE752055",
"leg": "65142"}

B kauectBe otBeTa ECUA BO3Bpallac€T JaHHbIC OpraHmu3alnun C U3MEHEHHOM OpraHu3allMOHHO-

paBoBOil (HOPMOH.

Bb.7.1.2PegakTHpoBaHue KOHTAKTOB OPraHU3AUH
Jns mo0GaBieHHs] KOHTAKTa OpraHU3aIlMH TOJDKEH ObITh BBIMIONHEH 3ampoc metoaoM POST Ha
https-aapec nmporpammuoro uHTEpdEiica ECHA®. B 3aronoske 3ampoca J0JDKEH ObITh yKa3aH MapKep
JOCTyla M Ter KOHTeWHepa ¢ aapecamu (MeTKa, MOJIydueHHas MPH 3ampoce pecypca https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid}/ctts). B temno 3anpoca A07KHBI OBITH BKIFOUEHBI:
— <type> — Tmm pgo0aBisieMOro KOHTakTa, mnpuHUMaeT 3HaueHue “OEM” mis anapeca
anekTpoHHoU ouThkl, “OPH” — tenedona, “OFX” — dakca,
— <value> — 3HaueHue KOHTAKTA.

[Tpumep 3ampoca (pa3pbIBbI CTPOKU JAaHbI I yI00CTBA YTEHUSA):

% Cepeuc mocrynen o URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}
%0 Cepauc mocrynen o URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/ctts
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POST /rs/orgs/1000000001/ctts HTTP/1.1

Host: esia-portall.test.gosulsugi.ru

Authorization: Bearer
eyJhbGci0iJSUzIINiIsInNidCI6ImF]jY2VzcyIsInR5cCI6IkpXVCIsInZlciI6MX0.HeKYMBlwx4LAE-dENnAwW9cDLrky—
g5133Q827J-pOiNC6Zct-KrZerA3AE6MTaHMicgqJdrJls4LBg

Content-Type: application/json

If-Match: "DC48A40EEEE25605ED940193398AF417EE752055"

Cache-Control: no-cache

{ "type" : "OEM" ,
"value": "test@test.com"}

s u3MeHeHusl KOHTaKTa OpraHM3aliy J0JDKEH OBbITh BBIMONHEH 3arnpoc merogoM POST Ha
https-agpec nporpammuoro uaTepdeiica ECHA*. B saronoske 3amnpoca JI0JDKEH OBITh yKa3aH MapKep
JocTyma W Ter oObekra (MeTka, TMOJydYeHHas Tpu  3ampoce  pecypca  https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid}/ctts/{ctt_id}). B Tesno0 3anpoca 10/KHBI OBITH BKJIFOUCHBI:

— <eTag> — Ter u3MeHs1eMoro o0beKTa (KOHTaKTa);

— <type> — Tun U3MEHAEMOro KOHTaKTa, MpruHUMaeT 3HaueHue “OEM” mis aapeca 35eKTpOHHON
noutsl, “OPH” — tenedona, “OFX” — dakca;

— <value> — 3HaueHne KOHTAKTA.

[Tpumep 3ampoca (pa3peIBbI CTPOKH AaHBI JUI yA00CTBA YTCHU):

POST /rs/orgs/1000000001/ctts/58099 HTTP/1.1

Host: esia-portall.test.gosulsugi.ru

Authorization: Bearer
eyJhbGci0iJSUZIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6oMX0.HeKYMBlwx4LAE-dEnAw9cDLrky—
g51330827J-pO0iNC6Zct-KrZerA3AE6MTaHMicggdrJdls4LBg

Content-Type: application/json

If-Match: "Ol1EABOAB1B69D4178158841E8096AE5DD9A233C "

Cache-Control: no-cache

{ "eTag": "O011EABOAB1B69D4178158841E8096AES5DD9A233C",
"type": "OPH",
"value": "+7(999)9999888" }

M3MeHeHne KoHTaKTa BO3MOXKHO U 0e3 ykazanus B URL 3anpoca naentugukaropa KOHTaKTa, B
3TOM clly4ae KOHTAKT OyJieT U3MEHEH, HO eMy OyZeT IPUCBOEH APYrod UIeHTH(PUKATOP.

Jlnis ynaneHus KOHTaKTa OpraHU3aliy J10JKeH OBbITh BBINOJIHEH 3anpoc MetogoM DELETE na
https-aapec nmporpammuoro uHTEpdeiica ECHA*. B 3aronoske 3ampoca J0JDKEH ObITh yKa3aH MapKep
JOCTYIa U TET yIAIIeMOro 00BEKTa.

[Tpumep 3ampoca (pa3pbIBbI CTPOKU JAaHbI I yI00CTBA YTCHUSA):

DELETE /rs/orgs/1000000001/ctts/58099 HTTP/1.1

Host: esia-portall.test.gosulsugi.ru

Authorization: Bearer
eyJhbGciO0iJSUzIINiIsInNidCI6ImEFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6MX0.HeKYMBlwx4LAE-dEnAw9cDLrky—
g5133Q0827J-pOiNC6Zct-KrZerA3AE6MTaHMicggdrJls4LBg

Content-Type: application/json

If-Match: "DC48A40EEEE25605ED940193398AF417EE752055"

Cache-Control: no-cache

* Cepauc nocrynen o URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/ctts/{ctt_id}
%2 Cepauc nocrynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/ctts/{ctt_id}
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B.7.1.3PenakTupoBaHue NoYTOBOI0 aJpeca OPraHu3aIun

Jns noGaBiieHUsT TIOYTOBOTO ajpeca OpraHu3ali HEOOXOJMMO CJAeNaTh 3alpoc METOJ0M
POST na https-aapec nmporpammuoro unrepdeiica ECHA®. 3aronosok 3ampoca J0HKEH BKIIIOYATh B
ceOs Mapkep IOCTylla M Ter KOHTeiHepa aapecoB (MeTKa, MOJy4YeHHas MpH 3alpoce pecypca
https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid}/addrs).

Teno 3ampoca JOMHKHO BKJIIOYATH CIEIYIOIINE JaHHbBIE (YKa3bIBAIOTCS BCE JAHHBIE, KOTOPHIC

JOJI?KHBI OT06pa)KaTBCH B aaApeCe 3TOro TI/IHa)Z

T aapeca (type), npunumaet 3nadenue "OPS";

— peruoH (region);

— xox ®UAC (fiasCode);

— crpoka aapeca (addressStr), Hanpumep, "Mocksa ropon, Tsepckas ynuna";
— wuaentudukarop crpansl (countryld), ans Poccun — "RUS";
— mouroBbsli nHACKC (zipCode);

— ynuna (street);

— n1om (house);

— kBaprtupa (flat);

— xopmyc (frame);

— crpoenue (building).

[Tpumep 3ampoca (pa3peIBbl CTPOKU AaHbI U1 yI00CTBA YTEHUA):

POST /rs/orgs/1000000001/addrs HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0
Content-Type: application/json

If-Match: "DE3372D5A4E2499C38C24E03C1919C9CASTFCFT78"

Cache-Control: no-cache

{
"type": "OPS",

"region": "IllckoBckasa OBjacTs",

"fiasCode": "60-0-010-001-000-000-0176-0000-000",

"addressStr": "IlIlckoBckasa obBjacTb, HeBenbckmit parnioH, HeBesb ropoxnm, HeBenb 1 nocesiok u (mpwm)
cranuus (1) ",

"city": "HeBesnb T'opon",

"area": "HeBemnbckum Parion",

"countryId": "RUS",

"zipCode": "182500",

"street": "HeBesnp 1 Ilocesok m(npm) craHuwmsa (m)",

"house": "5",

"flat": "5"

HN3meHenune aapeca OCYHICCTBIIACTCA IIO0 aHaJIOTHU C HO6&BHGHHGM; HCOONIYCTUMO ACIaTh

3aIpoC ¢ yKa3aHUEeM KOHKPETHOTO HICHTH(HUKATOpA aapeca.

8 Cepauc nocrynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/addrs
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Jlist ynaneHwsl MOYTOBOTO ajpeca OpraHu3aluu HEoOXOJUMO CAeNaTh 3ampoc METOAO0M
DELETE Hna https-anpec nporpamMHoro unrepgeiica ECHA*. 3aromoBox 3ampoca JOJDKEH BKII0YaTh
B ce0s Mapkep JI0CTylma M Ter yaajaseMmoro azapeca (MeTka, IMOJIydeHHas IpH 3ampoce pecypca
https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid}/addrs/{addr _id}).

[Tpumep 3ampoca (pa3pbIBbI CTPOKU AaHbI JUI y0OCTBA YTCHUS):

DELETE /rs/orgs/1000000001/addrs/13854 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0
Content-Type: application/json

If-Match: "DE3372D5A4E2499C38C24E03C1919C9CA97FCF78"

Cache-Control: no-cache

Bb.7.1.4YnpaBiieHne TPAaHCIOPTHBIMHU CPeICTBAMM OPraHU3aLMU
Jliis m00aBiaCHMS 3allMCH O TPAHCIIOPTHOM CPEJICTBE HEOOXOIMMO CleNaTh 3ampoc Ha https-
azpec mporpammuoro uuTepdeiica ECUA meromom POST®. 3aromoBok 3ampoca 10KeH BKIIOYATH B
ceOst Mapkep J0CTyma, Ter KOHTEHHepa TPAaHCIOPTHBIX CPeACTB (METKa, MOJyYeHHAs MU 3ampoce
pecypca https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid}/vhls).
Teno 3anpoca 10JKHO BKJIIOYATH CIIEAYIOIINE JaHHbIE:
— <name> — Ha3BaHHE TPAHCIOPTHOI'O CPEACTBA;
— <numberPlate> — rocyaapcTBeHHbIf HOMEPHOM 3HAK;
— <regCertificate> — nanHbIe CBUIETEILCTBA O PETHCTPAIMH:
- <series> — cepwus;
- <number> — Homep.

ITpumep 3ampoca:

POST /rs/orgs/1000000001/vhls HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json
If-Match: "3FEA16CB36AFC793234553C1C7CAAF89CD79A32D"
{
"name": "BA3",
"numberPlate": "A1330H199",
"regCertificate": {
"series": "1234",
"number": "123456"
}
}

Jlyis M3MEHeHMsl 3alKiCh O TPAHCIIOPTHOM CPEJICTBE HEOOXOIMMO ciesaTh 3ampoc Ha https-
" 4
anpec nporpammuoro uatepdeiica ECUA metomom POST ® 3aromoBok 3ampoca JI0JDKEeH BKII0YATh B

ceOs Mapkep IOCTymHa, TEr 3alMCH TPAHCIOPTHOTO cpeiacTBa (METKa, MOJyYeHHas MPH 3ampoce

pecypca https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid}/vhls/{vhl-id}).

* Cepsuc mocrynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/addrs/{addr_id}
* Cepauc nocrynen o URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/vhls
%8 Cepauc mocrynen o URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/vhis/{vhl_id}
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Terno 3anpoca A0KHO BKIIOYATH CIICAYIOIINE JaHHbIC:

— <eTag> — Ter 3amucy TPaAHCIIOPTHOTO CPEJICTRA;

— <name> — Ha3BaHWE TPAHCIIOPTHOTO CPEICTBA,;

— <numberPlate> — rocymapcTBEeHHBII HOMEPHOI 3HAK;

— <regCertificate> — qaHHbIC CBUICTEIILCTBA O PETUCTPALIUU:
- <series> — cepus;
- <number> — HoMmep.

[Tpumep 3ampoca (pa3pbIBbI CTPOKU AaHbI JUI yA0OCTBA YTCHUS):

POST /rs/orgs/1000000001/vhls/1000037688 HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
If-Match: "3FEA16CB36AFC793234553C1C7CAAF89CD79A32D"
{
"eTag": "3FEA16CB36AFC793234553C1C7CAAF89CD79A32D",
"name": "Homeni BA3",
"numberPlate": "A1440H199",
"regCertificate":{

"series": "1234",

"number": "123456"

}
}

Jlyis ynajieHus 3aucu 0 TPAHCIIOPTHOM CPEICTBE HEOOX0IuMO cenaTh 3anpoc Ha https-ampec
nporpammuoro uatepdeiica ECUA meromom DELETEY. 3aromoBok 3ampoca DOIDKEH BKIIOYATH B
ce0Os Mapkep IOCTyIa, TEr 3alMCH TPAHCIIOPTHOTO cpeiacTBa (METKa, MOJydeHHas MpH 3ampoce

pecypca https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid}/vhis/{vhl-id}).

[Tpumep 3ampoca (pa3pbIBbl CTPOKU JAaHbl AJIs1 y100CTBA UTEHUS):

DELETE /rs/orgs/1000000001/vhls/1000037688 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json

If-Match: "F040CD4DD62478E6843177FF33BB6BA1AFSECEFSE"

Cache-Control: no-cache

b.7.2 YnpaBieHue npurjameHusiM1 J0J)KHOCTHBIM JIMIAM,
3apeructpupoBanubiM B ECHUA, Ha npucoeIHeHUe K YY€THOM 3aluCcH

COOTBCTCTByIOHIeﬁ opraHm3anuu
[Tporpammusrit uaTepdeiic ECUA mo3BossieT BBIMOTHATE Clieaytonye GyHKIIM:
— TPOCMOTP OTMPABJIECHHBIX, HO HE MPUHSATHIX MPUTTIAIICHUN;
— (opmupoBaHNE HOBOTO MPUTIIAIICHHUS,
— OT3bIB paHEE OTIIPABIECHHOTO MPUTIALIEHUS.

Jlnst mpocMoTpa OTIPABICHHBIX MPHIJIANICHHNA HEOOXOAMMO cienaTh 3ampoc Ha https-aapec

4T Cepsuc mocrynen o URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/vhis/{vhl_id}
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. 48
nporpammuoro unrepdeiica ECUA meronqom GET™. 3aronmoBok 3ampoca T0mKeH BKIIOYAaTh B cebs

mapkep pocrymna. [Ipumep 3anpoca:

GET /rs/orgs/1000000001/invts HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc

B kauectBe oTBeTa ECHUA BO3BpalliaeT nepeyeHb MpUrialleHuii Ha MPUCOCIUHEHUE K JaHHOU

opranuzanuu. [Ipumep orBera:

{

"stateFacts": [

"LastPage",
"Paginated",
"FirstPage"

"pageSize": 10,
"pageIndex": 1,
"elements": [

"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000001/invts/671621",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000001/invts/671620",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000001/invts/671600"

ﬂﬂﬂ MMOJIYYCHHA HaHHBIX 00 OTACIIbHOM IIpUIJIAIICHUK HCO6XOHHMO BBIIIOJIHUTL 3aIIpOC

merogomM GET mo agpecy ¢ HaHHBIMH KOHKPETHOro mpHriamenus. Kaxkmoe mpurianenue

OIMIMCBIBACTCA CICAYIOIIHUMU ITapaMETpaMu:

<invtld> — upenTudukaTop NpPUrIALICHUS;

<eTag> — Ter 3anucu NpUrIaleHus;

<email> — agpec, Ha KOTOPBIit OBLIO OTIPABICHO MPUTJIALICHHE;
<firstName> — ums npuriamaeMoro cCoTpy/HUKa,;

<lastName> — ¢amuiIHs IPUTITANIAEMOT0 COTPY/IHUKA;

<middleName> — oT4ecTBO MpHIIIANIAEMOT0 COTPYIHUKA (HEOOS3aTEIBHO);
<snils> — CHUJIC npwuriamiaeMoro coTpyaHuka (Heo0s3aTelIbHO);

‘6'77

<status> — craTyc mpurianieHus (MpuHUMaeT 3HadeHue “A” (aKTUBHO) U (MHULIMUPOBAHO,
HO HE OTIPABJICHO));

<createdOn> — nara oTnpaBlieHHs TPUTITALICHUS;

<groups> — rpymnmna, B KOTOpyi0 OyJeT BKJIIOYEH I0JIb30BaTeNb (yKa3bIBae€TCsl MHEMOHHUKA

rpymnnbl) (HE0Os3aTENbHO).

%8 Cepauc nocrynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/invts

109



IIpumep onucanus IpUTTIALLICHUS:

"stateFacts": [
"Identifiable"
]I
"eTag": "E4EFE25E314136A0EBODC4EB68DF4B5C185D3E4E",
"invtId": 671600,

"email": "test@mail.ru",
"firstName": "lBan",
"lastName": "VBaHOB",
"middleName": "Bramummposum",
"status": "A",
"createdOn": "23.10.2015",
"groups": [

"ORG ADMIN"

]

YT1oObI OTIIPABUTH MPHUIIIAIICHHE, HEOOXOIUMO CeaTh 3anpoc Ha https-aapec mporpaMMHOro
untepdeiica ECUA metonom PUT*. 3aronosok 3ampoca JOHKEeH BKIII0YaTh B ceOst MapKep JI0CTyIa, a
TEJIO 3ampoca J0JDKHO BKIIOYATh CISAYIOIINE TaHHbBIE:

— <email> — agpec, Ha KOTOPBIi OTIIPABIIATH MPHUTIIAIICHHE;

— <firstName> — ums nmpuriamaeMoro COTpyIHHKa;

— <lastName> — pamuius IpUrIaIaeMoro COTpy/AHMKA;

— <middleName> — oTuecTBO MpPHUIIIAIIIAEMOT0 COTPYAHUKA (HEO0S3aTEIbHO);
— <snils>— CHUJIC npuriamaeMoro coTpyaHuika (Heo0s3aTe/IbHO).

[Tpumep 3ampoca (pa3pbIBbl CTPOKU AaHbl AJIs y100CTBA UTEHUS):

PUT /rs/orgs/1000000001/invts HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer
eyJhbGci0iJSUZzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0eyJleHAIOJEONDYyMTU2ND
Content-Type: application/json

Cache-Control: no-cache

{
"email": "test@yandex.ru",
"snils": "000-333-333 66",
"firstName": "Mumxawun",
"lastName": "lBaHOB",
"middleName": "VBaHOBMUY"

UroObl yianuTh MpHUIIAIIeHHe, HEOOX0IUMO cienarh 3anpoc Ha https-agpec mporpamMmHOro
untepdeiica ECHUA metonom DELETE®. 3aromoBok 3ampoca JOJDKEH BKIIIoYaTh B ce0s Mapkep

nocrymna. [Ipumep 3ampoca:

DELETE /rs/orgs/1000000001/invts/671774 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer
eyJhbGciO0iJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6oMX0eyJleHAIOJEONDYyMTU2ND
Content-Type: application/json

Cache-Control: no-cache

%9 Cepauc nocrynen o URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/invts
% Cepauc nocrynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/invts/{invt_id}
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Bb.7.3 Ynpasienue ciy:xe0HbIMH JaHHBIMHU MPUCOCAUHEHHBIX COTPYAHUKOB, a

TaKKE 6JIOKI/IpOBKa n yI1aJ€HHUE NO0IKHOCTHBIX JIUI OpraHu3anun
st M3MEHEHHsI TaHHBIX COTPYAHUKA OpraHU3allid, B TOM YHCJIE — W3MEHEHUs NpHU3HaKa
OJOKMPOBKH — HEOOXOIUMO caenaTh 3ampoc Ha https-agpec mporpammuoro unatepdeiica ECHUA
METOI0M POST®!. 3aronosok 3ampoca JOJDKEH BKIIIOYaTh B ce0s MapKep JO0CTyma, Ter JaHHBIX
COTpPY/IHUKA (meTka, HOJTyYCHHAS npu 3anpoce pecypca https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid}/emps/{emp_id}).
Temno 3ampoca TOHKHO BKIIIOYATh CIIEAYIONINE JaHHbIC (BCE MMapaMeTphbl 00s3aTeIIbHbI):
— <eTag> — Ter JaHHBIX COTPYAHUKA;
— <position> — 10JKHOCTh COTPYIAHUKA;
— <corporateContact> — agpec JIeKTPOHHON TOYTHI COTPYTHUKA,
— <blocked> — npusnak 6mokupoku (“false” — ne 3aba0kupoBaH, “true” — He 3a0JI0KHPOBaH).
Eciu kakoii-nmubo mapametp He OyneT yka3aH, TO OH OyJeT OUHIICH.

[Tpumep 3ampoca (pa3peIBbI CTPOKH AAaHbI UI yI00CTBA YTCHUA):

POST /rs/orgs/1000000001/emps/1000000128 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer
eyJhbGci0iJSUZzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0eyJleHAIOJEONDYyMTU2ND
Content-Type: application/json

If-Match: "523E509CBEB781E992EFC503CBC878AC67BAD414"

Cache-Control: no-cache

{
"eTag": "523E509CBEB781E992EFC503CBC878AC67BAD414",
"position": "mosxHOCTB",
"corporateContact": "test@example3.com",
"blocked": false
}

JInst ynaneHWs COTpYAHHKa HEoOXOIMMO cnenarh 3ampoc Ha https-anpec mporpamMmHOro
untepdeiica ECUA metonom DELETE®. 3aromoBok 3ampoca JOJDKEH BKIIIOYaTh B ceOs Mapkep

nocrymna. [Ipumep 3ampoca:

DELETE /rs/orgs/1000000001/emps/1000000128 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json

b.7.4 YnpaBiieHue NOJTHOMOYUAMHU A0JKHOCTHBIX JIUI] OCPEACTBOM M3MEHEHMSI

X YJICHCTBA B rpyunmnax aocryia

YT00OBI BKIIFOYUTH COTpYAHUKA B T'PYIIITY, HCO6XOI[I/IMO 3HATh €ro I/I,Z[CHTI/I(I)I/IKaTOp, MHCMOHUKY

rpynimbl ©® MHCMOHUKY CUCTCMBI, K KOTOpOﬁ IMPUHALJICIKUT OdaHHAd IpyIlIia.

> Cepauc nocrynen o URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/emps/{emp_id}
%2 Cepauc mocrynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/emps/{emp_id}
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JobaBiieHre cOTpyAHUKA B TPYIIY OCYIIECTBIsieTCs 3anpocoM Merogom PUT Ha cienyromuit

https-aapec nporpammuoro untepdeiica ECUA:

https://esia-portall.test.gosulsugi.ru/rs/orgs/1000000001/emps/{emp_id}/grps/{grp_id}/{it sys_ id}
[Mapametp <it_sys_id> — MHEeMOHHKa HHPOPMAIIMOHHOW CUCTEMBI, B paMKax KOTOPOW cO3/1aHa

nannas rpynna. [Ipumep 3amnpoca:

PUT /rs/orgs/1000000001/emps/1000023747/grps/ORG_ADMIN/ESIA HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc

Jannplii 3ampoc BKIOYaeT coTpyaHuka ¢ wuuaeHTH(ukaropom 1000023747 B rpynmy
«AIMHUHHUCTPATOPBI NPOQUIIS OpraHu3aumny», npuHaaexamein ECHUA.

JIns MCKITFOYEHMST COTPYAHUKA M3 TPYIIBI HY)KHO BBI3BaTh mporpaMmmubiid uHTepdeiic ECUA
M0 YKa3aHHOMY BbIIIE ajpecy (aapec Ay JoOaBICHHsS COTpyAHHMKA B rpymmy) metonom DELETE.

[Tpumep 3ampoca:

DELETE /rs/orgs/1000000001/emps/1000023747/grps/ORG ADMIN/ESIA HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc

B.7.5 YnpasieHnue 10cTynomM K HenmyOJJTHYHBIM IPyIIIaM

[IporpamMMHBbIii  MHTEP(EUC TO3BOJIAET MPEIOCTABUTh JPYrod OpraHu3alld JOCTYN K
HEeMyOJIMYHOM Tpymnme (ecau OpraHM3alus, BbBI3BIBAIOIIAS CEPBUC, SBJSICTCS BIAJCIBIIEM JIaHHON
IpyMIbl), @ TAKXKE OTO3BATh AOCTYII.

[Tycte oprammsamus ¢ wuaeHtudukaropom 1000000001 — Bmamenenm TpPHBATHOH TPYIIIBI
RA.USR_CFM («Omnepatopbl CUCTEMBI MOATBEPKACHUS JTUYHOCTH»). C MOMOIIBIO MPOTrPAMMHOTO
uHTepdeiica 3Ta OpraHu3aus MOXKeT:

— TIOCMOTpPETh NepeuyeHb OPraHU3alHii, KOTOPHIM MIPEJOCTaB/IeHa JaHHAs IPYIIIa;
— J1aTb HEKOTOPOW OpPraHM3aluy JOCTYN K JaHHOU IPYIIIE;
— 0TO3BaTh Y OpraHHU3aIMU JOCTYII K TPYTIIIE.

Jlis mpocMoTpa cnucKka OpraHu3aluid, KOTOPbIM MPEeIOCTaBIeH JOCTYI K YKa3aHHOW rpyrmre,
HE00X0AMMO BBIMOMHUTH 3ampoc meronoM GET B aapec mporpammHoro uHTepdeiica ECUA®. B
3aroJIOBKE 3ampoca JIOJDKeH OBITh yKa3aH Mapkep AocTymna. Mmeercss BOZMOKHOCTh BBI3BATH ATOT
cepBuc ¢ (Qyukiueil BcTpamBaHus (embed), uToOBI cpa3y ObUT BHICH IE€PEUYCHb OpraHH3allHid,
KOTOPBIM IIpesiocTaBieH goctyn. [Ipumep 3ampoca:

GET /rs/orgs/1000000001/emps/1000023747/grps/RA.USR_CFM/perms?embed=(elements) HTTP/1.1
Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Cache-Control: no-cache

%3 Cepsuc noctynen nmo URL https://esia-
portall.test.gosulsugi.ru/rs/orgs/{org_oid}/grps/{grp_id}/perms
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IIpumep orBeTa, M3 KOTOPOrO0 BUIHO, YTO AOCTYI IIPEIOCTABIEH YETBIPEM OPraHHU3aLUsAM

(yxazansl ux OI'PH u unentudukarops! pa3pemeHuii):

"stateFacts": [
"hasSize"
1,
"size": 4,
"elements": [
{
"stateFacts": [
"Identifiable"
]l
"permId": 732,
"ogrn": "1047707030513"

"stateFacts": [
"Identifiable"

]7
"permId": 21,
"ogrn": "1023101651154"

"stateFacts": [
"Identifiable"

]l
"permId": 104,
"ogrn": "1027700367507"

"stateFacts": [
"Identifiable"

]l
"permId": 107,
"ogrn": "1027802761282"

,Hﬂﬂ HO6&BH€HHﬂ opranm3anvii B 3TOT NCPEUCHb HGO6XOHHMO BBIITIOJIHUTH 3allpoC METOAOM
POST B aapec 3TOr0 X€ MpOrpaMMHOIO HHTEpdeiica ECHA®**. B 3aronoske 3ampoca JI0JKEeH OBITh
yKa3aH Mapkep gocTymna. B Tene 3ampoca qomKHBI OBITH yKa3aHbl TAaPAMETPHI:
— <ogrn>— OI'PH opranuzanuu;
— <rqCfm> — npu3Hak, ONpeNeISIONINi, YTO BKIIOYCHUE B IPYIIy TpeOyeT MepCOHAIBLHOTO
COTJIAaCOBAHUs CO CTOPOHBI BIIAJIEbIla Tpymma (Jisl TOr0 OH JOJIKEH UMETh 3HaueHue “true”).

[Tpumep 3ampoca (pa3pbIBbI CTPOKU AaHbI I yI00CTBA YTCHUA):

POST /rs/orgs/1000000001/grps/RA.USR CFM/perms/ HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json

Cache-Control: no-cache

{ "ogrn": "1047796940465",
"rgCfm": false }

Jns o13bIBa jAoCTyma HEOOXOJMMO BBIMOMHHUTH 3ampoc MerogomM DELETE mno aapecy

KOHKpeTHoro paspemenus. [Ipumep 3anpoca:

> Cepsuc pocrynen no URL https://esia-
portall.test.gosulsugi.ru/rs/orgs/{org_oid}/grps/{grp_id}/perms
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DELETE/rs/orgs/1000000001/grps/RA.USR_CFM/perms/1103 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Cache-Control: no-cache

B.7.6 /lo0aByieHue U MI3MeHEeHNE JAHHBIX (PUJINAIOB OPraHU3 AU

[Tporpammusrii uaTepdeiic ECUA mo3Bosser BHIIOTHUTD CIEAYIONINE ONEePalUu:

— 100aBuTH (hrstMa opraHu3aluy;
— W3MEHWTH JaHHbIC (UIIHATA OPTaHU3AIUH.

Jns  nobGaBneHus 3amucd o  (Quidaie HEoOXoauMo ciaenarh 3ampoc Ha  https-ampec
nporpammuoro nurepdeiica ECUA merogom POST®, 3aromoBok 3ampoca JOIDKEH BKIIOYATh B Ce0s
MapKep J0CTyIa, Ter KOHTelHepa ¢unuanoB (MeTKa, MojJydeHHas mpH 3ampoce pecypea https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid}/brhs).

Teno 3ampoca TOHKHO BKIIOYATH CIEIYIONINE JaHHBIE:

— <name> — Ha3BaHue (unana,
— <kpp> — KIIII ¢punnana;

HpHMep 3arpoca (paBpBIBLI CTPOKHU AAaHbI AJIA y,[[O6CTBa ‘ITCHI/IH):
POST /rs/orgs/1000000001/brhs HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json
If-Match: "3FEA16CB36AFC793234553C1C7CAAF89CD79A32D"

{ "name": "®ummmamnm KII 111111112",
"kpp": "111111112" }

Jnst usmenenust 3anucu o ¢unuane — ero Hazpanus win KIIIT — HeoOxoaumo caenates 3ampoc
Ha https-agpec mporpammuoro untepdeiica ECUA meromom POST®®. 3aromoBok 3ampoca moimkeH
BKJIFOYATh B ce0s1 Mapkep JOCTyma, Ter 3amucu (uinana (MeTKa, MoJydeHHas IpH 3ampoce pecypcea
https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid}/brhs/{brh-id}).
Teno 3anpoca T0JKHO BKJIFOYATH CIIENYIOIINE JaHHbIE!
— <name> — Ha3BaHUE PUINANA;
—  <kpp> — KIIII ¢punuana.

[Tpumep 3ampoca (pa3pbIBbI CTPOKU AaHbI I yI00CTBA YTEHUSA):

POST /rs/orgs/1000000001/brhs/1004083064 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
If-Match: "3FEAL16CB36AFC793234553C1C7CAAF89CD79A32D"

{ "name": "Homwemt obumman",
"kpp": "111111113" }

% Cepauc pocrynen o URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/brhs
% Cepauc mocrynen o URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/brhs/{brh_id}
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b.8 IIpenocrasiieHune cBeeHNH 0 CyObeKTE

Jlyis monydeHus: JaHHBIX CYOBbEKTe CHCTEMa-KIMEHT JI0JDKHA HampaBuTh B https-agpec REST-

API cucrembr ECUA> 3anpoc Metogom GET. B Hacrosimee BpeMsi MCHONB3YETCS HCKIIFOUUTEIBHO

JUIA TIOJYYeHHs TaHHBIX 00 MH(pOopMaMOHHBIX cucTemax. Ecnu ynukanbnbiii uaentuduxarop UC B

ECHA (oid) neusBecTeH, TO BO3MOKHA HIACHTH(HUKAIUSA CHCTEMBI IO cepTH(HKaTy. B 3TOM Cirydae
3a1poc JOJKEH COAEPKATh CIEAYIOLINE CBEICHU:

— <fingerPrint> — xkpunrorpaduyeckoe XsiI-3HaueHHE CcepTUHUKATA, HACHTHPHIUPYIOIIETO

cyowekTa. <fingerPrint> goymkeH ObITh YKa3aH B clieayroneM popmare:

{<alg>}<value>
B kawectBe <alg> yka3biBaeTcs MICHTU(PUKATOP QITOPUTMA, MCIIOIb30BAHHOTO IS
BBIYKCIICHUS KpunTorpaduueckoro xamr. B kagectse <value> ykasbiBaercst paccuntanubii fingerPrint
OT Bcero ceprudukara Mo YKa3aHHOMY aJIrOpUTMy M 3akomupoBanHbiii B Base64 URL safe.
Ceprudukar Juis pacueTa KpuITorpaguyeckoro XaIi g0JnkeH ObiTh B binary-popmare (DER-dopmar).
Cucrema ECUA moanepxuBaeT CIeAyIOMINE alTOPUTMbI BBIUYMCIECHUS KPUNTOrPadUIECKOro
xami-3aauenus (fingerPrint ceprudukara):
— SHA-1 (<alg> nomxken 6bTh SHAL);
— TOCT P 34.11-94 (<alg> nomxken 6piTh GOST341194).

Hwke npuBenen npumMep 3anonuerus <fingerPrint>:
{SHA1} at+xg6SiyUovktglredipHiJpakE=

B 3ampoc momkeH ObiTh moGaBien header ¢ mapkepom aocTyma, MO3BOJISIONIAM MOJTYYHTh
JOCTYII K JaHHOMY pecypcy (scope http://esia.gosuslugi.ru/sbj_inf).

[Tpumep 3ampoca (BBI30B cepBUCa B cpefie pa3pabOTKH):

GET /rs/sbjs?fingerPrint={SHA1}A87E9BIDCD58D1C99389D06A359EA
HTTP/1.1\r\n

Authorization: Bearer 75b2c7cb-d9db-4034-89c2-24c9%e431cef9\r\n
Host: esia-portall.test.gosulsugi.ru\r\n

Accept: */*\r\n

\r\n

B orBer Ha 3ampoc cepBuc ECHA Bo3Bpamaer CCbUIKY Ha pecypc € JaHHBIMH O

COOTBETCTBYIOIIEM CYOBEKTE:

/rs/sbjs/{oid}
B nannoMm ciyuae <0id> — 310 BHyTpeHHHH HaeHTHHKaTOp cyobekTa B ECUA,;

Jns momydyeHuss MaHHBIX O CcyObekTe mo mmeromemycs uneHtudukaropy ECHUA crnemyer

MCIIOJIB30BaTh 3aIIpOC C YKa3aHUEM 3TOT0 I/II[CHTI/I(I)I/IKaTopa, HaImpumep:

> Cepauc nocrynen mo URL: https://esia-portall.test.gosulsugi.ru/rs/shjs
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GET /rs/sbjs/1000023446

HTTP/1.1\r\n

Authorization: Bearer 75b2c7cb-d9db-4034-89c2-24c9e431cefI\r\n
Host: esia-portall.test.gosulsugi.rul\r\n

Accept: */*\r\n

\r\n

OTBeT COIEPXKHUT CIIEeTYIONIHE JaHHbBIE O CYyOBEKTe:

— <0id> — BHyTpeHHuit uaenTudukaTop cyorexra B ECUA

— <name> — wumsa cyowsekta B ECUA, nns uHPOPMAMOHHBIX CHUCTEM HMMS COOTBETCTBYET
muemonuke MC;

— <typ>— tun cy0bexTa, 1711 HHPOPMALUOHHBIX CUCTEM COOTBETCTBYET “S”.

[Tpumep oTBeTa Ha 3ampoc:

"stateFacts": [
"Identifiable"

] 4

"oid": 1000023446,
"name": "PSEUDO SYSTEM",
"type": "S" -

Ecnu nanubiii cyobekT — uHpopManmonHas cucrema (S), To B 3aronoBke (header) manaoro
OTBETa TAaK)XKe IMEepeIaeTcsi CChUIKAa HA OpPraHU3al[MI0-BIAJCibla JaHHON cHCTeMbl. Jis MomydeHus

JaHHBIX 00 OopraHu3aluu CJICAYCT 3allpalllnBaTb CJ'ICI[}GOH.[PIIZ pecypc:

/orgs/{org0id}
HOJ’IyLIeHI/Ie HAaHHBIX 3TOI'0 peCypcCa OCYIICCTBIIACTCA TaK, KaK 3TO OIIUCAHO B HpI/IJ'IO)KeHI/II/I b.4.

Scope http://esia.gosuslugi.ru/sbj_inf mo3BosiseT moay4nuTh KpaTkue JaHHbIE 00 OpraHU3aIlHH.

[lpy TONyYeHHH MTaHHBIX O CYOBEKTE MOXKHO HWCIIONB30BaTh PEKMM BCTPAWBAHUS, YTO
M03BOJSIET B OTBETE Cpa3y MOJYYUTh U JIAHHBIE O CyOBEKTe, M JIaHHbIE 00 OpraHU3allUH-BIa/ICIbIIC
(mms UC). B stom cinydae B 3ampoce, nomumo <fingerPrint>, ykaspiBaeTcs peKuM BCTpauBaHUf,

Hanpumep, embed=(elements.organization). [Ipumep 3ampoca:

GET /rs/sbjs?fingerPrint={SHAl}A87EGBJHHBBHBBHBIBODCD58D1C99389D06A359EA&embed= (elements.organization)
HTTP/1.1\r\n

Authorization: Bearer 75b2c7cb-d9db-4034-89c2-24c9e431cef9\r\n

Host: esia-portall.test.gosulsugi.ru\r\n

Accept: */*\r\n

\r\n

[Tpumep oTBeTa Ha 3ampoc B peXHME BCTpauBaHUS ((parMeHT, pPa3phbIBBI CTPOK JAHBI IS

yo0CTBa YTCHHS):

{

"stateFacts": [
"ReadOnly",
"hasSize",
"EntityRoot"
]I
"size": 1,
"elements": [
{
"stateFacts": ["Identifiable"],
"oid": 1000000279,
"name": "TEST SYSTEM",
"type": "S",
"organization": {

"stateFacts": ["Identifiable"],
"oid": 1000000001,
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"shortName": "MmukomcBsa3b Poccumu",

"fullName": "MMHUCTEPCTBO CBSA3M M MAaCCOBHIX KOMMYyHMKaumuy Poccurickoy demepaumm'",
"type": "AGENCY",

"ogrn": "1047702026701",

"inn": "7710474375",

"kpp": "771001001"

b.9 [IlpexocraBiieHHe CIIMCKA U3MEHEHHBIX M0Jb30BaTe/Ied W

OpPraHu3anuii 3a Nepuoa BpeMeHH

Bb130B nanHOW omepauuu mpenocTaBisieT MHTErpupoBaHHBIM ¢ ECHUA wuH(bopManmoHHBIM
cUCTeMaM JaHHble 00 WM3MEHEHHBIX MoJib3oBaTensx uinu opranuzammii B ECHUA. [Insg nomydyenus
MepeyHs] U3MCHEHHBIX M0JIb30BaTeNCH MM OpraHU3aluii CHCTEMa-KIMEHT O0/DKHA HarpaBuTh B https-
aapec REST-API cucremsr ECUA 3anpoc meronom GET. B 3anmpoce nomkeH ObITh yKa3zaH pecypc,
coJiepKalMii HeoOXoAMMbIE JaHHble. B KkadecTBe 3TOro pecypca HCIOJIb3YeTCS CTaHAApTHBIN
UICHTU(PHUKATOP pecypca ¢ NEPCOHAIBHBIMH JIaHHBIMU TOJIb30BaTeNel (/prns), BO3BpallarOIIAN
MepeUeHb 3aPErUCTPUPOBAHHBIX B CHCTEME ITOJIb30BaTeNeH (CM. paszaen b.2) wiu cTaHaapTHBIN pecypc
CO CIUCKOM opranm3anuii (/0rgs), Bo3Bpararomnuii Kojurekiuuo opranuzanuii (cMm. b.4). Cnennduka
BBI30BA JIaHHOM OIEpaliy COCTOUT B TOM, UTO 3alpoC JOJIKEH COAEPKATh CIAEAYIOUINI apaMeTp:

— <updatedSince> - parta, HauMHas C KOTOPOW HEOOXOMUMO OTOOPa3UTh H3MEHEHHBIX
noJsip3oBarenen. 3amaercs kak koiamdectBo cexkyHn, npomenmux ¢ 00:00:00 UTC 1 suBaps

1970 rona.

B 3anpoc momken ObiTh jo0aBiaeH header ¢ mapkepom aocTyma, MO3BOJISIONIMM TOJIYYUTH
JOCTYII K TaHHOMY pecypcey (scope http://esia.gosuslugi.ru/tech_inf).

HpHMep 3arpoca CItuCKa U3MCHCHHBIX OpraHI/IBaHI/Iﬁ (BBI3OB CCpBHUCA B CPEC paBpa6OTKI/I)I

GET /rs/prns?updatedSince=1384218061 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8da403491c224c9e431cef9\r\n
Host: esia-portall.test.gosuslugi.rul\r\n
Accept: */*\r\n
\r\n
B kauectBe oTBeTa nepeaacTcsa nepeICHb OJIL30BaTee MU OpTaHH3aHHﬁ,06HOBHCHHLD(C
yKa3aHHOUM JaThl. ITOT NEPEUCHb MPEICTABIIIET COO0M CIMCOK CCHUIOK Ha pecypc ¢ ykazanuem {oid},
colepKalmui UAeHTH(OUKATOPH BCEX H3MEHEHHBIX I0Jh30BaTENCH WM OpPTaHW3aluid C MOMEHTa

YKa3aHHOM B 3aIpOCe J1aThl.

b.10 UMmopT y4eTHO# 3anMCH MOJIb30BaTeIA

[IporpamMMmHbIii  MHTEpdeiic, ocHOBaHHBIM Ha apxutekTtypHoM cTwie REST, B wnemsx
obecrieuenuss umnopta B ECHA yuerHsix 3amuceit apyrux MC, obGecrnieunBaeT BO3MOXHOCTh
IIPOBEPKM HaJIM4Ms YYETHOM 3alucH TOJb30BaTeNls, a B cllydae €€ OTCYTCTBUS, PEruCTpalyu
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nosb3oBarenss B ECHA. Anroputr™, o KOTOPOMY IIPOM3BOJAUTCS MMIOPT YYETHOM 3alucu

NPUBOJUTCS Ha puUcyHKe nainee (Pucynok 14).
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ECWA yenewno

JANONHUTL AANNLS 6 Y3

BREAEHHLIE AAHHLIE W
ECKA

1) Nons3osatens nepegyman

2) Monb3osatens ne Inan o

¥3 nopTeepxaeHa
yepea Novry Poccuu?

10 oamavaeT.
1 1) NacnopT B M06. Ganke yctapen
2) Nacnopt b ECHA yorapen

Monsaosatens
ECUA yxe ecTb

NOATBEPXALH

Moarsepxaenue

ena

ECUA

7| ynpowennon Y3

Pucynox 14. Anroputm ummnopra ydetHou 3anucu B ECUA

JIsist UMIIOpTa YYETHBIX 3alliCell CHCTeMa-KIMEHT J0JDKHA HanpaBuTh B https-aapec REST-API

cuctembl ECUA 3ampoc merogom POST. B 3anpoce momkeH ObITh ykazaH pecype /import.

B 3anpoce Ha UMNOpPT y4ETHOM 3aIllMCH NIEPENAOTCS CIEAYIOLIUE TaHHbIE M0JIb30BaTEIs:

HanmenoBanue | Onmcanme | O0s3aTeILHOCTH
Ne IIpumeyanus
napaMerpa napaMerpa napaMerpa
1. firstName Nms Y
2. lastName Damunus Y
3. middleName OrtuecTBO N
4, birthDate Jlara Y dopmar: JJAMM.ITIT
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HaumenoBanue

Onucanue

O0a3aTEeILHOCTH

Ne IIpumeyanus
napaMerpa napaMerpa napamMerpa
POXKIEHUS
5. birthPlace Mecro Y
POXKIEHUS
6. citizenship I'paxxnancTBo N/Y Hcnonp3yercss TpexOYKBEHHBIH KOJ
1o CTpaHbl, Hampumep, A Poccumn oH
Kiaccuukar JOJDKeH TNpHHUMaTh 3HadeHue RUS.
opy OKCM ITo YMOJTYAHUIO MIPUHUMAETCSA
3nayenue “RUS”.
OOs3areneHn B ciay4yae,  €CilH
yKa3aHHBI JOKYMEHT OTJHYEH OT
nacniopra PO.
7. gender ITon Y IlepedyeHpb JOMYCTUMBIX 3HAYEHUI:
e “M” — MyXCKOH;
o “F” — xeHCKuil.
8. snils CHUIJIC Y @opmar: “XXX-XXX-XXX XX”
Q. KOHTaKT Y
9.1. |type Tun Y [IepedyeHp HOMYCTUMBIX 3HAYECHHIA:
KOHTAaKTa o “MBT” — MOOUITBHBIH
TeneoH (oOs13aTenbHBIIH
napamerp);
e “EML” — snextpoHHas mouta
(He00s3aTeIbHBIN TApaMeTp).
9.2. |value 3HaueHue Y dopmar:
o “EX(XXX)XXXXXXX”  (most
type =“ MBT”);
® TEKCTOBas CTpoka B Qopmare
azipeca AJIEKTPOHHOW MOYTHI
(s type = “ EML”).
10. JIOKYMEHT Y
10.1. | type Tun Y [IepedyeHp HOMYCTUMBIX 3HAYECHHIA:
JOKYMEHTa e “RF_PASSPORT” — macmoprt
rpaxaanuHa PO;
e “FID_DOC” -  OOKyMEHT
WHOCTPAHHOTO  Tpa)KIaHUHA,
YAOCTOBEPSIOMIMN  JTMYHOCTh
Ha Teppuropun PO.
10.2. | series cepus Y Jns macnopra rpaxaanuHa PO B
¢dopmare XXXX.
10.3. | number HOMEP Y/N Jns macmopra TpaxganumHa PO B
bopmare XXXXXX.
HeoOs3aTtenpHblif  uisi  JOKyMEHTa
WHOCTPAHHOTO I'PakJaHUHA.
10.4. | issueld Howmep Y/N Tonpko uIsI TacmopTra TpakIaHWHA
IOApa3aeiieH PO.
usl, HeoOs3arenbHplii  uisi  TOKyMEHTa
BBIJIABIIETO WHOCTPAHHOTO TPakJaHUHA.
acrnopr
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HaunmenoBanue | Onucanue | O0s13aTeJILHOCTH
Ne IIpumeyanus
napamerpa napamMerpa napaMerpa
10.5. | issuedBy HaunmenoBan Y/N Tonpko IS macmopTra rpakJaaHuHa
ne P®.
MOJIpa3ieiicH HeoOs3aTenpHblid  UIS  IOKyMEHTa
us, WHOCTPAHHOTO TPAKIaHHUHA.
BBIJIABIIICTO
MacropT
10.6. | issueDate Jlata BBIgAYH Y
racrnopra
11. azapec N
11.1. | type Tun agpeca Y [lepedyeHb NOMYCTUMBIX 3HAUCHHI:
e “PLV” —anpec npoxuBaHus,;
e “PRG” — anpec perucrpamui.
11.2. | addressStr AnpecHast N TeKCTOBasl ~ CTPOKa,  CoJepiKamias
CTpOKa JIEMEHTHI  ajpeca (TMePeYUCIIIOTCS
yepes pazJieNuTeNb «,», He 6onee 2000
CHUMBOJIOB)
11.3. | countryld TpexOykBeHH N
BIN KOJ
CTpaHBI
11.4. | zipCode Unnekc N
11.5. | region Ob6nactpb N
11.6. | area Paiion N
11.7. | city T'opon N
11.8. | district Oxpyr N
11.9. | settlement Hacenennprit N
MyHKT
11.10] street Vanma N
11.11) additionArea VYTouHeHne N
10 PEruoHy
TIPOYKUBAHUS
11.12] additionAreaStr | Ytounenue N
eet PORANIIE
11.13] house Jlom N
11.14/] building Crpoenue N
11.15) frame Kopnyc N
11.16) flat KBaptupa N
11.17, fiasCode Kong ®UAC N dopmar: “XX X XXX XXX XXX
XXX XXXX XXXX XXX”

B 3anpoc momken ObiTh mo0OaBien header (Authorization: Bearer) ¢ panee mHOJIy4eHHBIM

MapKepoM  JIOCTYIIa,

BBITAHHBIA

Ha

CIeIMaIbLHbBIN

scope

(http://esia.gosuslugi.ru/ext_imp),

MO3BOJISIFOIIMI  OCYIIIECTBIIATh ABTOMAaTUYECKMA WMIIOPT YYETHOW 3alMCU MOJib3oBarelns. JlaHHbIN

MapKep BbIAACTCA TOJBKO HOBCPCHHBIM CHCTCMaM, UMCIOIIHUM IIPpaBO MMIIOPTa MOJIb30BaTeIe TaKUM

o6pa30M; BblJIJa4Ya MapKEpa OCYHICCTBIIACTCI B pPaMKax MOJICIIM KOHTPOJIA HOOCTyIla Ha OCHOBC

nosHoMounit cucrembl-kianenta ([Ipumokenue B.3), T.e. mpaBo Ha 3ampoc TaKoro mMapkepa J0CTyIa
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yCTaHaBJIMBaeTCs onepaTopoM skcryaranuu ECUA.

Tak ke 3ampoc [ODKEH OBITh MOMMUCAH 3JIEKTPOHHOW TIOANUCHI0 CHCTEMBI, KOTOpas
umnoprupyer ydernyto 3amuck B ECHA (Request-Data-Sign), u comepskaTh Tejo 3ampoca,
3akoaupoBantoe B opmare URL-Safe Base64 (Request-Data).

[Ipumep 3ampoca (BbI30B cepBUCa B cpefie pa3pabOTKH):

POST https://esia.gosuslugi.ru/rs/prns/import HTTP/1.1

Accept-Encoding: gzip,deflate

Content-Type: application/json

Authorization: Bearer
eyJhbGci0iJSUzIINiIsInNidCI6ImF]jY2VzcyIsInR5cCI6IkpXVCISsInZlciI6oMX0.eyJleHAIOjEON]jEyMzIOMDU
sInNjb3BlIjoiaHROcDpcLlwvZXNpYS5nb3Nlc2x1Z2kucnVeL2V4dEF9pbXAiLCIpc3MiOiJodHRWOlwvXC91lc21lhlm
dvc3VzbHVnaS5ydvwvIiwidXJuOmVzaWE6c21kIjoiZDdkNGYzZWYtZJN1OSOOMWVhLT1iODUtY2MyODA3MTQzOWUyY T
1widXJuOmVzaWE6c2JgX21kIjoxMDAWMDAWMDAYLCJIJbGl1bnRfaWQi0i JURVNUXINZUIRFTVOJTVRBPULIQiLCIpYXQ1
OjEONJExXNDYwWMDV9 . Kw—

Kxh7ckYU 5xWTiUGAVn3rkFSp6TtfopivPfXnvgyPcqRmmPDsqjR tJyhLED8w8iVéhjk2euchvid4aXx¥Ylm r716EXS
DiAae2WUdOrrGEb-SKIHS5hXEBRWBIOTP1g-xA-Q3Lc-717yt6SAZAJtvUKKzaryYWDi -
r9wYZuR5kN2XQ8175n85HhP1KcnERWQ] T8DfQXEoaHP6rBqc9YECktI1UF] ZADk1IN1u60jqIkGEf FROGYPF7TVGNMEU
jR469E0d1I3MLAImSh8MdHW mePoR19EquQPUtHwrtEALpyFLiiqvBwlnX4UQvZ7DWOlwfbwTl6pNHfoY2FAUASIwW
Request-Data-Sign:
MIAGCSQGSTb3DOEHAQCAMIACAQEXDZANBglghkgBZOMEAGEFADCABgkghkiGOwOBBWEAAKCAMI IDJTCCAgOCBFhKg5U
wDQYJKoZIhvcNAQELBQAWVZELMAKGALUEBhMCU1UxDzANBgNVBAgMBk1vc2NvdzENMASGALUECgwEVGVzdDENMASGAL
UECWWEVGVzdDEZMBCGAIUEAWWQVGVZdCBSZXNOIFNS5c3R1bTAeFwOxNjEyMDkxMDEyMzdaFw0xNzEyMDkxMDEyMzdaM
FcxCzAJBgNVBAYTALJVMO8wDQYDVQQOIDAZNL3N]jb3cxDTALBgNVBAOMBER1c3Q0xDTALBgNVBASMBFR1 c30xGTAXBgNV
BAMMEFR1c3Q0gUmVzdCBTeXNOZWOwggEiMAOGCSgGSIb3DQEBAQUAA4A IBDWAWGGEKACOIBAQCByEsM2 R1BrtltyJl5Aw
CW_tChh2euZC3FEqQWDY6TFA1Vyy9yO4gM 5P1WruplhA9dCCbft5JFsz4n nE71MMRaI34tqTyyo24xzX VrhgTIi05
mt1Y5dbldfEiPVNT3aUCjF1lbFzDXoUbc8nfQizkPa CHGOOMBhuVuQWOVzw3FufAlExDjNPUORRvaYoBWOK 3SnyS7
88xJn- yQQVwu0TQkSuqpOsylfBM-

Wql0U5x4bJ2NSeL71AzZjCL mhl1daQTOxXEwB1VLuMlc5srMyw QHQIMcsNrgrnx3zhFFNLS5Sk LrSxqgxOsC4sgBwlo
udVayUUvGbge nxu7P3AgMBAAEWDQYJKoZIhvcNAQELBQADgGgEBABXKOCIN]QMyvtJvZNRyM21GwQOklaBZugRErJImp
LAR7auYLbZnwEdt1I8KEJBOQW6pTb99rnQs—T-
qZiCthPYleXXGeVCXk5dJWSiGE_SdrjWVSOH83iUAZLv8Pi3NlVW2GCNOleSlZE9HVGYJTII5I_X—dw64—
2NYETLIYPQ7HWwAEWY09ucLILM]GKYBe5FrwiulAyD20-1nIpYtXdLSpf1KangPlPdlxmxEBXMQUMOKg7dTE~
q2gYfZLNUKsAezrat tHGHTPRngwiWQHmwly rXXodlgcNxeilT dvcOo JfkNmgGCcO9RXSx1BWSWGynLeBBjYMy9VN8
XYQOPpQAADGCAfUwggHXAgGEBMF8wVZELMAKGALIUEBhMCU1UxDzANBgNVBAgMBk1vc2NvdzENMASGAL1UECgwEVGVzdDENM
ASGALUECWWEVGVzdDEZMBcGAIUEAWWQVGVzZdCBSZXNOIFN5c3R1bQIEWEgGD1ITANBglghkgBZOMEAGEFAKBPpMBgGCSAG
SIb3DQEJAZzELBgkghkiGI9wOBBWEWHAYJK0ZIThveNAQKFMO8XDTE3MDYyMDEINTAINVowLwYJKoZIThveNAQKEMSIEIOpP
wKJInoLommyNROKDD1WVsWuBdY fowQ4byOiN-
gSPe2MAOGCSQGSIb3DQEBAQUABIIBADINWxAZeqGBg8 4WgRs9H4SLde SukclAG6hNjlcbTgxzthzzmln JQEZOTYa
P9deTEhOvKZXXFXC_JjPBMQauZPJCleOR5DDB_7X4MAngMQbhpTQZ3Sg7acJquWquL92BDk4qyzuwngQJprJi
ckBvC78XeJVolwd4 jx5CVENn3pUIPdKxib6dalevB6CsxD98JcsvWZ3u~—

H3LQO0 ApUOUHeF84r3AZ5mtILY]j2w608rMAmsTDe7CAUXVDUAPIo5cTPk57rDNaW96d5J3SUtmZdx2nGBS41kJYWIND
iqyfHJ7X4nZVOS0glbT JnaXtxrZTWp9BJo6NKJaagQAAAAAAAA

Request-Data:
ewOKICAiZmlyc3ROYW11Ijoiw5DCmMOQwrLDKMKww5DCvcOQwr7DkMKyIiwNCiAgImxhc3ROYW11Ijoiw5DCmMOQwrL
DkMKww5DCvSIsDQogICItaWRkbGVOYW11Ijoiw5DCmMOQwr LDkMKww5DCvcOQwr 7DkMKyw5DCuUMORwociLAOKICALIYm
1ydGhEYXR1IjoiMDEUMDEUMTk50SIsDQogICJiaXJ0aFBsYWN1IIjoiw5DCnMOQwr7DkcKBw5DCusOQwr LDKkMKwI1iwNC
1AgImdlbmR1ciI6ITk01LAOKICAIic25pbHMiO1 IWMDAtMDAWLTAWMCAWNYISDQogICIjb250YWNOcyI6IHSNCiAgICAL
ZWx1bWVudHMi 0iBbDQogICAgICB7DQogICAgGICAgGICI0eXB1TjogTlkl1CVCIsDQogICAgGICAGICI2YWx1ZSI6ICIrNyg
50TkpOTk50Tk50SINCiAgICAGIHOSDQogICAgGICB7DQogICAGICAGICI0eXB1IjogIkVNTCIsDQogICAGICAGICI2YW
x1ZSI6ICJ0ZXNOQHR1c3QudHMiDQogICAgGICBIDQOgICAGXQOKICBILAOKICALIZGYjdWllbnRzIjogewOKICAgICJIlb
GVtZW50cyI6IFsNCiAgICAgIHsSNCiAgICAgICAGINR5cGUi01iJSR1IIQQVNTUEISVCIsDQogICAgGICAgICIZZXIpZXMi
0iIyMjIyIiwNCiAgICAgICAgIm51bWJIlciI6Ijg40Tk50SIsDQOgICAGICAGICIpPc3N1ZULkIjoiMTEXMDAXIiwNCiA
gICAgICAgImlzc3V1ZEJS5Ijoiw5DCoMOQwgPDKkMKSw5DC1CDDkMK zLsOQwpzDkMK -
wS5HCgcOQwrrDkMKyw5HC1yIsDQogICAgGICAGICIpc3N1ZURhAGU101Ix0OC4wMy4yMDE2IgOKICAGICAGEQOKICAGIFO
NCiAgfSwNCiAgImFkZHJI1c3N1lcyI6ewOKICAgGICI1bGVLZW50cyI6IFsNCiAgICAgIHsSNCiAgICAgICJ0eXB1IjogIl
BMViIsDQogICAgICAIYWRkcmVzclNOciI6IsOQwprDkMK1wS5DCvMOQwrXDkcKAWSDCvsOQwrLDkcKBw5DCusOQwrDDk
cKPIMOQwp7DkMKxw5DCu80QwrDDkcKBw5HCgsORwows IMOQwgLDkMKww5HCiMORwOLDKkMKww5DCs80Qwr 7DkMK7w5HC
JMORwWOHDKMK 6w5DCuMOQwrkgw5DCoMOQwrDDKkMK5w5DCvsOQwr 0s IMOQwg]j DkMK1w5HCgMOQwrXDkMKzw5DCtcORWOg
gw5DCNn80Qwr 7DkcKBw5DCtcOQwrvDkMK-w5DCuiDDkMKzw5DCvsORwoODDkMK—
w5DCtMORWOHDKMK6w5DCvsOQwrPDkMK—

ICAgICDDkcKCw5DCuMOQwr DKMKwIiwNCiAgICAgICJjb3VudHJI5SWQiO0iAiUIVTIiwNCiAgICAgICJI6aXBDb2R1Ijo
gIjMS5NDAWMCIsDQogICAgICAicmVnaWouIljogIlsOQwprDkMK1w5DCvMOQwrXDkcKAWSDCvsOQwrLDkcKBw5DCusOQwr
DDkcKPIMOQwp7DkMKxw5DCu80QwrDDkcKBwS5HCgsORWOwWiLAOKICAGICAGIMEYZWEiOiAiw5DCosOQwrDDkcKIwSHCG
sOQwrDDkMKzw5DCvsOQwrvDkcKMwSHCgcOQwr rDkMK4w5DCuSDDkMKgw5DCsMOQwrnDkMK—
w5DCvSIsDQogICAgICAiY210eSTI6ICLDkMKow5DCtcORWODDKMK1w5DCs80QwrXDkcKIIMOQwp DKMK—
w5HCgcOQwrXDkMK7w5DCvsOQwrogw5DCs80Qwr 7DkcKAWSDCvsOQwrTDkcKBw5DCusOQwr 7DkMKzw5DCviDDkcKCw5D
CuMOQwr DkKkMKwIiwNCiAgICAgICJkaXNOcmljdCI6ICLDkMKOw5DCtcORwWOI1LAOKICAQICAGINNIdHRSZW11bnQioi
Aiw5DCo80RwOHDkcKCw5HC]C3DkMKQw5DCvcOQwr £ DkMKww5SHCgSDDKMK fw5DCvsORwWOHDKkMK1w5DCu80Qwr 7DKkMK6 T
1wNCiAgICAgICJIzdHJI1ZXQi01Aiw5DCocOQwr7DkMKyw5DCtcORwWOLDkcKBw5DCusOQwrDDkcKPIMOQwgPDkMK7w5DC
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UMORwOPDkKkMKwIiwNCiAgICAgGICIhZGRpdGlvbkEFyZWEiOiA1iw5DCoMOQwrXDkMKzw5DCuUMOQwr 7DkMK 9IMOQwgHDkMK
ww5DCtMOQwr 7DkMKyw5DCvsOQwrUgw5DCvcOQwrXDKkMK6w5DCvsOQwrwtw5DCtSDDkcKCw5DCvsOQwr LDkMKwwS5HCgM
OQwrjDkcKIw5DCtcORWOHDkcKCw5DCssOQwr4iLAOKICAGICAGIMFkZG10aW9uQXJ1YVNOcmV1dCI6ICLDkMKiw5DCt
CORWOHDkCKCIiwNCiAgICAgICJob3VzZSTI6ICI4ANI8xTiwNCiAgICAGICIidWlsZGluzyI6ICI1TiwNCiAgICAgGICIm

CmFtZSI6ICIyMDTDkcKDIiwNCiAgICAgICImbGFOIjogIsOQwr DKMK-

w5DCvC40MTkiLAOKICAGICAGIMZPYXNDb2R1IjogIjc3LTAtMDAWLTAWMCOWMDAtMDAWLTQyMzY tMDAWMCOwMDA1DQo

NCiAgICAGICAGFQOKICAGICAGEQOKICAGIFONCiAGEQOKEQ
Cache-Control: no-cache
Content-Length: 1476
Host: esia-portall.test.gosulsugi.ru
Connection: Keep-Alive
User-Agent: Apache-HttpClient/4.1.1 (java 1.5)
{

"firstName":"lBaHoB",

"lastName" :"UBau",

"middleName" : "ViBaHOBUU",

"birthDate":"01.01.1999",

"birthPlace":"Mocksa",
"gender" . "M" o
"snils":"000-000-000 07",
"contacts": {
"elements": [
{
"type": "MBT",
"value": "+7(999)9999999"
}7
{
"type": "EML",
"value": "test@test.ts"
}
]
}l
"documents": {
"elements": [

{
"type":"RF PASSPORT",
"series":"2222",
"number":"889999",
"issueId":"111001",
"issuedBy":"PYBI r.MoCkBH",
"issueDate":"18.03.2016"

]
}I
"addresses": {

"elements": [
{
"type": "PLV",
"addressStr":"KemepoBckas OBjacTb, TamTarojbCKuUy PaiioH,
Tuna'",
"countryId": "RUS",
"zipCode": "394000",
"region": "KemepoBckas O6yjacTs",
"area": "TawTarosbckuy Parion",
"city": "lleperem I[locesok roponckoro tumna'",
"district": "Her",
"settlement": "Ycrb-AHBac I[locesiok",
"street": "CoBerTckas Ymauua',
"additionArea": "Permon CamoBOoe HeKOM—-€ ToBapuumecTsBo",
"additionAreaStreet": "TecT",
"house": "86/1",
"building": "e",
"frame": "204y",
"flat": "mom.419",
"fiasCode": "77-0-000-000-000-000-4236-0000-000"

lleperem IloceJIOK I'OPOACKOTO

122



ITo nonyuyennsM nanHbiM B ECUA BbInosiHA€TCS NOMCK YYETHOM 3anucH. B 3aBucumoctu ot

toro, HaiiieHa B ECHA yueTHas 3anuch yJ0BJIETBOPSIONIAs TOTYYEHHBIM JAHHBIM WIN HET, ONEpaLUs

HMIIOPTA MOXKET 3aBCPIIUTHECA OAHHUM U3 CICAYIOIHNX PE3YIbTAaTOB!:

e T10Jb30BaTeNb yxke 3apeructpupoBan B ECUA (moarBepikaeHHas ydyeTHas 3amluch
Harinena no CHWJIC, nannbie macnopTa u TenedoHa CoOBMaaaroT);

e HEKOTOpble aTprOyTHI HEe coBMaAatoT (yueTHas 3anuch Haiaena nmo CHUJIC, Ho He Bce
aTpuOYTHI COBITAJIAIOT, TNOO HAMIEHA YIPOIIEHHAS YYEeTHAsI 3aI1Ch);

e qonb3oBaTen’b ECHMA ycnenHo moaTBepkaeH (HalieHa CTaHJapTHas WIM roToBas K
noarBepxkaeHuto ydetHas 3anuck no CHWJIC, nannble macmopra u TenedoHa
COBIAJAIOT, HAWJICHHAs YUYETHAs 3aIUCh YCIEIIHO MOATBEPK/ICHA);

e nonb3oBatens ECHUA ycnemHo mnepenoAaTBepkieH (HaiineHa Y3, MOATBEpKIACHHAS
yepe3 [loury Poccun, nanHple macmopTa u TenedoHa COBMANAIOT, HAWJICHHAS ydeTHas
3aIUCh YCIICIIHO NIEPETOITBEPKIACHA);

e Co3/JaHa 3asBKa Ha PErucTpanuio (HEe HaiijleHa y4deTHas 3alucCh MOJIb30BaTENs, B TOM
quclie YNpOIIEHHAas, CO3/laHa 3asBKa Ha PErHCTPAIUIO, MOJy4yeH HOMEp 3asBKU Ha

PETHCTPALIHIO).

B otBete nepeaaroTCsd CICAYIOIUC MMapaMETPhI:

HaumenoBanue
Ne Onucanue napamerpa IIpumeyanus
napamMerpa
1. code Kop 3aBepuienus onepanuu
2. description Omnucanue Koja 3aBEpIICHHUS
olnepanuu
3. requestld Kopn 3asBKM Ha perucTpanuo Bo3zBpamiaercsa B ciiydae co3gaHUs
3asiBKM Ha PErMCTPaIUIo

[anee npuBOsATCA BApUAHTHI OTBETOB CEPBHCA, IIPU 3ABEPIICHUH ONIEpallMi UMIIOPTA.

[Tpumep oTBeTa Ha 3ampoc (Mosb30BaTenb yxe 3apeructpupoad B ECUA):

HTTP/1.1 200 Bad Request

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"0", "description":"Person already has trusted account in ESIA"}

[Tpumep oTBeTa Ha 3ampoc (rnonb3oBarens ECHUA ycnenHo noarBepx/ieH):

HTTP/1.1 201 Bad Request

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"1", "description":"Person successfully confirmed as trusted in ESIA"}
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ITpumep oTBeta Ha 3anpoc (rosb3oBarens ECHUA ycnenHo nepenoarBepx/ieH):

HTTP/1.1 201 Bad Request

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"1", "description":"Person successfully reconfirmed as trusted in ESIA"}
HpI/IMep OTBCTA Ha 3aI11pocC (c0311aHa 3asi1BKa Ha peI‘I/ICTpaI_II/IIO):

HTTP/1.1 201 Bad Request

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"2", "requestId":"AAAAF3A1379F965664CB56FCE55BD8CCA2F38368985607E75E23",
"description":"Request to register person as trasted in ESIA has been accepted
successfully."}

HpHMep OTBCTA Ha 3aIIpocC (HGKOTOpLIC anI/I6yTI>I HE COBHa,Z[aIOT):
HTTP/1.1 201 Bad Request
Server: nginx/1.4.6 (Ubuntu)
Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked

Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"ESIA-03200", "description":"Import account error. Person have to check entered
data or fill in the data in his account in ESIA."}

Cucrema, UCHoOb3yd MMEIOLIUICS MIEHTU()UKATOP 3asBKH HA PETUCTPALMIO MOJIb30BATEIH,
MOJKET y3HATh CTaTyC 3asBKH, a TAK)Ke MPUUUHY OIIMOKH (TIpH ee Hau4um). [t ToTydeHus: JaHHbBIX
O XOJI¢ BBITIOJIHEHUSI MPOBEPOK CUCTEMa JIOJDKHA BBHITIOTHUTH 3ampoc Meronom GET B https-ampec
REST-API cucremer ECUA®®, 3anpoc TakXke JOJDKEH COIAEpKaTh MapKep JocTyna cucreMsl. IIpumep

3arpoca:

GET https://esia-portall.test.gosuslugi.ru/rs/reqgs/
AAAAS5FT79379F965664CB739F5BDC6FDB8E24797A576A4F056322D
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIeoM

B kauectBe orBeta ECHMA BO3BpaIiaer jSOn ¢ mapaMeTpamu, ykazanHsIMU B Ta01. 10.

Ta6nuua 10 — [TapameTpbl OTBETa Ha 3aMpoc O CTaTyce NPOBEPKU JAHHBIX IOJIb30BATEIs

Ne IMapametp O6s13aTeib- Onucanue
HOCTh
1. status Y Cratyc 3a4BKY Ha PETUCTPALUIO TI0JIb30BATENS.
Moxet NpUHUMATb 3HAUCHHA:
— VALIDATING - wuger mnpoBepka JaHHBIX

%8 B cpene pa3paboTku CepBUC JOCTYIIEH no URL https://esia-
portall.test.gosuslugi.ru/rs/reqs/{requestld}, rae requestld — yHukaabHBINH HACHTH(HUKATOP 3aABKHA Ha
MIPOBEPKY JIaHHBIX MOJIE30BATEINS.
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yaeTHo# 3anucu B BI'NP;

— VALIDATION_FAILED - ommbka mpu
MPOBEPKE AaHHBIX ydyeTHOW 3amucu B BI'P,
JeTanu3auus — OmMMOKM  COHEPXKUTCS B
napamertpe errorStatusinfo;

— SUCCEEDED -  omepauusi  ycCHEmIHo
BBINOJIHEHA.

flowDetails N

BosBpamiaer ganHbie 0 3a1ade, ee CTaTyc U — IpH
HaIM4Iu# — 00 ommoKe.
Bkitouaet B ceb4 cieayromue aTpuOyThI:
— umsa  (name), TpPUHUMAIOIIEEC CIEAYIOIIHe
3HAYCHHUS:
- sendSMS — ormpaBka maposst s
MEPBOTO BXO/a;
- validateSnils — mposepka @O, CHHUJIC
u gatsl poxaeHus B IIOP Poccuu;
- validateRfPassport — MpoBepKa
nacrnopTHbIX JaHHbIX B MB/I Poccuu.
— craryc (status), TPUHAMAIOUINI CIEYIOIIHe
3HAYCHHUS:
- S — yCIeurHo BHIMOHEHA;
- P -—Bpabore;
- W - oX#maeT peakiuu moIb30BaTeNs UIn
MIPEBITYIIEr0 CBA3aHHOTO 3aJaHMUS;
- | — uHMIIManM3upoBaHa;
- F — omu0Oka BBITOJHEHUS.
— ommOKa (error, HeOOSI3aTENBHO), BKIIOYAIOIIAL
B cebs kxom ommOku (CO0e) W TEKCTOBOE
onucanue (Message).

errorStatusinfo N

JeranbHas uHbopManus 06 omudke (mpu
Hammunn). opmar:

— code — ko OIIHOKHY;

— IMessage — TEKCTOBOE OMKCAHKME OIMHOKU.
Bapuants! ommbox npuseaensl B Tabmmme 11.

[Tpumep oTBeTa Ha 3aIPOC O CTATYCE BBINOJIHEHUS 3asBKU:

{"stateFacts":["Identifiable"],
"status":"SUCCEEDED",
"flowDetails":

[

{
"name" :"sendSMS",
"status":"S"

}I

{
"name":"validateSnils",
"status":"S"

}I

{
"name":"validateRfPassport",
"status":"P"

}

Tabmuma 11 — Kozasl u ommmcanue onmoox
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Onucanme Koxa

Ne Koxa Bo3Bpara YciaoBus BOSHUKHOBEHUS
BO3BpaTa
1. | ESIA-000001 BuyTtpennss ommoka JlaHHBII KO BO3BpaTa COOTBETCTBYET
CUTYyalliH, KOrja oOHapyKeHa HEM3BeCTHAas
omuoka
2. | ESIA-910001 JlaHHBIC HE MPOIILIN ITencuonnsiit hona Poccuiickoit deneparun
npoBepky B [TOP He noareepaui cymectsoanne CHUJIC ¢
YKa3aHHBIMHU PEKBU3UTaMHU.
3. | ESIA-910100 JlaHHBIC HE MPOIILIN B aBTOMaTHUECKOM peXuMe HE yIaI0Ch
nposepky B MBJI IIPOM3BECTH IIPOBEPKY Macnopra.
4. | ESIA-910111 JlaHHbIE HE MPOLLIH B pe3ynbpraTe aBTOMaTU4ECKON ITPOBEPKU
poBepky B MB/I. IIOJIy4€H pe3yJIbTaT: JOKYMEHT,
Hcrek cpok nencrBus YAOCTOBEPSAIOIINN JINYHOCTD, SABJISIETCS
racropra HeJeHCTBUTEIbHBIM (IpUUMHA
HEJEMCTBUTEIBLHOCTHU - UCTEK CPOK
JICUCTBHS).
5. | ESIA-910112 JlaHHbIC HE POILIN MuHHCTEPCTBO BHYTPEHHUX JI€7 COOOIIUIIO O
nposepky B MB/I. HEJICHCTBUTEILHOCTH JIOKYMEHTa (TIpUYUHA
JIOKYMEHT 3aMEeHEH Ha | HEJCHCTBUTENBbHOCTH - IOKYMEHT 3aMEHEH Ha
HOBBII HOBBIH).
6. | ESIA-910113 JlaHHbIE HE MPOIUIN MuHHCTEPCTBO BHYTPEHHUX JI€] COOOIIUIIO O
nposepky B MB/I. HEJCMCTBUTEIBHOCTU JIOKYMEHTa (IpUYMHA
JIOKyMEHT BbIaH C HEJICVCTBUTEIIBHOCTH - BBLIAH c
HapylEeHUEM HapyIICHUEM).
7. | ESIA-910114 JlaHHbIE HE MPOIUIH MuHHCTEPCTBO BHYTPEHHUX 1€ COOOITUIIO O
nposepky B MB/I. HEJEMCTBUTEIBHOCTU JIOKYMEHTa (MpUYMHA
JIOKYMEHT UHCHUTCS B | HEJICHCTBUTEIBHOCTH - JOKYMEHT YHCIIUTCS B
pO3BICKE PO3BICKE).
8. | ESIA-910115 JlaHHBIE HE MPOIUIH MuHHCTEPCTBO BHYTPEHHUX 1€ COOOITUIIO O
nposepky B MB/I. HEJCMCTBUTEIBHOCTU JIOKYMEHTa (MpUYHHA
JIOKYMEHT U3BST HEJCMCTBUTEIBbHOCTH - IOKYMEHT U3BAT).
9. | ESIA-910116 JlaHHBIE HE MPOIIUITH MuHHCTEPCTBO BHYTPEHHUX 1€ COOOITUIIO O
nposepky B MB/I. Kox | HeneiicTBUTeNnbHOCTH JAOKyMEHTa (IpUYUHA
606 HEJCHCTBUTEIHLHOCTH - KOJ 6006).
10. | ESIA-910117 JlaHHbBIE HE POLUIH MUHHCTEPCTBO BHYTPEHHUX JIEJI COOOIIMIO O

posepky B MB/I.

Texuuueckuii Opak

HEJAECUCTBUTEILHOCTU JOKYMCHTAa (HpI/I‘{I/IHa

HE/ICHCTBUTEIBHOCTH - TEXHUYECKUN Opak).
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Bb.11 YnpaBienue u3oopakenneM (aBaTapoM) B npoguie

I10JIb30BaTeJIA

[Iporpammubie uHTepderichl Ha ocHOoBe REST oOecrieunBaroT BO3MOXKHOCTH YIPABJICHHS
n3o0pakeHueM (aBaTapoM) moJib3oBatens. ObecrnedeHa BO3MOKHOCTb:
— moJydaTth n3o0paxkeHue (aBarap) nmosibzoBatesns o OID;
— TOJydYaTh UCXOJHOE M300pakeHue (aBarap) nmojbs3oBareis mo OID.
JInsi OCYIIECTBICHUS JAaHHBIX OIepaluii CHCTeMa OpraHu3allMy JO0JDKHA HarnpaBuTh B hitps-

anpec nmporpammHoro uatepdeiica ECUA 3anpoc meromom GET.

b.11.1 IMonydyenne nzodpaxenus (aBarapa) nojan3oBares nmo OID

s momyueHus: u3oOpakeHusi (aBarapa) JOJDKEH ObITh BHIMOJIHEH 3ampoc merogoM GET Ha
https-axpec mporpammuoro unrepdeiica ECA®. 3arooBok IaHHOrO 3ampoca JOIKEH BKIIOYATH B
ceOs Mapkep [IIOCTyNa, BBIJAHHBIA cHCTEeME Juii  pabOThl ¢ aBaTapoM  IOJb30BaTENs
(http://esia.gosuslugi.ru/usr_avt?oid={p.prn_oid}). Bbimaua mapkepa OCYIIECTBISIETCS B paMKax
MOJIEST KOHTPOJIS TOCTYIa Ha OCHOBE MoJHOMOYHiA cuctembl-kinenTta ([Ipunoxenune B.3), T.e. mpaBo
Ha 3ampoc TaKOro MapKepa JIOCTyNa yCTaHaBIUBaeTcs omneparopoM skcrutyatanmu ECHUA. Tpu
aBTOpHU3AILIMK HEOOXOJMMO yKa3aTh B 3arojoBke — Authorization ¢ MOJTy4eHHBIM TOKEHOM.

B kauectBe otBeta ECHA BoO3Bpamaer u3o0pakeHHE WU OMHMOKY MpU OTCYTCTBHH

H300paKeHUs.

b.11.2 IHoayuyeHue ucxoaHoOro u3oopaxkenusi (aparapa) noab3osaresi mo OID

Jlns monmydeHus u3o0pakeHus (aBarapa) JAOJDKEH ObITh BBINOJHEH 3arpoc MerogoM GET Ha
. 60

https-agpec nporpammuoro unrepdeiica ECA™. 3arojoBok JaHHOTO 3ampoca JO0JDKEH BKIOYATh B
ceOs Mapkep [JIOCTyma, BBIJAHHBIM cuctemMe Ui paboThl €  aBaTapoM  IOJb30BaTENs
(http://esia.gosuslugi.ru/usr_avt?oid={p.prn_oid}). Bsigaua mapkepa OCYIIECTBISIETCS B paMKax
MOJIETI KOHTPOJIS IOCTyIa Ha OCHOBE MOJTHOMOYHH cucteMbl-kinenTa ([Ipunoxenue B.3), T.e. nmpaBo
Ha 3ampoc TaKOro Mapkepa JOoCTyna ycTaHaBiluBaercs oreparopoMm skcruryatamuun ECHA. Tlpu
aBTOpU3alMK HEOOXOUMO yKa3aTh B 3arosioBke — Authorization ¢ mosy4eHHBIM TOKEHOM.

B xauectBe orBera ECHA BoO3Bpamiaer u300paxKeHHE WM OIIMOKY TNpPU OTCYTCTBUHU

% Cepsuc mocrynen o URL https:// esia-portall.test.gosulsugi.ru /esia-
rs/api/public/{version}/pso/{prn_oid}/avt/circle
% Cepsuc mocrynen mo URL https:// esia-portall.test.gosulsugi.ru /esia-
rs/api/public/{version}/pso/{prn_oid}/avt/circle
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Hn300pakeHUsI.
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NMPUNOXEHWE B. CEPBUCHI ECUA, OCHOBAHHBIE
HA ITIPOTOKOJIE OAUTH2.0 U OPENID CONNECT 1.0

B.1

OO01mue cBegeHud

OAuth 2.0 onpezensieT MPOTOKOJ B3aMMOICHCTBUSI CIICAYIOIIUX CTOPOH:

BJIajIesIell pecypca (resource owner) — CyIIHOCTb, KOTOpas MOXET MPEJOCTaBUTh JOCTYI K
3aIlUIIaeMOMY pecypcy (Hampumep, KOHEUYHbIH MOTb30BaTEeb);

cucreMa-kimeHT (client) — mpuIIOKEHHE, KOTOPOE 3ampallinBacT AOCTYH K 3allUIaeMOMY
pecypcy OT HMEHH BIIaJieiblia pecypca;

ceppuc aBropm3anmu (authorization server) — cepBUC, KOTOPBIM BBITyCKAaeT I KIHUCHTA
MapKephbl JOCTYyIa C pa3pelieHus BIIaIeiblia pecypcea;

MOCTABIIMK pecypca (resource server) — CEpBUC, Ha KOTOPOM pa3MEIICHbI 3alllUIAacMbIe
pecypchbl, U KOTOPBI MOXET MPHHUMATh 3alpOChl HA JOCTYI K 3allUIIaeMbIM pecypcam u
0TBEYATh Ha 3TH 3aIPOCHI.

Mopnens KOHTpoOJISL JOCTyna, peanusyemasl cepBucom aBropuszauuu ECHA, ocHoBana Ha

UCIIOJIb30BaHUH Mapkepa Odocmyna (Security access token). Dror mapkep HeceT MH(OPMAILUIO O

MOAMHOKECTBE MOJIHOMOYHMN CHUCTCMBI-KJIMCHTA, O camon CUCTCMC-KIIMCHTC, a TAKKE PAI CJ'Iy>K€6HBIX

napamerpoB. C TOUKM 3pEHHUS] CUCTEMBI-KJIMEHTa MapKep [oCTyla MpelcTaBiser coboil Habop

cuMBOJIOB. CHCTeMe-KJIIMEeHTY ISl TOJydeHHUs JOoCTyla K 3alllUIIeHHbIM pecypcaM (T.e. Jenarb

yCIIEIIHbIE BBI30BBI NMPOrPaMMHOI0 HHTep¢eiica), Kak NpaBWwiio, He TpeOyercs pacu(poBBIBATh

Mapkep J0CTyIla, AOCTATOYHO JIMIIb TMOJYYaTb II0 OIIPCACIICHHBIM IIpaBHJIaM H KOPPEKTHO

ucnonbp3oBath. B To e Bpems B ECUA mnpenycMOTpeHbl M «IOJNMCAaHHBIE» MapKephl JOCTyIa,

KOTOpbIE MO>KHO IpoBepUTh 0e3 oOpaiienust k ECUA.

B ECHA ucnons3yrorcs ABa croco0a MoaydyeHus: MapKepa JA0CTyTa:

CucremMa-KIHEHT TOJIy4aeT MapKep JO0CTylma B pe3yibTare AeNerHpOBAHHOTO TMPUHSATHS
pellIeHns CEpBUCOM aBTOPH3allMU HA OCHOBAHMU COTJIacHsl Biajienblia pecypca. B atom ciydae
CEpBUC aBTOPHU3AIIUH BBIIAET MapKep IOCTYIA, €CIHM SBHBIMH 00pa30M IOJIydaeT pa3perieHue
CO CTOpPOHBI BIajenblla pecypca. Hampumep, cucreMa-KIMEHT o0O0paTWiIach K CEpBHCY
aBTOPHU3AILIUU 32 MapKepoOM, MO3BOJISIFOIIMM MOJIYYHTh KOHTAaKTHBIE JaHHBIE TONb30BaTens. B
3TOM Cllydae CepBHC AaBTOpPHU3ALMM 3alpallliBaeT Yy I[0JIb30BaTeNs, COTJaceH JH OH
MPEIOCTaBUTh JAHHBIC CHCTEME-KIUCHTY, W TPH TO3UTHBHOM pPEIICHWH BBIJACT MapKep

JoCTyma.
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2. Cucrema-KIMEHT MOIy4aeT MapKep JOCTYyNa B pe3yjbTaTe pelIeHus] CepBHca aBTOPH3AIMH Ha
OCHOBAHUU HAIWYMS Y CHUCTEMBI-KJIIMEHTa COOTBETCTBYIOIIMX IMOJHOMOYHMH. B 3TOM ciyuae
CHCTEMa-KIIMEHT HE JIOJDKHA IOJIyYaTh SIBHOTO pa3pelieHHs OT BIAJeiblla pecypca — 3TO
paspenieHre ObLIO JaHO 3apaHee, Ha CTaJWHM PETHCTPAlMU CHUCTEMBI-KIIMEHTAa B CEpPBUCE
aBTOpM3anMu. Takas MoOJAeNb KOHTPOJS  JOCTyNa pealu3yercs, Hampumep, Ipu
B3aUMOJICHCTBUM WH(MOPMALIMOHHBIX CHUCTEM, €CIM OJHA CHCTEMa JKEJIaeT TOJIY4YUTh
UACHTU(DUKAIIMOHHBIE CBEICHUS O JPYrod cUcTeMe, JJIs 4ero ed HeoOXOAMMO TOJIYYHUTh
COOTBETCTBYIOIIMH MapKep J0CTyIa.

AyTteHTH(UKAIHS T0JIb30BATENs, peanndyemas ¢ momoribio mogeaun OAuth 2.0 u pacniuiieHus
OpenlID Connect, ocHoBana Ha ucnonb3oBaHuu Mapkepa uaeHTudukanuu (ID token). DToT Mapkep
HeceT mH(popManuioo 00 HMICHTU()UKAIMOHHBIX JaHHBIX IOJB30BATENS, a TAKXKE PsJl CIY)KEOHBIX

apaMeTpoB.

B.2 Moaeab KOHTPOJISI HA OCHOBE JIeJIeTHPOBAHHOIO NPUHATHSA

pemeHust

B.2.1 O0mme npuHUMIIBI
JlaHHasT MOAENh KOHTPOJIS JOCTYIa HWCIOJB3YeTCsl B CIIydasx, KOTJa CHCTeMa-KIUEeHT Mpu
JOCTYTIE K pECYpCy IOJDKHA MOTYYHUTh pa3pelieHre Ha 3TO JISHCTBHE CO CTOPOHBI BIIAJIeIbIla pecypcea.
B o6miem Bue cxema B3auMOIEHCTBUSI BBITJISLAUT CISIYIOIINM 00pa3oM:

— CHCTeMa-KJIMEHT 3alpaliuBaeT Yy BIaJAeiblla pecypca paspelieHue Ha JOCTylm K
COOTBETCTBYIOUIMM pecypcaM. OOBIMHO 3TOT 3alpoc OCYIIECTBISETCS HE HANpsAMYI K
BJIAJIENIbILYy pecypca, a ONOCPEIOBAHHO Yepe3 CepPBHUC aBTOPU3ALUH (KOTOPHIH, B CBOIO OUEpPE/Ib,
3aIpalIBaeT pa3pelieHne y BiaIesblla pecypca), OCKOIBKY caM BIaJIelel] pecypca He MOXKET
BBIJIaTh HU MapKep J0CTyINa, HU aBTOPU3ALMOHHBIN KOJ;

— CHCTeMa-KJIMEHT Toly4yaeT paspemieHue Ha jgoctyn (authorization grant) B Buze
aBTOPH3AIMOHHOTO KOJIa;

— CHCTE€Ma-KIIMEHT 3allpaliuBacT MapKep JOCTYIA, IPEIbIBUB aBTOPU3ALMOHHBIA KOJ CEPBUCY
aBTOPH3AIINH;

— CEpBHUC aBTOPH3AIUU AyTCHTHPUIIUPYET CUCTEMY-KIMEHTA, TIPOBEPSET aBTOPU3AIMOHHBIA KO/
U BBIJIAET MapKep JOCTYIa U MapKep OOHOBJICHHUS;

— CHCTEMa-KJIMEHT 3alpaliuBaeT y IOCTaBLIMKA 3allUILIECHHBIA PECYPC, NPENbSABIA MapKep

JIOCTYTa;
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— IIOCTaBILIMK pecypca MpPOBEPSET MApPKEp JOCTYIa, €CIM OH BAJIUACH, TO paspelaeT JOCTyl K
3aLIUILEHHOMY PECypCy;

— CHCTeMa-KJIMEHT BHOBb 3alpalllMBaeT C IIOMOIIBIO BBIJAHHOTO paHee MapKepa JOCTYyN K
3alIUILEHHOMY PECypCy;

— IIOCTaBLIMK pecypca MpOBEpsSeT Mapkep, OOHApyXHMBaeT, YTO CPOK €ro JEHCTBHs HUCTEK,

BO3BpallaeT cooduienne oo omuoke;

— CHCTeMa-KJIMEHT oOpalaercs K CEpBUCY aBTOpH3allMM 3a IOJYyYEHHEM HOBOIO Mapkepa

J0CTYyNa, MPEIbSIBIISAS MapKep OOHOBIICHUS;

— CEepBHC aBTOPH3ALMM IIPOBEPSET BAIMAHOCTh MapKepa OOHOBJICHUS M BO3BpAILAeT JBa HOBBIX

Mapkepa: J0CcTyrna u OOHOBJICHHUS.

Cxema B3auMoJIefiCTBHS IPE/ICTaBIeHa Ha pUCyHKe 15.

[Tocne Toro, Kak cuUCTeMa-KIMEHT IOJIy4ua MapKep JOCTyla, OHa MOXKET HEOJHOKPAaTHO
oOpamarbcsi 3a MOJYYEHHEM COOTBETCTBYIOIIETO 3alIMIICHHOTO pecypca, MOKa HE HCTEYET CPOK
neicTBust aToro Mapkepa. Korjga 3To npousoiiier, CUCTEME-KIMEHTY NOTPEOYETCsl MOJYyUYUTh HOBBIM
MapKep J10CTyTa.

KnroueBasi 0coO€HHOCTB 3TOM MO/IEIH B TOM, YTO CaM BJaJieJIel] pecypca HUKOI'/Ia He MoJIyyaeT
MapKep JO0CTyMa, €ro Mojy4aeT cama CHUCTeMa-KJIMEHT B pe3ylbTaTe MpsIMON CBSI3U C CEPBUCOM

aBTopu3anuu (Server-side flow).
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sd [locTyn ¢ nomowbio aB 0 kKopa (06 cxewa)/

CucTema-kKnmeHT Cepsuc Bnaaeneu MocTasupk
asTopu3aLmmn pecypca pecypca

T
|
3anpoc Ha aBTopu3aLmnio() !

3anpoc 3anpoc Ha

T
|
|
|
|
|
aBTOpM3aLMio() |

_qNOATBEPXAEHME 3anpoca()
hl

aBTOPU3ALIMOHHBIN Kof()

<
¢

3anpoc Ha nonyyexue
Mapkepa gocTyna,
aBTOPU3AUMOHHbIN KoAa()

Mapkep gocTyna,
4 Mapkep o6HOBNEHMA()

=

| |
3anpoc Ha [JOCTyN K pecypcy, Mapkep goctynal)
T T

| |
| 3aLWLLEHHBIV pecypc() |
] ]
| |

1 1
3anpoc Ha AOCTYN K pecypcy, Mapkep goctyna() L
| |
| |

g :omwﬁka: HefelcTBUTENbHbIN Mapkep()
hl
[ | |
3anpoc Ha nonyyeHune |
Mapkepa gocTyna, |
|

Mapkep 0GHOBNEHUS

Mapkep aocTyna,
o _Mapkep o6HoBneHus()
Rl

Pucynoxk 15 — O6miast cxema B3auMOCHCTBUS MPU MOJIYICHHH MapKepa TOCTYIa ¢ TOMOIIbIO
aBTOPU3AIIMOHHOTO KOJa
JUis  onTUMU3AIMKM TOBTOPHOTO TOJYYEHHUS MapKepa JOCTyNa HCHOJIb3YeTCsl MeXaHU3M
maprepa obnosnenus (refresh token): B 3ToM ciyyae nepBoHayalbHO B OOMEH Ha aBTOPHU3ALlMOHHBIN
KOJ| CHCTEME-KJIMEHTY BbIAAETCS HE TOJIbKO MapKep JOCTyla, HO U Mapkep oOHoieHus. Korna
MapKep JOoCTyna IepecTaeT AeWCcTBOBaTh, CUCTEMa-KIMEHT oOpaliaercsd K CepBUCY aBTOPU3ALMU 32
MOJTlydYeHHEM HOBOTO MapKepa JOCTyla, NpeabsBisis Mapkep oOHoBieHus. CepBHC aBTOpU3ALUU
NpOBEpSAET BAIMAHOCTh Mapkepa OOHOBJIEHHUsS (UTO OH HE ObUI OTO3BAaH M YTO CPOK €ro AeHCTBUS HE
MCTEK) U BBIJAET HOBBIA MapKep JOCTyNa U MapKep OOHOBIICHHUS.
OcoOeHHoCTH Mapkepa OOHOBJICHHUS:
— uMeeT OoJiee JUTUTENbHBIN (M 0€CCPOUHBIi) CPOK JEHCTBUS, YEM y MapKepa JOCTYIIa;
— TPEembSBISIETCS HMCKIIOYUTEIBHO TP HEOOXOAMMOCTH TOJYYHTh HOBBIM MapKep JJOCTyma
(TakuM 00pa3oM, MUHUMH3UPYETCS PUCK [IEPEXBATA);
—  BBIJAETCS CEPBHCOM aBTOPU3ALUHI OJHOBPEMEHHO C MapKEPOM JOCTYIIA;
— MOXeT OBITh OTO3BaH BIIAJIENIBIIEM peCypca.
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TakuMm oOpa3om, HaTMUKE MapKepa OOHOBJICHHUS MTO3BOJISIET CUCTEME-KIHECHTY MTOTy9aTh HOBBIH
MapKep JOCTyIa Jake TOrna, KOrja IoJb30BaTelb (BIajelnel] pecypca) HEeAOCTYICH, MPH YCIOBHH,

YTO BJaJiesiel] pecypca siBHBIM 00pa3oM He 3alpeTuil JOCTYII.

B.2.2 IlosnyuyeHre aBTOPU3ALMOHHOI0 KOA

YToObl MOMYYUTh AaBTOPU3ALMOHHBIA KO, CUCTEMa-KIMEHT JIOJDKHA MOJIYYUTh pa3pelieHre Ha
JOCTYI K 3allUIIEHHOMY PECYpCy CO CTOPOHBI €To Biaeiblia. B ciaydae, Korna BiagenbleM sBIsIeTCs
nonb3oBarenb ECUA, cucrema-kIMEHT JO/DKHA HANpPaBUTh TOJIB30BaTEeNsl HA  CTPAHUILY
MPEeOCTaBlIeHUsl TMpaB JOCTyma B ECUA® (momb3oBarenb HOMKEH OBITh IPEABAPHTEIHHO
ayrentudunuposan B ECUA wumu cucrema ECHUA mompocuT ero mpoilTh MaAEHTU(DUKALMIO U
ayTeHTHU()UKALINIO).

OTa cCchUIKa I0JDKHA COJIEPKATh CIIEAYIONIe 00s3aTeIbHbIC TapaMeTPHhI:

— <client_id> — unenTrdurarop cucreMbl-KianeHTa (MHeMOHHKa crucTeMbl B ECHA);

— <client_secret> — moxmuck 3anpoca B popmate PKCS#7 detached signature B koquposke UTF-
8 or 3maueHuit veteipex nmapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (6e3
pasnenureneit). <client secret> nomkeH ObITH 3akomupoBaH B (opmare base64 url safe.
Hcnonb3yemplii  AJi1 TPOBEPKH TMOAMHCH CepTU(UKAT JODKEH OBITh MPEABApUTEIBHO
3apeructpupoBad B ECUA u npuBsizan k yueTHoi 3anucu cucteMbl-kiueHta B ECUA. ECUA
noanepxkuBaer ceprudpukarel B dopmare X.509. ECHUA mnoanepKuBaeT alrOPUTMBbI
dbopmupoBanus dekTpoHHOW moanucu RSA ¢ gnuHoit kimroua 2048 u  anroputmMom
kpunrtorpaduueckoro xamupoBanus SHA-256, a Takxke alropuT™M SJIEKTPOHHOW MOANUCH
I'OCT P 34.10-2001 u anroput™ kpunrorpaduueckoro xammposanus 'OCT P 34.11-94.

— <redirect_uri> — ccpljiKa, M0 KOTOPO# JODKEH OBITh HAIMIPABJIEH MOJIb30BATEIb MOCIE TOT0, Kak
JIacT pa3pellieHue Ha JOCTYI K pecypcey;

— <scope> — obnacTh JOCTYyMa, T.e. 3alpalliBaeMble MpaBa; HAMPUMEP, €CIIU CHUCTeMa-KIUEHT
3alpammBaeT JOCTYI K CBEICHHSIM O COTPYAHHKaxX OpraHU3alld, TO SCOpEe JODKHA MMETh
3HaueHune http://esia.gosuslugi.ru/org_emps (¢ HEOOXOAMMBIMH TapaMeTpaMH); €Clu
3ampanmBaeTcs SCope id_doc® (namHbIe 0 monb30BaTene), TO He HYKHO B KauecTBE IapaMeTpa

YKa3bIBaATb oid sroro IIOJIB30BATCIIA,

61 Anpec B TecToBo# cpene: https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac
%2 JTu6o OJIMH WJIM HECKOJIBKO SCOPE, 00ECTIeUNBAIOIINX JOCTYI K IEPCOHATBHBIM JaHHBIM
II0JIb30BaTCIA.
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<response_type> — 3to Tum oTBeTa, KoTophid oxkumaercs or ECHUA, umeer 3Hauenue code,
€CJIM CUCTEMAa-KJIMEHT J0JDKHA TOJTYyYUTh aBTOPU3ALMOHHBIN KOJI;

<state> — nHabop CIy4ailHBIX CHUMBOJIOB, HMMEIOIIUN BUJ 128-OuTHOrO HIAECHTHU(UKATOpA
3arpoca (HeoOX0AMMO JIsl 3aIIUTHI OT IIepexBara), renepupyercs no cragaapry UUID;
<timestamp> - Bpems 3ampoca aBTOpPH3aMOHHOTO Koja B popmare yyyy.MM.dd HH:mm:ss Z
(mampumep, 2013.01.25 14:36:11 +0400), Heobxonumoe st puKcary Havyajia BPEMEHHOTO
MIPOMEXKYTKA, B TEYCHHE KOTOPOro OYAET BAIHMICH 3alpoC C JaHHBIM HICHTH(PHUKATOPOM
(<state>);

<access_type> — npunumaet 3HaueHue “offline”, ecnu TpeOyeTcss UMETh TOCTYII K pecypcam U
TOTJa, KOTJa BIIAJeNiell HEe MOXKET ObITh BbI3BaH (B 3TOM CIIy4ae BBIITYCKAeTCsl MapKep
OOHOBJIEHHUS); 3HaYeHHe “‘online” — gocTyn TpeOyeTcst TOJNBKO MPH HATUYUU BIaIETIbIIA.

Ecin B Xxozxe aBTOopu3auuu He BO3HHMKIO oumunbok, To ECHUA ocyuiecTBiser peaupexT

MOJIb30BaTENsl 10 CCBUIKE, YyKa3aHHOW B redirect uri, a Takyke BO3BpamlaeT JBa 00S3aTEIbHBIX

napamerpa:

<code> — 3HaueHHE aBTOPU3AIIMOHHOTO KOJIa;

<state> — 3naueHue mapamerpa State, KOTOpbIii ObUI MOJY4YEeH B 3alpoce Ha aBTOPHU3ALIUIO;
CHUCTEMa-KJIMEHT JIOJDKHA IPOBECTH CPaBHEHHUE OTIPABICHHOIO M IOJYYEHHOIO Iapamerpa
state.

B ciyuyae ommOku cepBUC aBTOpHU3AIMK BEPHET B MapaMeTpe error xoja omuOku (Hampumep,

“access_denied”) u He TIepeHANpPaBUT MMOJIL30BATENS 110 aapecy, ykasanHomy B redirect_uri. ITepeuens

BO3MOXKHBIX OIIMOOK MpUBeIeH B Tabmuie 12.

Tabmuua 12 — Cnrcok omuOoK NpH MOTy4YeHUH MapKepoB JOCTyna

Ne Koa mapamerpa Onucanue napamerpa
ESIA-007003: B 3anpoce oTcyTcTBYeT 00s13aTENIbHBIN MapaMeTp,
1. |invalid_request 3alpoc BKIIOYaeT B ce0si HEBEPHOE 3HAUYECHHE MapaMeTpa WM
BKJIFOUAET MapaMeTp HECKOJIBKO pa3
. ESIA-007004: Bnanenmerr pecypca WIA CEpBUC aBTOPU3ALAHA
2. | access_denied peeyp P P
OTKJIOHHJI 3a1poC
3 ) ) ESIA-007005: Cucrema-KIMeHT He MMEET IpaBa 3alpalinBaTh
- | unauthorized_client
NOJyYeHHEe MapKepa J0CTyIa TAKUM METOIOM
. . ESIA-007006: 3amporrenHas obiacTs gocrymna (SCope asaHa
4. |invalid_scope P yna (Seope) yk
HEBEPHO, HEM3BECTHO WK CHOPMUPOBAHA HEKOPPEKTHO
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Ne Kon mapamerpa Onucanue napamerpa
ESIA-007007: Bo3nukna HeoXuJaHHas oOmuOKa B pabote
5. server_error CCpBHCA ABTOpHU3ALMM, KOTOpas IIPHBCIIAa K HCBO3MOXXHOCTHU
BBINOJIHUTH 3a1pOC
ESIA-007008: CepBuc aBTOpH3alldd B HACTOSIIEEC BpEeMsl HE
6. | temporarily_unavailable MOJKET BBINOJHUTH 3alpOC W3-3a OOJBIIOW HArpy3KH WIIH
TEXHUYECKUX pabOT Ha cepBepe
ESIA-007009: CepBuc aBropH3alil HE  IOAJCPKUBACT
7. | unsupported_response_type
MOJIy4eHHE MapKepa AOCTyIa STUM METOIOM
) ) ) ESIA-008010: He ynmamoce NpOW3BECTH ayTEHTH()UKALUIO
8. | invalid_client Y P yreiTH
CHCTEMBI-KJIMEHTA
ESIA-007011: ABTOpM3aliMOHHBINA KOJ| WJIM MapKep OOHOBIICHUS
i i HE/ICHCTBUTEJICH, MPOCPOUYEH, OTO3BAaH MJHM HE COOTBETCTBYET
9. | invalid_grant pocp Y
ajipecy pecypca, yKa3aHHOMY B 3alpoce Ha aBTOPU3ALUIO, WIIH
OBbLI BBIJAH JPYTOi CUCTEME-KIIHEHTY
ESIA-007012: Tun ABTOPHU3ALIMOHHOTO KoJia HE
10. | unsupported_grant_type
MIOJIIEP’KUBACTCS CEPBUCOM aBTOPHU3AIIH
) ) ESIA-007013: 3ampoc He COIEpKHUT YKa3aHHMs Ha o00JacTh
11. | invalid_scope P AP Ve
JocTyma (SCope)
) ) ESIA-007014: 3ampoc He COIEPKUT 00S3aTeNbHOrO MapameTpa
12. | invalid_request P a paveEIp
1
13. | invalid_request ESIA-007015: HeBepHoe Bpemst 3ampoca
14. | no_grants ESIA-007019: OtcytcTBYyeT paspelieHue Ha J0CTYI

B.2.3 IonyuyeHue mapkepa 10CTyna B 00MeH HAa aBTOPHU3AIlMOHHBII KO

Korga aBTOpm3amMoOHHBIA KOJ TMOJy4YeH, CHCTEMa-KIMEHT MOXXET c(opMUpOBaTh 3aIpoc

meronoM POST Ha https-anpec ECUA nns momydyeHus: Mapkepa ﬂOCTyna63. B Tteno 3ampoca qOIKHBL

OBITh BKJTIOUCHBI CJICAYIOIUC CBCACHUA:

<client_id> — unentudukarop cucremMbl-kiareHTa (MHeMoHHKa ciucteMbl B ECHA);
<code> — 3Ha4yeHHE aBTOPU3AIMOHHOTO KOJa, KOTOPBIA ObuT paHee monydeH oT ECUA wu

KOTOpBIﬁ HCO6XOI[I/IMO 0OMEHSATH Ha MapKep JOCTYIIa,

88 Azmpec B TecToBoii cpexe: https://esia-portall.test.gosuslugi.ru/aas/oauth2/te
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<grant_type> — npuHuMaer 3HaueHue ‘‘authorization code”, ecnm aBTOPU3AIMOHHBIA KOJI
0OMEHHUBAETCs Ha MapKep J10CTYyIa;

<client_secret> — nmoamucs 3anpoca B popmare PKCS#7 detached signature B koguposke UTF-
8 or 3HaueHmit yerbipex mapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (6e3
pasnenuteneii). <client secret> nomkeH ObITH 3akoaupoBaH B (opmarte base64 url safe.
Hcnonb3yeMplii [Jis TPOBEpPKU MOAMHCH CcepTU(UKAT JOHKEH ObITh IpeABapUTEIbHO
3apeructpupoBad B ECUA u npuBsizan k yueTHoi 3anucu cuctembl-kiimenta B ECUA. ECUA
noanepxkuBaeT ceprudukatel B popmare X.509. ECHUA mnomumepxuBaeT alropUTMbI
dbopMupoBanus d3NeKTpoHHOW moamucu RSA ¢ mmuHoit kmroua 2048 u  anropuTMom
kpunrtorpaduueckoro xsmupoBanus SHA-256, a Takxke alropuT™M SJIEKTPOHHOW MOANUCU
I'OCT P 34.10-2001 u anroput™m kpunrorpapuyeckoro xasmmposanust [OCT P 34.11-94.
<state> — nabop ciyd4ailHBIX CHUMBOJIOB, MMeEOIIUNA BuA 128-OuTHOTO HIEHTU(UKATOpPA
3anpoca (HeoOX0auMO JUTsl 3alIMTHI OT MepexBara), reHepupyercs no crangapry UUID; stot
Ha0Op CHUMBOJIOB JOJDKEH OTIMYATHCSA OT TOTO, KOTOPBIH HCIIOJIB30BAJICS TPU MOJTYyYCHUU
aBTOPH3AIMOHHOTO KOJIa;

<redirect_uri> — ccbuIKa, 10 KOTOPOU JIOJDKECH OBITh HAIPABJICH IOJIb30BATEIb MOCIIE TOTO, KaK
JacT pa3penieHrne Ha JOCTyM (TO )K€ camoe 3Ha4deHHe, KOTOopoe ObUIO yKa3aHO B 3alpoce Ha
MOJTy4eHHE aBTOPU3ALMOHHOTO KOJIa);

<scope> — o0yacTh JOCTyIa, T.€. 3allpalIiBaeMble MpaBa (TO K€ caMoe 3HAa4YeHHEe, KOTOPOe
OBUIO YKa3aHO B 3aIlIpOCe Ha MOJTY4YE€HUE aBTOPU3ALMOHHOTO KOJa);

<timestamp> — Bpems 3ampoca mapkepa B ¢opmare yyyy.MM.dd HH:mm:ss Z (manpumep,
2013.01.25 14:36:11 +0400), HeoOxoanMoe As (pUKCALMU Hadaja BPEMEHHOTO MPOMEXYTKa,
B T€UEHHUE KOTOPOTo Oy/IeT BAJIMJIEH 3aMpoC C IAaHHBIM UACHTU(UKATOPOM (<state>);
<token_type> — Tum 3ampamiBaeMoro Mapkepa, B Hactosiee Bpems ECHUA mogaepxuBaet

TOJIBKO 3HaueHue “Bearer”.

Ecnu 3anpoc ycnenrHo npomen nposepky, To ECHUA Bo3Bpamaet otset B opmare JSON:
<access_token> — mapkep gocTyma st JaHHOTO pecypea;

<expires_in> — BpeMsi, B TEUCHHE KOTOPOTO HCTEKAET CPOK JEHCTBUS MapKepa (B CeKyHAaX);
<state> — Habop ciIy4allHBIX CHUMBOJIOB, HMMeEIOLMH Bua 128-OMTHOrO HAEHTHUPHUKATOPA
3amnpoca, reaepupyercs mo crangapty UUID (coBnagaeT ¢ uneHTUPUKATOPOM 3ampoca);
<token_type> — Tun mpeaocTaBIeHHOrO Mapkepa, B Hacrosiiee Bpems ECHUA nmonnepxuBaet

TOJNBLKO 3HaueHue “Bearer”;
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— <refresh_token> — mapkep 0OHOBIIEHHS ISt JAHHOTO pecypca.

[Ipumep otBera:
{

“access_ token” :
“eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0.eyJleHAIOJEZNTkINDAXODcsInNjb3B1I]
0iaHROcDpcLlwvZXNpYS5nb3Nlc2x1Z2kucnVeL2VtcF9pbmY b3JInX29pZD0xMDAWMDAWMzU3IiwiaXNzIjoiaHROcDpcLlwvZXNpY
S5nb3N1c2x1Z2kucnUiLCIuYmYiOjEzZNTk1MzY10DcsInVybjplc21hOnNpZCI6IjE2ZDAmOTNKLTZ] ZTgtNDE30S04ZmFmLTAmZDO2
ZDMyMDhhNi IsTnVybjplc21hOnNial 9pZCI6MTAWMDAWMDMANSW Y2xpZW50X21kTj0iRVNIQSTsImlhdCI6MTM1OTUZN]U4N30”,
“expires in” : 3600,

“state” : “9be638a9-0e05-42el-b4f8-a3e30457fbdd”,

“token type” : “Bearer”,

“refresh token” : “54039d1f-9917-43cd-961a-2729c891ef8c”

}

ITpu HEBO3MOKHOCTH BbIIa4u MapKepa A0CTyIa Bo3BpalnaeTcst ko omuoku (Tabmuma 12).

B.2.4 Ilosryuyenre HOBOro MapKepa A0CTyla B 00MeH Ha MapKep 00HOBJICHUSA
[Ipy wucnonb30BaHUM MapKepa JOCTyHa CHUCTEMaM-KIMEHTaM pPEKOMEHJYyeTcsl CHadaja
IIPOBEPATH, HE UCTEK JIM CPOK ero Aeicrteus. Eciin Mapkep npocpodeH, TO AJs YCIEHIHOTO JOCTyIa K
3alIMIIEHHOMY pecypcy NoTpeOyeTcsl MpeiBapUTENIbHO IONYYUTh HOBBIM MapKep JOCTyna C
UCIOJIb30BaHUEM MapKepa oOHOBIEHUs. J{J1s1 3TOro cucTeMe-KIMeHTy clieyeT COpMHUPOBATh 3arpoc
meronom POST B ampec ECHA, umeromuil CTpyKTypy, aHAJOTHYHYIO IEPBHUYHOMY 3alpocy Ha
nosydeHue Mapkepa. OCOOEHHOCTH 3HAUYEHUI TapaMeTpoB 3arpoca:
— <refresh_token> — 3HaueHHe WMMEIOIIETOCSI y CHCTEMBI-KIIMEHTAa MapKepa OOHOBIICHHS,
KOTOPBIH ciieyeT OOMEHSITh Ha HOBBIN Mapkep jaocTyma (ykaspiBaeTcss BMecTo <code>);
— <grant_type> — nomkxHo uMeTh 3HaueHue ‘‘refresh token”, mockonbky Mapkep OOHOBIIEHUS
0OMEHHMBAETCSl HA MapKep JOCTYIa;
OtBer Ha 3T0T maercs B ¢opmare JSSON u mmeer Ty ke CTPYKTypy, KaK U MPH NEPBUIHOM
NPEJOCTaBIEHUN Mapkepa JOCTyna. B 3ToM oTBeTe COAEpXKHUTCS HOBBIH MapKep OOHOBJIEHHS,

KOTOpBIfI CUCTCMA-KIIMCHT OOJIKHA XPAHUTH BMCCTO YiKE UCIIOJIB30BAHHOTI'O MapKepa OOHOBJICHUS.

B.3 Mopaean KOHTPOJSA A0CTYIIA HA OCHOBE MOJTHOMOYHMH CUCTEMBbI-

KJ/IMECHTA

B.3.1 O0mme npuHIUANBI

OTta MOJeNlb KOHTPOJIS TPEAINosaraeT, 4To CHCTeMa-KJIMEHT CaMOCTOSTENbHO OOpariaercs K
CepBUCY aBTOPH3AIMK U mosydaeT Mapkep jgocryma (client-side flow) na ocHoBanuu nmerormmxcst (u
3a()UKCHPOBAHHBIX B CEPBUCE aBTOPH3AIMH) IMOJHOMOYMN CHCTEMbI-KIHeHTa. JlaHHas MOJelb
KOHTPOJISL JIOCTYNa MpPEIIoyiaraeT, 4yro CHCTEeMa-KIMEHT TPH JOCTYNe K 3allHIICHHOMY pecypcy
HEMOCPEICTBEHHO ToydaeT paspemieHue (B QopMe Mapkepa OCTyla) CO CTOPOHBI CEpBHCA

aBropm3anuu. B o0mem Buie cxemMa B3auMOACHCTBHUS BBITVISIAUT CIASAYIOIINM 00pa3oM:

137



— cHUCTeMa-KJIMEeHT oOpaliaercs K CEepBUCY aBTOpU3AallMM 3a BbIJAuYeld Mapkepa JIOCTYIIa,
MO3BOJISIFOIIETO MOJIYYUTh AOCTYII K 3allUIIIECHHOMY PECYPCY;

— CepBUC aBTOPHU3ALMU ayTEHTU(DULUPYET CUCTEMY-KIMNEHTA U BbIIAET MapKep J0CTYIa;

— CHCTEeMa-KJIMEHT 3alpaliuBaeT y IOCTaBUIMKA 3alUIIECHHBIN pecypc, NpeabsBisisl MapKep
JI0CTYTIa;

— TIOCTaBUIMK pecypca MpOBEpsieT MapKep JOCTyMa, €clid OH BalHJIEH, TO pa3peliaeT JOCTyN K
3alUIIEHHOMY pPecypcy.

JlaHHast MOeNb KOHTPOJIS IOCTyIa IPOMUIIOCTPUPOBaHa Ha pUCyHKe 16.

sd Cxema Bsaumneﬁcmun/

Cuctema-knmeHT Cepsuc MocTaBuyk
aBTOpM3aLUN pecypca

3anpoc Ha nonyyeHune
mMapkepa goctynal)

mapkep goctyna()

|
3aMpoc Ha nosy4YeHne pe:cypca, mapkep goctynal)

3aLLLEHHBIN pecypc()

[ip

Pucynok 16 — Cxema B3auMOZEHCTBUS NP peaTu3allii MOJIEIN KOHTPOJIS IOCTYTa Ha OCHOBE
MOJIHOMOYMI CHUCTEMBI-KJINEHTA
[TockonbKy mosydeHHe Mapkepa JOCTyla IMPHU UCIIOJIb30BaHUM JAHHOM MOJENIN KOHTPOJIS He
npejnosiaraeT oOpalileHus K BIaJeNblly pecypca, To Mapkep oOHOBIIEHHs He npumensercs. Cucrema-
KJIMEHT [0oCJie MCTEUYEHHUS CpoKa JEHCTBUS MapKepa JOCTyla MOXET OOpaTHTbCA K CEpBHUCY

ABTOPHU3AIMU U MOJYYUTh HOBBIA MAapKep JAOCTYIIA.

B.3.2 Ilonyuenune mapkepa 10CTyna

Jlns monydeHHss MapKepa JOCTylla CHCTeMa-KJIHEHT JO0JDKHA HampaBuTh 1o https-ampecy
cepBuca apropuzaiun (ECHUA) 3ampoc meronom POST. 3ampoc momkeH coaepikaTh Clenyrolue
CBEICHMUSL:

— <client_id> — ngenTudukarop cucrempl-kineHTa (MHeMoHuKa cucreMsl B ECUA);
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<response_type> — ucnoyib3yemas MoJieJib KOHTPOJIA JOCTYIa; MPUHUMAET 3HaYeHue “‘token”,
€CIIU IPOUCXOAUT O€3yCIIOBHOE HAJCNIEHHUS CUCTEMbI-KJIMEHTA [TOJTHOMOUYUSIMY;

<grant_type> — mnpunumaer 3HaueHue ‘‘client credentialS”, ecam wHcmoaB3yeTcs MoIEIb
KOHTPOJISI I0CTyIIa HA OCHOBE ITOJIHOMOYMI CUCTEMBI-KJINEHTA;

<scope> — ob6sacTb JOCTyHa, T.€. 3alpalllBaeMble IpaBa; HAIPUMEp, €CIU CUCTEMAa-KIUEHT
3ampammMBaeT  gocTyn K gaHHbiM MC, TO scope OJDKHO UMETh  3HAu€HUE
http://esia.gosuslugi.ru/sbj_inf. [Tpu HeoOxoaMMOCTH 3ampoca ABYX U Oojiee 00IacTeld JoCTyma
UHTETPUPYEMOM CHCTEME 10 MOJEIN KOHTpPOJIA AOCTyIa Ha OCHOBE IOJHOMOYHUI CHCTEMBbI-
KJIMEHTa TpeOyeTcs OTHPABIATh pa3Hble 3alpOChl HAa KaXJbld SCOPE (M HOJy4aTb pa3HbIE
MapKepsl J0CTYIIa);

<state> — nabop ciyd4ailHBIX CHUMBOJIOB, MMewIUNA Bua 128-OutHOoro wuueHTuduUKaTopa
3anpoca (HeoOXoauMoO JUIsl 3alMThI OT IepexBara), reHepupyercs no crangapry UUID; stot
Ha0Op CHUMBOJIOB JOJDKEH OTIMYATHCA OT TOTO, KOTOPBIH HCIIOJIB30BAJICS HPU MOTYYCHUU
aBTOPU3ALIMOHHOT'O KOJIa.

<timestamp> — Bpems 3amnpoca mapkepa B ¢opmare yyyy.MM.dd HH:mm:ss Z (Hanpumep,
2013.01.25 14:36:11 +0400), Heobxoaumoe ajs GUKCAIUN Hayalla BpEMEHHOTO POMEXKYTKa,
B TE€UEHHE KOTOPOro Oy/eT BaJUIEH 3alpocC € JaHHBIM HIEHTH(PHUKATOpOM (<state>);
<token_type> — tun 3ampammBaeMoro Mapkepa, B Hacrtosiiiee Bpems ECHUA monnepxuBaet
TOJILKO 3HaueHue “Bearer”;

<client_secret> — moxnucs 3ampoca B popmare PKCS#7 detached signature B komuposke UTF-
8 ot 3HaueHuit yerwipex mapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (06e3
pasznenuteneit). <client secret> momxkeH OBITH 3akoaupoBaH B ¢dopmare base64 url safe.
Hcnonb3yemslit 11 GopMUpOBaHUS MOANUCH CEPTH(PUKAT JOIDKEH OBITh 3aperMCTPUPOBaH B
ECHA u mpuBsizan k ydeTrHoH 3amucu cucrteMbl-knueHta B ECMMA. ECUA nonnep:xusaer
cepruukarsl B ¢dopmare X.509. ECHUA mnoaaepxuBaeT anroputMbl (HOpMUPOBAHUS
anekTpoHHOU monmucu RSA ¢ mmmHoi kimoua 2048 u alropuTMOM KpUNTOTpapUuecKoro
xammpoBanusg SHA-256, a taxke anroput™m snekrpoHHoi nopnucu 'OCT P 34.10-2001 u
anroput™ Kpunrorpapuueckoro xsmupoBanus [OCT P 34.11-94.

Ecnu 3anpoc ycnenrHo npouen nmposepky, To ECHUA Bo3Bpamaer oreet B hopmare JSON:
<access_token> — mapkep goctymna Ui JAHHOTO pecypca;

<expires_in> — BpeMsi, B TEUCHHE KOTOPOTO HCTEKAET CPOK JEHCTBUS MapKepa (B CeKyHAaX);
<state> — naOop ciydaliHBIX CHUMBOJIOB, MMeOIIUNA BuA 128-6uTHOrO HIEHTU(UKATOpPA

3arpoca, renepupyercs no cragaapty UUID (coBmagaer ¢ uaeHTH(PUKATOPOM 3a1poca);
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— <token_type> — Tun mpemocTaBICHHOTO Mapkepa, B Hactosiiee Bpems ECUA moamep:xkuBact
TOJLKO 3HaueHue “Bearer”;

[Tpu HEBO3MOXKHOCTH BbIJAUX MapKepa J0CTyIa Bo3Bpainaetcs Ko omuoku (Tabnuia 12).
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B.4 Oco0ennocTu ykazanusi 00J1aCTH J0CTYnA (scope)

Ilpn 3anpoce Ha MONy4EeHUS MapKepa AOCTyNa CHCTEMa-KIMEHT J[OJDKHA O0s3aTelnbHO

YKa3bIBaTb COOTBCTCTBYI-OH_II/Iﬁ Scope, T.c. 00/1acTh J0CTYyIIa (TI/IH JaHHBIX, K KOTOPBIM CUCTEMA-KIIMCHT

HaMepeHa MOJyYUThb AOCTYII).

B ECHA ucnons3yroTces cleayrome TUIlbl SCOPE:

1. Jlauusie o cyobekre (http://esia.gosuslugi.ru/sbj_inf). DTot scope He mapamerpusyercs, T.K.
CYOBEKT, TaHHbIE O KOTOPOM HaMepeHa MOIYyYUTh CHCTeMa-KIMEHT, SIBHBIM 00pa3oM yKa3aH B
3ampoce, a TAKXKe COJEPIKUTCS B CAMOM MapKepe JIOCTyIa.

2. JlanHple O monb3oBaTene. B cucTreMe NpeayCMOTPEHBI CleAyIOIHe SCOPEe, IMO3BOJISIONINE
MOJIY4UTh JJaHHBIC O moJib3oBarene (Tabmuma 13).

Tab6muma 13 — [IpenocraBnsempie ECMA HaOOpHI TaHHBIX O TIOJIB30BATEINEC
Ne Ha3sBanmue scope Ha3panue Habopa naHHBIX Cocras Ha0opa JaHHBIX
L. fullname IpocMoTp (ammmin, nmenn u |~ PIMUIHAS;
OTYecTBa -  uMs;
—  OTYECTBO.

2. birthdate ITpocMOTp aThl POKIACHUS — fata POXKICHHA,
yKa3aHHas B y4EeTHOH
3armcu

3. gender [TpocMoTp mosa ~ TOKM,  yKasaHHBIM B
Y4ETHOH 3aIUCHU

4. snils ITpocmorp CHUJIC — CHWIC, yxasanublii
B YUYETHOU 3aIUCH

5. inn Tpocmorp MHH — WHH, yka3annuslii B
YYETHOH 3aIUCU

6. id_doc [TpocMoTp JIAaHHBIX o| — ¢‘epwi M HOMEp

AOKYMCHTEC, YAOCTOBCPAIOIICM

JIMYHOCTD

JIOKYMEHTA,
YAOCTOBEPSIOLIETO
JIMYHOCTD;

— J1aTa BBRIJAYH,

— KM BBIJaH;

— KOJI TTOApa3aelICHHUS.
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Ha3Banue scope

Ha3Banue Ha0opa TaHHBIX

CocrTaB Ha0opa TaHHBIX

CBUICTCIIBCTBA O POXKIACHUN

. birthplace [TpocMoOTp MecTa POKACHHS MECTO POKICHHA.

8. medical_doc IIpocMOTp  JAHHBIX — IOJMCA Homep nomica OMC;
0053aTENBHOr0 MEIUIIMHCKOrO CPOK JIEHCTBHS.
ctpaxoBanusi (OMC)

9. military_doc IIpocMOTP JAHHBIX BOEHHOIO cepus M HOMEp
oniera BOEHHOI'0 OMIIETA;

JaTa BbIIAYH,;
opras, BbIJIABILIHI
JIOKYMEHT.

10. foreign_passport_doc IIpocmotp JIAHHBIX bamuus, M,

3arpaHUYHOrO MacopTa oT4eCcTBO  OyKBamu
JATHHCKOTO
andapura;
cepus M HOMeEp
3arpaHUYHOTO
nacropTa,
JaTa BBIIAYH,
CPOK JEHCTBUS;
Opras, BBIJIaBIIU I
JIOKYMEHT.

11. drivers_licence_doc [Tpocmotp JaHHBIX cepus M HOMEp
BOJIMTEITECKOTO BOJIUTEIIHCKOTO
YAOCTOBEPEHUA YIOCTOBEPEHUS;

JaTa BBIJAYH,
CPOK JICHCTBUS.
12. birth_cert_doc IIpocMoTp JAHHBIX cepusi U HOMEp

CBUJICTCIIHLCTBA;
JaTa BRIIAYM,
MECTO

roCyJapCTBEHHOMN
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Ne Ha3Banue scope Ha3Banue Ha0opa TaHHBIX CocrTaB Ha0opa TaHHBIX
perucTparuH.
13. | residence_doc [IpocMOTp maHHBIX BHja Ha |  CCPWI M HOMCp BHJIA
AKHUTEIbCTBO Ha KUTEJIbCTBO;
— JlaTa BbIJAYH.
14. | temporary _residence_doc ITpocmotp JaHHBIX | cepvt M HOMEp
paspelieHuss Ha BpPEMEHHOe paspemeHus Ha
IIPOXHUBAHHUC BPEMEHHOE
IPO>KHMBaHUE,;
— Jara BblJayH.
15 | vehicles [IpocMoTp nammbix |~ TOCYAApCTBEHHBIH
TPaHCIOPTHBIX CPE/ICTB perucTpanoHHbIH
3HaK;
— cepus M HOMEp
CBUJETEIHCTBA 0
perucTpanmu.
16. | email TTpocmoTp ampeca | ~ APEC  DIICKTPOHHOH
JJIEKTPOHHOMU MOYTHI IIOYTHI, YKa3aHHBIM B
YYETHOU 3aIUCH
17. | mobile TTpocmoTp Homepa | ~ HOMEp MOOHUJILHOTO
MOOHIILHOTO TenedoHa Tenedona
18. | contacts TTpocMoTp JAHHBIX o| — HOMEp  JOMalHero
KOHTAKTax M aJipecax TeneoHa;
— HOMEp MOOMIBHOTO
tenedoHa,
— ajapec  DIEKTPOHHOU
HOYTHI,
— aJipec perucrpanuy,
— aapec MecTa
MPOKUBAHUSI.
19. usr_org HpOCMOTp crmicka | ~  CHHCOK OpraHu3alnuM

OpraHu3alMil 0JIb30BATEIIS

IIOJIB30BATECIIA.

143




Ha3Banue scope

Ha3Banue Ha0opa TaHHBIX

CocrTaB Ha0opa TaHHBIX

20.

usr_avt

[IpocmoTtp MU300paKeHUS

(aBaTapa) mosnb30BaTems

[Tonyuenus
U300paXKeHUS
(aBatapa);

Co3nanue u
O0OHOBJICHHE
U300paXeHUS
(aBatapa);

[Tonyuenue
UCXOIHOTO
MU300paKEHHS

(aBaTapa)

Tabnuna 14 — IlpenocraBnsiembie ECUA HabOpb! JaHHBIX O AETAX MOJIb30BATENs

kid_fullname

[Ipocmotp pamunuu, uMeHu u

OTYCCTBa

bamunus;
HAMS,

OTYECTBO.

kid_birthdate

IIpocMOTp maTel pOXKACHUS

JgaTta POXIACHUS

pebeHka

kid_gender

[TpocMmoTp mona pebenka

[Ton pebenka

kid_snils

ITpocmorp HOMepa CHUIIC

pebeHka

CHMIJIC pebenka

kid_inn

ITpocmotp MHH pebenka

WNHH pebenka

kid_birth_cert_doc

IIpocmotp JAHHBIX

CBHUICTCIIECTBA O POXKICHHUN

Cepus
CBUJICTEIILCTRA,;
HOMEP
CBUJICTETHCTBA,

nara BbIJIAYU
CBUJICTEIILCTRA,

KEM BbIJAHO

CBHUACTCIBCTBO.

kid_medical_doc

[IpocMoTp maHHBIX mOJIMCA
00513aTeJIbBHOr0 MEAULIUHCKOTO

crpaxoBanus (OMC)

HoMmep noauca OMC,

JNEUCTBUTEIICH o
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OMC.

Ilpumeuanue:
Bce ykazanHble B Ta0nMile SCOpe TaKKe [O3BOJSIOT MOJIYYUTh JIaHHBIE O IIPU3HAKE
MOATBEPIKICHHOCTH YYETHON 3amucu MoJsib3oBarens (arpuOyT <trusted> mepCOHANBHBIX JTaHHBIX
(bHU3MUECKOTrO JIHIIA).
DtH Scope ykaszwiBaloTcs B opmare /scope?paraml=valuel&param2=value2, rae <paraml>
— Ha3BaHwue, a valuel — 3HaveHue mapameTpa. MOXeT HCIOIb30BaThCS MTApaMeTp:
— <oid> - BHyrpeHHmii uaeHTHGHUKATOpP monb3oBatenss B ECHA (o0s3aTenbHBII
napamerp);
[Tpumep scope:
scope="id_doc?oid=1111111"
ITpu 3anpoce y cepsuca aBropuzanuu ECHUA mapkepa noctymna Ha scope id_doc wiu 106010
JIpyroro SCOPE Ha MOJY4YeHHE NaHHBIX O MOJb30BaTelle HE HYXHO B KayecTBE MapameTpa
YKa3bIBaTh 0id 3TOr0 MOJIB30BATEINS.
[Ipunate pemieHne O TPEAOCTAaBIEHWU JAHHBIX O I[OJb30oBarene (T.e. O BbIJaye
COOTBETCTBYIOIIETO MapKepa) MOKET UCKIIOUUTEIHHO CaM MOJIb30BaTENb.
Scope «id_doc» u «foreign_passport_doc» mo3BoJIAIOT MOAYIUTh | pask IaHCTBO MMOJIL30BATEIS.
st monyyanusi mHGOpPMAIIMU 00 OpraHM3aIUsAX, B KOTOPhIE BKIIOYEH MOJIb30BATENb (CKOYII
usr_org), cucrema JOJDKHA BBIMONHUTEH 3ampoc merogom GET B https-ampec REST-API
cuctembl ECHA: https://esia.gosuslugi.ru/rs/prns/{prn_oid}/roles. 3ampoc Takxke m0KEH

COACPIKATHb MAPKEP AOCTYIIa CUCTCMBI, BBIJAHHBIN Ha CKOYII usr_org:

GET https://esia.gosuslugi.ru/rs/prns/{prn_oid}/roles
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoM
Wudopmanus Bo3BpalaeTcss B pa3BEpHYTOM BUJE, T.e. K 1aHHOMY REST-API yxe npumMeHeH
MexaHu3M BeTpanBanus (embedding) cBs3aHHBIX JaHHBIX:
— <0id> - uneHTH(UKATOpP OpraHU3aINY;
— <fullName> — mosHOe HaUMEHOBaHUE OPTaHU3AIINH;
— <ogrn>— OI'PH opranuzanuu;
— <branchName> — HaumeHoOBaHue (punuana;
— <chief> — cBenenus o Tom, SBISETCS M COTPYAHUK PYKOBOAUTEIEM OpraHU3anvu (B

3TOM Cllydae uMeeT 3HadeHue “true”) wiu mer (“false”).

[Ipumep otsera:
{

"stateFacts" : [
"hasSize"

]I

"size" : 3,

"elements" : [
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"stateFacts" : [
"Identifiable"
]I

"oid" : 1000343519,
"VHIVBMOYyaJIbHEM NPEeINpMHUMaTENb VBaHOB VBaH lVeBaHoBMUY",
"463378628913775",

"fullName"
"ogrn”
"chief" : true

"stateFacts" : [
"Identifiable"
]I

"oid" : 1000327299,
"TecToBas OpraHmszauus 3",
"5435234523452",

"fullName"
"ogrn"
"chief" : false

"stateFacts" : [
"Identifiable"
]I

"oid"™ : 1000320866,

"OPTAHM3AIUA 493246577",
"1024300822920",

"Pomamka",

"fullName"
"ogrn”
"branchName"

"chief" : false

3. Jlanupie 00 opraHumzanmu. B cucteme mpeaycMOTpeHBI cleAyroliue SCOPe, MO3BOJSIONINE
MOJIYYUTh JaHHble 00 opranu3anuu (Tadmuia 15).
Tabnuma 15 — [penocraBnsembie ECUA HabOpHI TaHHBIX 00 OpraHU3aluu
Ne Ha3zBanmue scope Ha3Banue Habopa JaHHBIX CocraB Habopa 1aHHBIX
1. org_shortname CokpamienHoe  HauMmeHoBaHue | CokpaleHHOe
OpraHu3aIu HaWMEHOBAaHHE
OpraHu3aIluu
2. org_fullname [TomHOE HanMmeHoBaHue | [lomHOe HamMeHOBaHME
OpraHu3aIu OopraHu3aIu
3. org_type Tun opranuzanuu Tun opranuzanuu
4, org_ogrn OI'PH opranuzanuu OI'PH opranuzanuu
5. org_inn WNHH opraamnzanuu WHH opraamzanun
6. org_leg OII® opranuzamnumn OIl® opranuzanuun
7. org_kpp KIIIT opranuzanuu KIIIT opranuzanuu
8. org_agencyterrange TepputopuanbHas TepputopuanbHas

npuHamiexknoct OI'B

npuHamiexkHoct OI'B
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Ne Ha3Banmue scope Ha3Banue Ha0opa TaHHBIX CocrtaB Ha0opa TaHHBIX
9. org_agencytype Tun OI'B Tun OI'B
10. | org_oktmo OKTMO opranuzanuu OKTMO opranuzamuu
11. | org_ctts KoHnrakTel opranuzauuu: Homep | KOHTakThl opranusamnuu:
tenedoHa, HoOMEp dakca, aapec | HoMep TenedoHa, Homep
AJIEKTPOHHON MTOYTHI daxkca, anpec
AIEKTPOHHOMU MMOYThI
12. | org_addrs Anpeca opraHu3aiuu | Ajxpeca OpraHu3alnuu
(To4TOBBII azapec, | (OYTOBBII aapec,
IOpUJIMYECKUNA a/Ipec): MHJEKC, | FOPUIUYCCKUN aJpec):
UACHTU(DUKATOP CTpaHbl, aJpec | UHAEKC, UACHTUPUKATOP
B BHJE CTPOKHM (HE BKJIIOYas | CTPaHBbI, afpec B BUIC
JIOM, CTPOEHHE, KOPILYC, HOMEp | CTPOKHU (HE BKIOYAsl IOM,
KBapTUPbl), CTPOEHUE, KOPILYC, | CTPOEHHE, KOPILYC, HOMED
noM, kBaptupa, kox OUAC, | kBapTupsl), CTpoeHUE,
PETHOH, ropoj, | KopIyc, 10M, KBapTupa,
BHYTPUI'OPOJACKON paiioH, | kogq ®HUAC, peruosn,
paiioH, MOCeJIeHUE, JIOTL. | TOPOJI, BHYTPUTOPOACKOM
TEPPUTOpUS, YyIULA Ha JOI. | palloH, palioH, IIOCEIECHUE,
TEPPUTOPUH, YIIALIA JIOTI. TEPPUTOPHS, YIINLA
Ha JIOIl. TEPPUTOPHUH,
yIuua
13. | org_vhis TpaHCIIOpTHEIE cpenctBa | TpancropTHBIC CpeICTBA
OpraHH3aIuu: Ha3BaHUE, | OpraHU3aluU: Ha3BaHUE,
roCy/1apCTBEHHBIN roCyJ1apCTBEHHbIN
PETMCTPAallMOHHBIN 3HAK, CEpHsl | PETMCTPALlMOHHBIN 3HAK,
U HOMEp CBUJETEIIbCTBA O | CEpUS U HOMEP
perucTpanuu CBUJIETEIBCTBA O
perucTpanuu
14. | org_grps ['pynmel, BiagensiieM KOTOpBIX | ['pyrmibl, BragenbLueM

SABJIICTCA OpraHU3anusd

KOTOPBIX ABJIACTCA

Opra"u3anus
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Ne Ha3Banmue scope Ha3Banue Ha0opa TaHHBIX CocrtaB Ha0opa TaHHBIX
15. | org_emps JlanHb1e 0 cOTpyAHMKax | /laHHBIE O COTpYAHUKAX
OopraHu3alu OopraHu3alu
16. | org_brhs JlaHHbIE 0 ¢bummanax | Jlanaeie o Gpunanax
opranuzaruu (HasBanue, KIIII, | opranuzamnuu (Ha3BaHue,
OII®, koHTaKTHI, agpeca) KIIII, OII®, kOHTAKTEIL,
aapeca)
17. | org_brhs_ctts KoHTakThI ¢umuanos | KontakTs! punnanon
OpraHu3aluu OpraHu3alu
18. | org_brhs_addrs Anpeca (unuanoB opranuzanuu | Aapeca Gpuauanos
OopraHu3aIu
19. | org_rcs LleHnTpsI peructpauuu | LleHTpsl perucrpauuu
OopraHu3aluu OpraHu3aluu
20. org_stms Cuctemsl, BiajenblieM KOTOpbiX | CHUCTeMBl, BIaAelIblIeM
SBJISIETCS] OpPraHU3aLIHs KOTOPBIX SIBJISIETCS
OpraHu3aIus
21. | org_invts IIpurnamenus, HanpasiaeHHsle | [Ipurnamenus,
opraHu3anuein HaIIpaBJICHHBIE
Opra"u3anuen
DTH SCOpe ykasbiBaroTcs B (hopmare /scope?paraml=valuel&param2=value2, rue <paraml>
— Ha3BaHwue, a valuel — 3HaveHue napameTpa. J{oMKEeH HCIOIb30BaThCS TapaMeTp:
— <org_oid> — Buyrpennuii uaentudukarop opranusanuu B ECHA.
[Tpumep scope:
scope="http://esia.gosuslugi.ru/org_emps?org_oid=1000000357"
Hannuue mapkepa ¢ Takium SCOPE MO3BOJSAET MOTYUUTh HHPOPMAIIHIO O COTPYTHUKAX.
4. JlanHble JUIs WACHTU(HUKAIMM W ayTeHTUUKAIMKM moJb3oBareis (openid). Dror scope

HCIIOJIB3YCTCA B LECIAX IMPOBCACHHA aYTeHTI/I(bI/IKaHI/II/I IMMOJIB30BATCIIA U IMOJYUCHHUSA MapKeEpa
unentudpukanuu (cMm. Ilpunoxenne B.6 uw B.7). OH He mapamerpusyercs, T.K. 0
ayTeHTU(UKALUU y CHCTEMBI-KIMEHTa OTCYTCTBYeT HHGopMmanus o0 wuneHTudukarope
MOJIb30BATEJI.

Texunonornueckas unpopmarust (http://esia.gosuslugi.ru/tech_inf), B Tom umcie — o mepeune

YAQAJIICHHBIX MOJIL30BaTeIICH. I[J'IH IMOJIYYCHHA OaHHBIX 00 YAQJICHHBIX I10JIB30BATCIIAX J3TOT
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B.5

scope nomkeH uMmeTh Buia: http://esia.gosuslugi.ru/tech_inf?stu=DELETED. [lonyueHue
MapKepa IOCTyla Ha 3TOT SCOPE JOJKHO MPOHMCXOMUTH MOCPEACTBOM MOJICIH KOHTPOJIS

JOCTYIIa Ha OCHOBE MTOJHOMOYH cucTeMbl-KineHTa (cm. Ipunoxenue B.3).

CBe/leHUs 0 CTPYKTYpe H MPOBEPKe MapKepa A0cTyna

Hcnonwszyembiii ECUA Mapkep cOCTOUT U3 TPEX YacTei:

3aronoBok (header), B KoTOpoM coaepxuTcs oOmias MHPOpMaLuUs O THUIIE Mapkepa, B TOM
qucse 00 UCIONIb30BaHHBIX B XOZ€ €ro (OPMUPOBAHUS KPUIITOIPAhUIECKUX ONEepaLHsIX.
Habop yrBepxxnenuii (payload / claim set) ¢ comepkareabHbIMU CBEACHUSIMH O MapKepe.
[Mommuce (signature), KOTOpast yA0CTOBEpseT, 4To Mapkep «Bbiaan» ECHUA u He ObUT H3MEHEH
Ipu nepeaaye.

Yactu MapKepa pasaciICHbI TO‘IKOfI, TaK 4YTO OH UMCCT BU/:

HEADER.PAYLOAD.SIGNATURE
Mapxkep nepenaetcs B Bujae cTpoku B popmare Base64ur

1%,

Kaxxgast yacts Mapkepa cofepKuT Habop yTBepkaAeHui (claims) Tpex THIOB:

3aronoBok (header) cogep kKUt onucanne CBOWCTB HCIIOIB3YEMOTO MapKepa:

Anroputm mmdpoBanus (“alg”, cranmaptHoe oOo3HaueHue); B Hacrosimee Bpemss B ECUA
MOAJEPKUBACTCS  alNrOpUTM d3JiekTpoHHOM mnoamucu RSA  SHA-256, pexomeHnyemslit
cnennpukanueil (COOTBETCTBYET 3HAUYEHUIO “R5256”)65 U aJITOPUTM JJIEKTPOHHOU IOIIUCH
I'OCT P 34.10-2001 (cootBetctByeT 3HaueHHi0 “GOST34107);

I'moGanbHbI THN Mapkepa (“typ”, cTanmapTHoe oOo3HaueHue), koropbiii B ECHA Bcerna
umeet 3HaueHue “JWT” (JSON Web Token);

ECHA-cnenuduueckuii Tun Mapkepa u ero Bepcus (“sbt” u “ver” cooTBeTCTBEHHO, MPUBATHOE
o003HavYeHue), yTo HeoOXxoaumo i ucnoiab3oBaHusi B ECHA HeckolbKuUX THUIIOB MapKepa,
JUTSL MapKepa JIocTyma — “access’”.

Hanpumep, 3arosioBok Mapkepa noctyna B ECUA Oyner umeTsh cieayronuil BUIL:

{"alq":"R5256","typ":"JWT","ver":O,"sbt":"access"}

Coobmenne (payload) Bkirodaer B cebs cojepkaTelbHbIE YTBEpXKIEHUS O cyObekre. B

cjiydae, €Cjii CUCTEMa IMPOBOIUT ayTeHTI/I(bI/IKaI_II/IIO IIOJIB30BAaTCIIA C HCIIOJb30BAHHECM MCXAaHH3Ma

SAML, cucreme HeT HeoOXomUMOCTH pa3duparbes B ¢opmarte payload mapkepa mocrtyma. OmHaKo

€CIIM CHCTeMa MIPOBOJMT ayTeHTU(UKAIMIO MOJIb30BaTeNs ¢ ucnoib3oBanueM REST, eit HeoOXoaumo

% IMonpo6ree M. B: http:/tools.ietf.org/html/draft-ietf-jose-json-web-signature-02#appendix-B
8 Cm.: http://tools.ietf.org/html/draft-jones-json-web-token-10#section-8
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http://tools.ietf.org/html/draft-ietf-jose-json-web-signature-02#appendix-B
http://tools.ietf.org/html/draft-jones-json-web-token-10#section-8

u3BJeYb HEeoOXoauMmyro WH(oOpMalMio U3 coobuieHus mapkepa (payload) u mpoBepuTh moamuch
ECHA.
CooO1eHne BKIFOYAeT B ce0sl COIepKATEIbHBIC YTBEPIKICHUS O MapKepe JOCTYyIa U CyObeKTe:

1. [lanHble 0 Mapkepe JocTymna:

BpeMs NpekparieHus aeicteus (“exp’) — B cekynaax ¢ 1 susaps 1970 r. 00:00:00 GMT;

— Bpems Hauana aevictBus (“Nbf’) — B cexynmax ¢ 1 suBaps 1970 r. 00:00:00 GMT, T.e.
MapKep Hesb3s 00pabaTbIBaTh 0 HACTYIJICHUS YKa3aHHOT'O BPEMEHH;

— Bpems Boitaun (“iat”) — B cexkynaax ¢ 1 ssaBaps 1970 r. 00:00:00 GMT;

— opraHm3anus, BbeITycTHBIIAsS Mapkep (“iss”), miast mapkepoB ECHMA Bcerma wumeer
OIpeJIeJIECHHOE 3HAYeHHEe, KOTOpPOE COBMAJAET C IOJIEM «CYOBEKT» HCIOJIb3YEeMOIo
ceprucuxara ECUA (http://cydobekr);

— anpecat mapkepa (“client_id”) — yrBepkJeHue, OrpaHUYUBAIOIICE CUCTEMBbI/TIPUIIOKCHUS
(«aynuTopusi»), KOTOpble MOT'YT UCIIOJIb30BaTh ATOT Mapkep. s 0003HaueHus aapecaTa B
ECHUA wucnoneszyercss mHemoHuka pganHoil WC, 3apeructpupoBanHoii B ECHA.
CoOTBETCTBEHHO, UCIOJIb30BAaTh MAPKEP MOTYT TOJIBKO CUCTEMBI C 3TOM MHEMOHUKOM.

— uneHtudukarop mapkepa (“urn:esia:sid”) — HabOp cay4aiiHBIX CHMBOJIOB, HMEIOLIHIA BH/T
128-6utHoro uneHTudukaropa, creaepuponanHoro no cranaapty UUID.

2. ]JlanHbIC O CYOBEKTE:

— wunentudukarop cyopekra (“urn:esia:shj_id”), B kadecTBe 3HaYeHUs yKa3biBaeTcs oid, 3TOT
UACHTU(DUKATOP YHUKAJICH JUI KaX/10ro cyObekTa, 3apeructprupoBanioro B ECUA;

— ob6macte gocryma (“scope”), B KauecTBE 3HAYEHMs — Ha3BaHUE 00JacTH, K KOTOPOH

HpeoCTaBIsIeTCst 0CTyM (Hanpumep, “id_doc”).

ITpumep coobmienus (payload) mapkepa goctyna 8 ECUA:

{"exp":1393858241,

"scope":"id doc?0id=1000023328",
"iss":"http:\/\/esia.gosuslugi.ru",

"nbf":1393854641,
"urn:esia:sid":"f9cbc3bf-8fal-42c8-a838-6e02baae8328",
"urn:esia:sbj i1d":1000023328,

"client id":"TEST SYSTEM",

"iat":1393854641}

[Moamucek (Signature) mMapkepa OCYIIECTBIISETCS MO TOM AJITOPUTMY, KOTOPBIH YKa3bIBAaeTCS B
napamerpe “‘alg” wmapkepa. I[loamuce BBIYHCHSETCS OT JABYX NPEOBIIYIIMX YacTeld Mapkepa
(HEADER.PAYLOAD).

Cucreme-KIMeHTy, HCmoib3yomyo Mexanuamel REST u OAuth 2.0 mast ayreHtudukanun

l'IOJ'H:30BaTeJ'IeI71, PECKOMCHAYCTCA OCYIICCTBIIATHL IMMPOBCPKY MAapKEpa NOCTYIIA, UCIIOJIB3Ys JaHHBIC O €T0
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nojnucu. B obmmem Buie 3Ta mpoueaypa BKIOYAeT B ce0sl CIeIyroIue maru

66.

1. Ocymectienue base64url-nexoaupoBanus MepBbIX JBYX uvacTel mapkepa. B header ykasan
anroputm mudpoBanus (mapamerp alg).

2. Tperbs yacTh Mapkepa JOCTyma npenacraBiser coboit noanuck B popmare PKCS#7 detached
signature B komupoBke UTF-8 oT 3HaueHWil mepBBIX ABYX dYacTeld Mapkepa JoCTyma
(HEADER.PAYLOAD). Heo6x0a1umMo OCYIIECTBUTH MPOBEPKY JAHHOW AIEKTPOHHON MOAMUCH
C UCIOJIb30BAaHUEM cepTH(HUKATa KITF04Ya MPOBEPKH deKTpoHHOM moanucu ECHUA.

3. TlpoBepka BpeMeHH BbIJIa4yM, Hayalla U MPEeKpalleHus MapKepa.

4. TlpoBepka opraHu3allly, BHITYCTUBIIEH MapKep, a TAKXKE ajpecara Mapkepa.

B.6 Hcnoab3zoBanue OpenlD Connect 1.0 xas ayrenTudukanum
moJab30BaTe i

B.6.1 O01mme npuHUHUIBI

B obmem Buae cxema ayreHTHduKanus ¢ ucnonbzoBanuem OpenlD Connect 1.0 BeirisauT

CJIeTyIOIUM 00pa3oMm:

CHUCTEMa-KJIMEHT TOTOBUT 3allpoC Ha ayTEHTHU(UKAIMIO TOJIb30BATENIsI C HEOOXOIUMBIMU
[apaMeTpamu;

CHUCTEMAa-KJIMEHT OTIIPABJSET 3ampoc Ha ayTeHTH(UKAIMIO B aJapec CepBHUCAa aBTOpU3AIUHU
ECHA;

CEPBUC aBTOPU3AIUN ayTCHTU(DUIIUPYET MOTH30BATEIS;

CEPBUC aBTOPHU3AIMU TOJYy4YaeT COTJIacHe TMOJIb30BaTessl HA MPOBEJACHHE ayTCHTHU(UKAINH B
JJaHHOM CHCTEME;

CEPBUC aBTOPHU3ALMK TIEPEHANPABIISIECT MOJIb30BATENsI OOPAaTHO B CUCTEMY-KIMEHT U MepeaeT
ABTOPU3ALMOHHBIN KOJI;

CHUCTEMa-KIMEeHT (OpMHUPYET 3ampoc C MCIOJb30BAaHWEM aBTOPH3AIMOHHOTO KOJa Ha
MOJTy4eHUsl MapKepa UACHTUPUKAIH;

CUCTEMAa-KIIMEHT TMOJIyJaeT OTBET, COAECPKAIINI HEOOXOAMMBIA MapKep WACHTU(DUKAINH;
CHUCTEMa-KJIMEHT MPOBOJAUT BATMIAIIMI0O MapKepa WISHTU(UKAIIMA W W3BJICKAeT W3 Mapkepa

I/I,Z[CHTI/I(I)I/IKaTOp IIOJIB30BaTCJIA.

66

[TonpoGuee CM.: http://tools.ietf.org/pdf/draft-jones-json-web-token-10.pdf,

http://tools.ietf.org/pdf/draft-ietf-jose-json-webh-signature-02.pdf, http://tools.ietf.org/pdf/draft-ietf-

jose-json-webh-encryption-02.pdf
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http://tools.ietf.org/pdf/draft-jones-json-web-token-10.pdf
http://tools.ietf.org/pdf/draft-ietf-jose-json-web-signature-02.pdf
http://tools.ietf.org/pdf/draft-ietf-jose-json-web-encryption-02.pdf
http://tools.ietf.org/pdf/draft-ietf-jose-json-web-encryption-02.pdf

Janee Oojee aeTanbHO paccCMOTpPeHBI (OPMHUpPYEMbIE CHCHEMOW-KIMEHTOM 3alpochl U

noy4yaemeie et otBetsl or ECUA.

B.6.2 IlosnyuyeHre aBTOPU3ALMOHHOIO KOA

B.6.2.1CTtanaapTHbIH pesKUM 3ap0oca ABTOPU3ALMOHHOI0 KOJ1a

YToObl MOMYYUTh AaBTOPU3ALMOHHBIA KO, CUCTEMa-KIMEHT JIOJDKHA MOJIYYUTh pa3pelieHre Ha
NPOBECHAE AyTEHTH(HUKALMHE TOJIb30BaTeNs . JlIs 5TOr0 CHCTeMa-KIMEHT IOJDKHA HAIPABHT
MOJIb30BaTENsl HA CTPAHMILY ITpeaocTaBiieHus npas goctyna B ECUA.

OTa cChUIKa J0JKHA COJIEPKaTh CIEAYIOIINEe 00s3aTeNbHbIEC TapaMeTPhl:

— <client_id> — unentudukarop cucrembi-KiimeHTa (MHeMoHuka cuctemsl B ECUA);

— <client_secret> — nmoanuce 3anpoca B popmare PKCS#7 detached signature B xoguposke UTF-
8 or 3HauyeHuil ciemyronmx napamerpoB HTTP—3ampoca: scope, timestamp, client_id, state
(6e3 pazmenuteneit). <client secret> nommkeH ObITH 3aKoaupoBaH B (hopmare base64 url safe.
Hcnonb3yemplii AJis TPOBEPKU TMOAMHCH CepTU(UKAT JODKEH ObITh IPEABAPUTEIBHO
3apeructpupoBan B ECUA u npuBsizan k ydeTHoi 3anucu cucteMbl-kiuenta B ECUA. ECUA
nojanepxkuBaeT ceprudukatel B popmare X.509. ECHUA mnomnepxuBaeT alroOpHTMBI
dbopmupoBanust 3neKTpoHHOM moamucu RSA ¢ anuHoit kmoua 2048 u  anroputMom
kpunrorpaduueckoro xamupoBanus SHA-256, a Takke anropuT™M SJIEKTPOHHOW MOANUCU
I'OCT P 34.10-2001 u anroputm kpunrorpaduueckoro xsumposanusi OCT P 34.11-94.

— <redirect_uri> — ccpljiKa, M0 KOTOPO# JODKEH OBITh HAIMIPABJIEH MOJIb30BATEIb MOCIE TOT0, Kak
JIacT pa3pelleHue Ha IPOBeIeHNE ayTeHTU(UKALINY;

— <scope> — o6nacTh AOCTYyIa, T.C. 3alpalliBacMble MpaBa; sl MPOBEACHUS ayTeHTH(PUKAIIUU
M0JIb30BaTeNsl SCOPe TOoJbKeH MMeTh 3HaueHue openid. Eciu cucreme motpeOyeTcs mosydeHue
JIOTIONIHUTENBHBIX ~JaHHBIX O TMOJb30BaTene (Hampumep, JAeTadbHas uHopmanus o
MOJIb30BaTesIe), TO MOTYT OBITh YKa3aHbI IOTIOJHUTENbHBIE SCOPe uepe3 mpode,

— <response_type> — 310 Tum OTBeTa, KOTOphii oxumaercs ot ECUA, umeer 3nadeHue code,
MMOCKOJIbKY CUCTEMAa-KIMEHT JI0JDKHA TIOTYYUTh aBTOPU3AIMOHHBIN KOT;

— <state> — nHaOop ciIydalHBIX CHUMBOJIOB, UMeImUi Bua 128-OutHOro wuaeHTH(UKATOpA

3arpoca (Heo0X01MMo ISl 3aIUTHI OT IiepexBara), renepupyercs o crannapry UUID;

87 Azpec B TecToBoii cpexe: https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac
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— <timestamp> - Bpems 3ampoca aBTOpU3aIMOHHOr0 Koja B ¢popmare yyyy.MM.dd HH:mm:ss Z
(manpumep, 2013.01.25 14:36:11 +0400), nHeobxoaumoe s GUKCAIIMH Hadajga BPEMEHHOTO
MPOMEXKYTKA, B TEYCHHE KOTOPOro OyAeT BAIMIEH 3ampoc C JaHHBIM HACHTU(UKATOPOM

(<state>).

Eciu B xome ayreHTHdUKAMU HE BO3HUKIO omuOokK, To ECHUA ocyiecTBiaseT peaupext
MOJIb30BaTENsl MO CChUIKE, yKa3aHHOM B redirect uri, a Takke BO3BpallaeT JBa 00s3aTENbHBIX
napamerpa:

— <code> — 3HaueHKE aBTOPU3AIIMOHHOTO KO/Ia;
— <state> — 3nauenue napamerpa State, KoTopslii ObUT MOJTYYEH B 3allpoce Ha ayTeHTU(UKAIIHIO,

CUCTEMAa-KJIMEHT JI0JKHA IMPOBECTH CPaBHEHHE OTIPABICHHOI'O U IMOJIYYEHHOIO IapaMmerpa

state.

B.6.2.2IIpoBepka HaJIM4Yusl ayTeHTU(PUKALMU B (POHOBOM peKUMe

Mexaam3m ayreHTu(ukanmuu, ocHoBaHHbH Ha OpenID Connect 1.0, mpemycmarpuBaet
BO3MOYXHOCThH (DOHOBOH MPOBEPKU MHPOPMAITMOHHON cHcTeMO, nHTerpupoBannoit ¢ ECUA, Hanwuus
y nosb3oBarens ceccun B ECHA.

[l sroro BezbiBaronias ECHA cucrema noikHa MCIOJIB30BaTh apamMeTp prompt sanpoca Ha

MIpOBEJICHUE ayTeHTU(PHUKAIMU cO 3HaueHueM “‘none”. Ilpumep 3anpoca:

https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac?timestamp=2015.11.27+13%3A03%3A52+%2B0300&scope=
openidéclient secret=MIIFpgYJKoZIhvcNAQcCoIIF1zCCBZMCAQExDzANBglghkgBZOMEAGEFADALBgkghkiGIw0BBwGgggNpMI
IDZTCCAk2gAWIBAgIECgPdVzANBgkghkiGI9wOBAQsFADBIMOsSwWCQYDVQOGEWISVTEPMAOGAIUECBMGTWOzY293MQ8wDQYDVQQHEWZND
3Njb3cxEDAOBGNVBAOTBONVLbXBhbnkxDzANBgNVBASTBINSc3R1IDTEPMAOGAIUEAXMGU31zdGVtMBAXDTEIMTAYOTEOMTUXMFOXDTE?2
MDEyNzEOMTUxMFowYzELMAkKGALUEBhMCU1UxDzANBgNVBAgTBk1vc2NvdzEPMAOGALIUEBxMGTWIzY2 93MRAWDgYDVQOOKEWADb21wYW5
S5MQO8wDQYDVQQOLEWZTeXNOZWOxDzANBgNVBAMTBINS5c3R1bTCCASIWDQYJKoZIhveNAQEBBQADggEPADCCAQOoCggEBAKhCeBbYRs89aP
Lf0TIytSufxmZsrgWVy2a0uOi8dyp-
vwb6h3cgNh219WNN1yv0gYpiM8hNs6y7vKrQ2k83aurlb9a2RQ1ILX0wlxAWS5PHBSTS6I3FNLfLzP10WIjJiFEaqJl98-—
L4BkR2Bk_CHrofvaUU5quPEfP4PFYD20leOOMBmXeemnO—xchnZOOWAVVRSfAYOan189EUV9Qngerkc8qukx49dHHOKHFH—
sluvZIkCcgnmdXBcoS5eeDg7EP9XbJuVp4uge 9jDLBMw4 SqzWQVUNmMDIOVuSdWJUF8m5Z TKEQONnPVY9f7aqSJpiF-—
N98TMgurGQzRICECAWEAAaMhMB8wWHQYDVROOBBYEFMAZZ fnOLJt2NkgTsqgQg8biljghRMAOGCSqGSIb3DQEBCWUAA4L IBAQBMznNVeP4
E3fgWU4ZK9D2f780NF330mE9xCLCDBYyDTMTMyCP6TEUMkKkDUYZ8UHQbohftwI6SP-0wjvYUeOgfjPu6IzID3n~-
YM9642GHpzR0aR1ZXp8FM2p2GG5bQ3bGIE8RAa98SLX0zz6f0cYh3IVE-

YKHXEAGOgrx0Uh6xcTW7hZySEC7409kn0atgp L2p7dHnsjA-coKerKgbN5jJCwz6y00 LBUKCAaffZ89BU-
5qrV_v1XnniF756h2Szk4KczSDex3IFXEUrntEpTWHI YhKNtwzvaMC92xSOgunpNo81x4s90oNIobOKJEVKrlpR caBgioy8SLLWecpS
0CbI9BMYICATCCAL0CAQEWazBjMQOswCQYDVQQGEwWJISVTEPMAOGALIUECBMGTWIOzY293MQ8wDQYDVQQHEWZNb3Njb3cxEDAOBgNVBAOTRBO
NvbXBhbnkxDzANBgNVBASTBIN5c3R1IbTEPMAOGALIUEAXMGU31zdGVtAgQKA91IXMAOGCWCGSAF1AWQCAQUAOGkWGAY JKoZIThveNAQkDM
0sGCSgGSIb3DQEHATACcBgkghkiGO9wOBCQUxDxcNMTUXMT I3MTAWMzUyWjAvBgkghkiGOwOBCQOxIgQgu—JPaWt -
aHVLaF13Qudx5zngCAwpTPfdsv7scyfLMwYwDQYJKoZIhvcNAQEBBQAEGgEAMQOL3Us076eQQPQ3DzewTUZujGwOi25WZyAYuQCxY1 I~
1iFOIQ74U2s5EPS-rK2EFVkgRPOJHIJ41ECR8010bSowevI63a-4Tk4KEF70-h0kLano93sixH0WmeAJpFoj 8-

JpsMhJ EJJwLtOpUv1brWTQtk3d9F-

3vXdh6sX091QtPzol o3DkpS93mk5bYWBPI2nHPvSfbadtBrtjWahq7UA3WUrQHCaLulrsSO0TRitya-Jv-0GJds—
hgEST2x1hbFz7eMgZmlTHsVrBCZngdO-
63SIQVt4p99vD6UMhLKmIFrvNsOElmyaZL2AweumcyAZmS8Tb3tX953un 5CvVdwé&response type=code&redirect uri=https$%
3A%2F%2Fesia-portall.test.gosuslugi.ru%2Faas%2Foauth2%2Ftest%2FoauthCallback.xhtmlé&state=£21125b6-60e2-
4edc-alab-e7da2d31708f&prompt=none&client id=TESTSYS

PesynpraTom o6pabotkn ECUA Takoro 3ampoca OyieT 0HO 13 CICTYIOIINX IeHCTBHM:
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— ecli TMOoJb30BaTellb He ayTeHTU(UIUpPOBaH, TO OyJeT BO3BpalleHa OluOKa, YTO s
MOJIy4eHus: Mapkepa uaeHTu(uKauuu TpeOyeTcs BXOJ MoJb30BaTens B cuctemy. llpumep

OTBECTA:

https://esia-
portall.test.gosuslugi.ru/aas/oauth2/test/oauthCallback.xhtml?error=login required&state=85a82a0f-0dea-
4al15-a6d3-887£7d048035&error description=ESIA-007017%3A+OCAuthErrorEnum.loginRequired

—  €CIIi TIOJIb30BaTeNlb ayTeHTU(UIIMPOBAH, HO OH paHee He JaBajl JaHHOW CHCTEME Pa3pelicHHE
Ha TIPOBEJICHHE UISHTU(DUKAIIUN U ayTeHTU(HUKAIMK, TO OyJeT BO3BpaIleHa ONIMOKa, 4TO JIJIs

MOJIy4eHUs1 Mapkepa uaeHTuGUKau Tpedyercs coriacue nonb3onarens. [Ipumep oTBera:

https://esia-
portall.test.gosuslugi.ru/aas/oauth2/test/oauthCallback.xhtml?error=interaction required&state=5c1337d4
-009c-4£f45-bb31-79031flcelbf&error description=ESIA-007018%3A+OAuthErrorEnum.interactionRequired

— eclli MOJb30BaTellb ayTeHTU(HUIMPOBAH U OH paHee JaBajl JAaHHOW CHCTEME pa3pellieHue Ha
MpOBEJIcHUE WACHTU(DHUKANMA W ayTCHTH(PHUKAIMU, TO OyIeT BO3BpalICH MapKep IOCTYIIa,

KOTOPBIN JJajiee MOKET OBITh OOMEHSH Ha MapKep UICHTU(PUKAIIH.

B.6.2.3Bb130B cTpaHulbl ayTeHTUGUKAUNHU M01b30BaTe/ i1 ECUA B HOBOM BCIUIBIBAIOIIEM OKHE
Opay3epa

Mexanusm ayrentudukanuu, ocHoBaHHed Ha OpenlD Connect 1.0, obecneunBaer
BO3MOXXHOCTh BBI30BA WHTETPHUPOBAHHOW CHUCTEMOH CTpaHUIbl ayTeHTU(UKALKUU TOJIb30BaTENs B
HOBOM BCILTBIBAIOIIIEM OKHE Opay3epa (B BHAE popup).

Jns peanuzanuu 3To BO3MOXKHOCTH BbI3biBatomiass ECUMA cucrema qoibKHa HCHONB30BaTh
napamerp display 3anpoca Ha mnpoBeacHHe ayTeHTHHKAIMH CO 3HaueHHeM “‘popup”. Ilpumep

3amnpoca:

https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac?timestamp=2015.11.27+13%3A03%3A52+%2B0300&scope=
&client secret=MIIFpgYJKoZIhvcNAQcCoIIF1zCCBZMCAQExDzANBglghkgBZOMEAGEFADALBgkghkiGOw0BBwGgggNpMIIDZTCC
Ak2gAwWIBAgIECgPdVzANBgkghkiGOwOBAQsSFADBIMOswCQYDVQOGEWISVTEPMAOGALIUECBMGTW92zY2 93MO8wDQYDVQOOHEWZNb3Njb3c
xEDAOBgNVBAOTBONvLbXBhbnkxDzANBgNVBASTBINSc3R1IbTEPMAOGALIUEAXMGU312zdGVEMB4XDTEIMTAYOTEOMTUXMFoXDTE2MDE YNz
EOMTUxMFowYzELMAkKkGA1UEBhMCU1UxDzANBgNVBAgTBk1vc2NvdzEPMAOGALUEBxXMGTWOzY293MRAwWDgYDVOQOKEWADb21wYW55MQ8wD
QYDVQQLEwWZTeXNOZWOxDzANBgNVBAMTBINS5c3R1bTCCASIwWDQYJKoZ IhveNAQEBBQADggEPADCCAQoCggEBAKhCeBbYRs89aPLEf0TIy
tSufxmZsrgWVy2a0uOi8dyp-
vw6h3cgNh219WNN1yv0gYpiM8hNs6y7vKrQ2k83aurlb9a2RQ1LX0wlxAW55PHBSTS6I3FNLfLzP10WIjiFEaqJl198-—

L4BkR2Bk CHroffMvUUSfqQVPEfP4PFYD20f1BOoMBmXeemn0-xyZzcnZ00WAVVRSEAYOaFpl89EUVIQmVgvrKkc81Pgkx49dHHOKHFH-
sluvZIkCcgnmdXBcoS5eeDg7EP9XbJuVp4uge9]jDLBMw4SqzWQVUNmMDIOVuSdWJUF8m5Z TKEQOnPVY9f7aqSJpiF-
N98TMgurGQzRJICECAWEAAaMhMB8wWHQYDVROOBBYEFMAZZ fnOLJt2NkgTsgQq8biljghRMAOGCSgGSIb3DQEBCWUAA4 IBAQBMznNVeP4
E3fgWU4ZK9D2£780NF330mE9xCLCDBYDTMTMyCP6TEUMkKkDUYZ8UHQbohftwI6SP-0wjvYUeOgfjPu6IzID3n~

YM9642GHpzR0aR1 ZXp8FM2p2GG5bQ3bGIE8Aa98SLXQzz6£0cYh3IVE-

YKHXEAGOgrx0Uh6xcTW7hZySEC7409kn0atgp L2p7dHnsjA-coKerKgbN5jJCwz6y00 LBUKCAaffZ89BU-
5qrV_v1XnniF756h2Szk4KczSDex3IFXEUrntEpTWH1YhKNtwzvaMC92xSOgunpNo81x4s90NIobOKJEVKrlpR caBgioy8SLLWecpS
ocb9BMYICATCCAfOCAQEWazBjMQOswCQYDVQQGEWJSVTEPMAOGALUECBMGTWIzY293MO8wDQYDVQOHEWZNb3Njb3cxEDAOBgNVBAOTBO
NvbXBhbnkxDzANBgNVBASTBINS5c3R1bTEPMAOGALIUEAXMGU31zdGVtAgQKAI1IXMAOGCWCGSAF1AWQCAQUAOGKkWGAYJK0oZ IThveNAQkDM
0sGCSgGSIb3DQEHATACBgkghkiG9w0BCQUXDxCcNMTUXMT I 3MTAwWMzUyW]AvBgkghkiGIwOBCQOxIgQgu-JPaWt -
aHVLaF13Qudx5zngCAwpTPfdsv7scyfLMwYwDQYJKoZIThveNAQEBBQAEGgEAMQOL3Uso76eQQPQ3DzewTUZujGwOi25WZyAYuQCxY1I—
1iFOIQ74U2s5EPS-rK2EFVkgRPOJHIJ41ECR8010bSowevI63a-4Tk4KF70-h0kLano93sixH0WmeAJpFoj8—

JpsMhJ EJJwLtOpUv1brWTQtk3d9F-

3vXdh6sX091QtPzol 03DkpS93mk5bYWBPI2nHPvSfbadtBrtjWahq7UA3WUrQHCaLulrsSO0TRitya-Jv-0GJds-—
hgEST2x1hbFz7eMgZmlTHsVrBCZngdO-
63SIQVt4p99vD6uMhLKmIFrvNsOElmyazL2AweumcyAZmS8Tb3tX953un 5CvVdwsresponse type=code&redirect uri=https%
3A%2F%2Fesia-portall.test.gosuslugi.ru%2Faas%2Foauth2%2Ftest%2FoauthCallback.xhtml&state=£21125b6-60e2~-
4edc-alab-e7da2d31708f&display=popup&client id=TESTSYS

Kpome Toro, cucrema mqomKHa 00ECHEUUTh OTKPBITHE CTPAaHUIIBI ayTeHTH(UKALUU BO
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https://demo1-esia.reaxoft.ru/aas/oauth2/test/oauthCallback.xhtml?error=login_required&state=85a82a0f-0dea-4a15-a6d3-887f7d048035&error_description=ESIA-007017%3A+OAuthErrorEnum.loginRequired
https://demo1-esia.reaxoft.ru/aas/oauth2/test/oauthCallback.xhtml?error=login_required&state=85a82a0f-0dea-4a15-a6d3-887f7d048035&error_description=ESIA-007017%3A+OAuthErrorEnum.loginRequired
https://demo1-esia.reaxoft.ru/aas/oauth2/test/oauthCallback.xhtml?error=login_required&state=85a82a0f-0dea-4a15-a6d3-887f7d048035&error_description=ESIA-007017%3A+OAuthErrorEnum.loginRequired

BCIUTBIBAIOIIEM OKHE, pekoMeHayembiii pasmep — 800x600. Ilpumep dparmenrta javascript mis

OTKPBITHA CTPAaHUIBI BO BCIIBIBAIOIIIECM OKHC!

var w = 800;
var h = 600;
var left = ($(window) .width()/2)-(w/2);
var top = ($(window) .height ()/2)-(h/2);

var popup = window.open ("request url", "Request popup", "width=" + w + ",height=" + h + ",top=" + top +
",left=" + left + ",location=1,status=0,menubar=0,resizable=0,scrollbars=0");

B nmanHom ckpunrte request_url momken ObiTh 3ameHeH Ha URL, BbI3bIBarONIMiA
ayreHTu(ukanuio nmonb3oBatens B ECUA. MupiMu cnoBamu, 3TOT request url qoimkeH obecneunBaTh
IIEpEHAIIPaBJICHUE II0JIB30BATENsl HA CTPaHULy IpefnocrasineHus npas npocryna B ECHA, T.e.
BBINOJIHEHHE 3alIpOca Ha IPOBEIEHUE ayTEeHTU(PHUKALIMK CO 3HAYEHUEM “popup”’, YKa3aHHOTO BbIILIE.

[Tocne ycnemHoit ayrentugukauuu ECHA Bo3Bpamjaer pesyibTarT ayTeHTU(UKALUU B
OTKpbITOE OKHO Opay3epa. Cucreme, B CBOIO OU€pe/ib, Hy’KHO 00€CIIEUUTh UCIIOJIHEHUE COOCTBEHHOM

JIOTUKHW JIA 3aKPbITHA BCIUIBIBAOIICTO OKHA W II€pEaavu pe3yJIbTATOB aYTeHTI/I(l)I/IKaI_II/II/I B OCHOBHYIO

BeO-CTpaHUILy CUCTEMBI (M3 KOTOPOU OBLJIO IEPBOHAYANIEHO OTKPBITO BCILIBIBAIOIIEE OKHO).

B.6.3 Ilonyuyenune mapkepa uaeHTH(PUKANHUN B 00MEH HA ABTOPU3ALNOHHBIH KO/

Korna aBTOpHM3alMOHHBIN KOJA TOJYYEH, CHUCTEMa-KIMEHT MOXXET C(HOpMHUpPOBAThH 3arpoc
MetosioM POST B anpec ECUA st nonmyueHus: Mapkepa I/II[GHTI/I(bI/IKaHI/II/IGB. B Teno 3anpoca 10mKHbI
OBITh BKJIFOUEHBI CIIEIYIOINE CBEICHUS:

— <client_id> — unentudukarop cucrembi-KiineHTa (MHeMoHuka cuctemsl B ECUA);
— <code> — 3HaucHHE aBTOPHM3ALUOHHOIO KOJa, KOTOpbIH ObUT panee monyueH or ECHUA u

KOTOPBIM HEOOX0IMMO OOMEHSITh Ha MapKep WACHTU(PHUKAIUH,

— <grant_type> — npunumaer 3HaueHue ‘‘authorization code”, ecinu aBTOPU3AIMOHHBIA KO
0OMEHMBAaETCsl Ha MapKep UJIeHTU(UKALUY,
— <client_secret> — moxanuce 3anpoca B popmare PKCS#7 detached signature B kogupoBke UTF-

8 or 3HaueHuil yerbipex nmapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (6e3

pasnenureneif). <client secret> nomkeH ObITh 3akogupoBaH B ¢opmare base64 url safe.

Hcnonp3yeMplid  [UIsi TIPOBEPKH TIOANUCH CEpTUPUKAT JODKEH OBITh TPEIBAPUTEIBHO

3apeructpupoBad B ECUA u npuBsizan k yueTHoi 3anucu cuctembl-kinenta B ECUA. ECUA

nojaepxxuBaer ceptudukarsl B popmare X.509. ECHA mnoanepxuBaeT alropUTMBI

dbopmupoBanust dneKTpoHHOW moamucu RSA ¢ anuHoit kimoua 2048 u  anroputMom

%8 Azpec B TecToBoii cpexe: https://esia-portall.test.gosuslugi.ru/aas/oauth2/te
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Kpunrorpaduueckoro xsmupoBanus SHA-256, a Taxke alnropuT™ 3JIEKTPOHHOW IMOAMUCH
I'OCT P 34.10-2001 u anroputm kpunrorpaduueckoro xsumposanus OCT P 34.11-94.

— <state> — nabop ciay4yailHBIX CHMBOJIOB, HUMelOmMi BuA 128-OutHOro wuueHTH(UKAaTOpa
3anpoca (HeoOXoauMO JUIsl 3alMTHI OT IepexBara), renepupyercs no cranaapty UUID; stor
HaboOp CHUMBOJIOB JOJDKEH OTJIMYATbCid OT TOrO, KOTOPBIM MCIIOJIB30BAJICA IPU HOJYYEHUU
aBTOPU3ALIMOHHOTO KOJIa;

— <redirect_uri> — ccbuiKa, [0 KOTOPOil JOJDKEH OBITh HANpaBICH II0JIb30BATEIb IOCIE
ayTeHTU(UKaIuU (TO *Ke caMoe 3HaueHHe, KOTOpoe OBbLJIO YKa3aHO B 3allpoce Ha MOIy4eHHUE
aBTOPU3ALMOHHOTO KO/Q);

— <scope> — obnacTh AOCTyNa, T.C. 3alpalIirBaeMble TpaBa (TO e caMoe 3HAa4YeHUe, KOTOpoe
OBLIO yKa3aHO B 3aIllpoce Ha MOJTYYEeHUE aBTOPU3AIIMOHHOTO KO/Ia);

— <timestamp> — Bpems 3ampoca Mapkepa B (popmare yyyy.MM.dd HH:mm:ss Z (aampumep,
2013.01.25 14:36:11 +0400), HeoOxoanmoe aisi pUKCAMK HaYaja BPEMEHHOTO MPOMEXYTKA,
B TE€UEHHE KOTOPOro OyeT BaJUIEH 3a1pocC C JaHHBIM HAEHTH(PUKATOpOM (<state>);

— <token_type> — Tum 3ampamimBaeMoro Mapkepa, B Hactosiiee Bpems ECUA mnognepxuBaeT

TOJILKO 3HaueHue “Bearer”.

Ecnu 3anpoc ycnemno nporten nposepky, To ECUA Bo3Bpamaer oret B popmare JSON:

— <id_token> — mapkep uaeHTUDHUKAIMY;

— <access_token> — mapkep gocTymna Ajst JAHHOTO pecypca (eClii OH 3alpaiinBaics);

— <expires_in> — Bpems, B TE€YEHHE KOTOPOTO HCTEKAET CPOK JACHCTBUS MapKepa (B CEKYH/ax);

— <state> — nHabop ciydallHbBIX CHMBOJIOB, HMMeroIUd BuA 128-OuTHOrO HAECHTHPHUKATOpA
3arpoca, renepupyercs no cragaapty UUID (coBmagaer ¢ uaeHTU(PUKATOPOM 3arpoca);

— <token_type> — Tun mpemocTaBICHHOTO Mapkepa, B Hactosmiee Bpemss ECUA nopiepxuBaeT
TOJIbKO 3Ha4YeHue “Bearer”.

IIpumep otBera:

{

“id token”:
“eyJhbGciOiJSUzIINiIsImtpZCI6IjF1OWdkazcifQ.ewogImlzcyI6ICJodHRWO18vc2VydmVyLmV4YWlwbGUuY29tIiwKICJIzdWI
10iAiMjQ4Mjg52zYxMDAXIiwKICJhdWQi0iAiczZCaGRSa3FOMyIsCiAibmOuY2UiOiAibiOwUzZEfV3pBMklqIiwKICJleHALIOiAXMzE
xMjgxOTcwLAogImlhdCI6IDEzZMTEYODASNZ£Q.ggW8hZ1EuVLUxNuuIJKX V8a OMXzROEHRO9R6jgdqrOOF4daGU96Sr P6gp6IcmD3
HP990bilPRs-cwh3LO-pl46wad8IhehcwL7F09JdijmBgkvPeB2T9CINgeGpe—

gccMg4vEiKjkM8FcGvnzZUN4 KSP0aAplt0J1zZwg]jxqGByKHiOtX7TpdQyHES1cMiKPXfEIQILVgOpc E2DzL7emopWoaoZTF m0 NO
YzFC6g6EJbOEOROSK5hoDalrcvRYLSrQAZZKf1yuVCyixEoVIGENQC3 osjzw2PAithfubEEBLUVVk4XUVrWOLrL10nx7RkKUSNXNHq

-rvkKMzqgg”,

“expires_in” : 3600,

“state” : “9be638a9-0e05-42el-b4f8-a3e30457fbdd”,
“token type” : “Bearer”,

}
[Ipu HEBO3MOKHOCTH BbIIaYM MapKepa JOCTyIa BO3BPAILAETCS KOJI OIIUOKH.
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B.6.4 IIpoBepka Mmapkepa naeHTH(PUKANMHA

[Tocne nomyyeHus mapkepa UICHTU(GUKALUN CUCTEMA-KIMEHT J0JIKHA TPOU3BECTH BAJIHIALHIO
MapKepa UIeHTU(UKALMHI, KOTOpasi BKIIIOYAeT B ce0sl CIICAYIOINE TIPOBEPKHU:

1. Tlpomepka unentudukaropa (Muemonukn) ECUA, conepixarieiics B Mapkepe UACHTU(DUKAIIH.
2. IlpoBepka upeHTUGHUKATOpPA (MHEMOHUKH) CHUCTEMBI-KJIMEHTA, T.€. HMEHHO CHUCTEMa-KIMEHT

JIOJDKHA OBITh yKa3aHa B KaueCTBE aJpecaTa MapKepa UJIeHTH()UKALUY.

3. IlpoBepka moxamucu Mapkepa HJIEHTH(UKALMU (C HMCIOJIB30BAaHUEM YKa3aHHOI'O B Mapkepe
aJIropuTMa).
4. Tekyuiee BpeMs JOJKHO OBITh HE NO3/HEE, YEM BpEMs MPEKpaIlleHusl CpOKa JEHCTBUS MapKepa

UICHTU(UKAITIH.

[Tocne Bamupanum Mapkepa WJISCHTHU(DUKALMU CHCTEMa-KIMEHT CUUTAaeT I[0JIb30BaTels]
ayTeHTU(UIUPOBAHHBIM. J{Is1 TIOJTY4YEeHHUs OMOJHUTENBHBIX JaHHBIX O IIOJIb30BaTeNie CIEIyeT
WCTOJIB30BaTh WACHTU(PHUKATOP TIIOJIb30BATENs, H3BJICYCHHBIM W3 MapKepa HWACHTUQUKAINH, U
COOTBETCTBYIOLIME HporpamMmubie uHTepdeiicet ECUA (Tpelyrouue, B CBOIWO ouepeib, Mapkepa
JOCTYTIA).

JletanbHble cBeleHUS O MapKepe uaeHTUGUKaAIUK npeacTasieHsl B [Ipunoxennn B.7.

B.6.5 Bbixoa u3 cucremsl (JIOrayT)
I[J'If[ OCYHICCTBJICHHUA BbIXOAa M3 CHCTCMBI IOJIB30BATCIIb JOJIKCH OBITH nepeHampaBJICH II0
CHEIHAbHOM CChIIKE ¢ COOTIOACHUEM CIIEIYIOIMINX TPEOOBAHMIA:
— TPOTOKOJI 3arpoca JI0JKeH ObITh https;
— nyts B HT TP-3anpoce nomken ObITh paBeH /idp/ext/Logout;
— 3ampoc J0/HKEH UMETh mapametp (query param) ¢ umenem client id, comeprkariuii MHEMOHUKY
oOparmarorieiicsi cucteMsbl, 3apeructpupoBanHoit B ECUA;
— 3ampoc MOXKET UMETh mapaMeTp (query param) ¢ umeHeM redirect url, comepykammii anpec, Ha
KOTOPBIH IMOJIb30BaTelNh OyIeT MepeHanpaBiIeH MOCie YCIEeNTHOTO JIoTayTa.

IIpumep 3ampoca:
httpj://esia.gosuslugi.ru/idp/ext/Logout?clientiid=ESIA&redirectiurl=https://esia.gosuslugi.ru/registra
tion

B ECUA s MHTErpHpOBaHHON CHCTEMbI MOKET OBITh OmpezeseH mapametp system.siteUrl,
cogepxkanii URL-agpec cucteMbl, Ha KOTOpBIA OyJeT BO3BpAIIEH I0JIb30BaTeNb IOCIE JIOTayTa.
Redirect_url momkeH ObITH MOACTPOKOI System.siteUrl.

[Tpu oOpaboTKe 3ampoca MPOU3BOIATCS CIACAYIONMINE TPOBEPKU:
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1.

[TpoBepka, uTo mepeman oOs3aTenbHbId mapamerp client id. Ecim oH He mepemaH, To
Bo3Bpaiaercs HTTP-kox «400 Bad Requesty.

[IpoBepka, 4ToO cHCcTEMa ¢ MHEMOHHKO#, YKazaHHO# B mapametpe client_id, 3aperucrpupoBana
B ECUA. Eciu cuctema He 3apeructpupoBana, To Bo3spamiaercs HTTP-kox «403 Forbiddeny.

ITocne ycnemHoro BeinosiHeHus: 3TuX npoBepok ECHUA onpenenser URL nepeanpecanuun

IMOCJIC YCIICIIHOIO JIorayTa:

B.7

Ecmu s cucremsl B HacTpoiikax ECHA He 3aman napametp system.siteUrl, to 3ampoc mociie
norayta Oyznet HanpasiieH Ha cailt ECHUA.

Ecnu B 3anpoce He 3amaH mapamerp redirect url, To 3ampoc mociie jorayra OyaeT HampasieH
1o ajpecy, 3ajaHHomy B System.siteUrl.

Ecmu mapamerpsr redirect url u system.siteUrl we cootsercrByror mpyr apyry (redirect_url
JIOJDKEH OBbITh TOACTpOKOit System.siteUrl), To 3ampoc mociie iorayra Oy/aeT HarpaBjieH Ha CalT

ECHA.

CeeeHus1 0 CTPYKTYype MapKepa naeHTUUKAIUA

CrpykTypa Mapkepa HICHTH()UMKAIUU aHAIOTMYHA CTPYKType Mapkepa goctyma (CM.

HpI/IJ'IO)KeHI/Ie BS) H COCTOUT U3 TCX KC TPEX JacTeu: 3arojJoBOK, Ha6op YTBep)KI[CHI/Iﬁ " NOAIKNCE.

OCoOEHHOCTh 3arojioBKa Mapkepa I/II[CHTI/ICI)I/IKaI_II/II/I COCTOUT B TOM, 4YTO HE€TO 3HAYCHHC

arpuOyta “sbt” pasuo “id”.

[Tpumep 3aronoska mapkepa uaeHtudukanuu B ECUA:

{"alg" B "R5256", "sht": "id", "typ" B "JWT", "ver":0}

CooOuienue, BKIOYaroIee B cedst cofepKaTelbHbIe YTBEPKIAECHUS 0 MapKepe UACHTU(DUKAINU

H ITOJIB30BATECJIC, BKIIOYACT CJICAYIOIINC anI/I6yTBIZ

1)

2)

3)

4)

Bpemst ayreHTHdukanmu (“auth_time”) — Bpems, korga mnpousonuia ayTeHTH(UKAIMSL
MOJIh30BaTeNs, yKa3biBaeTcs B cekyHaax ¢ 1 saaps 1970 r. 00:00:00 GMT;

BpeMs MpekpaieHus aeicTsus (“exp”), ykassiBaercs B cekyHaax ¢ 1 suBaps 1970 r. 00:00:00
GMT,

uneHTudukatop cyowsekta (“Sub”), B KkadecTBe 3Ha4YeHUS yKaspiBaercs 0id. Oror
UICHTU(QUKATOP YHUKAJeH i1 KakIoro cyobekTa, 3aperucrpupoBaHHoro B ECHUA, u
OCTaeTcs HEM3MEHHBIM TPH MOCIACAYIOMUX ayTeHTH(UKaIuaX; aapecar mapkepa (“aud”),
ykasbiBaetcs client _id cucTembl, HanpaBUBIIEH 3aIIPOC HA ayTeHTU(UKALUIO;

opraHu3anysi, Belmyctusias Mapkep (“iss”), ykassiBaercss URL ECHA;
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5) Bpewms Hauana aeiictBus (“nNbf”) — B cekynmax ¢ 1 suBaps 1970 r. 00:00:00 GMT, T.e. Mmapkep
HeJb3s1 00padaThIBaTh /10 HACTYIUICHUS YKa3aHHOTO BPEMCHU;

6) BHyrpenHuii uaenTrduBkarop ceccun ECUA (“urn:esia:sid™);

7) Hauajo 0J0Ka onmHcaHus CyObeKTa BbI30oBa ceccuu (“urn:esia:shj”);

8) mceBmonum cyObekra (“urn:esiaisbj:nam”) — Buyrpennuit st ECHMA  nceBaoHum
M0JIb30BaTEIIS,

9) oid cyonbekra (“urn:esia:sbj:0id”’) — oid y4eTHO# 3aIKCH TOJIB30BATE;

10) Tun cyobexra (“urn:esia:sbj:typ”), MoXeT IpUHHUMATh Pa3InYHbIC 3HAYCHHS, Hanpumep — “P”
(busmueckoe nuIo);

11) npu3Hak MOATBEPXkKACHHOCTH cyObekTa (“urn:esia:shj:is_tru”) — “is trusted” — yuernas 3amuch
[OJIb30BaTeIsl  MOATBEpXkIeHA. IlapameTp OTCYTCTBYET, €CJIM ydeTHas 3alkch HE
MOJITBEPIKICHA,

12) cioco6 aBropu3anuu (“‘urn:esia:zamd”), MoxxeT npuHUMATh JBa 3HaYeHus: “‘DS” (anmekTpoHHas
noamnuck) win “PWD” (maposb);BpemMst Beigaun (“iat”), ykaspiBaeTcs B CEKyHAax ¢ 1 sHBaps
1970 r. 00:00:00 GMT;

13) meton ayrentudukanuu (“amr”, npuBaTHOEe 0003HAYCHUE), MOXKET MPHHUMATD [[BA 3HAUCHHS:

“DS” (anexTponnas noanuce) wim “PWD” (mapois);

[Tpumep coobuienust mapkepa uaentuduxanuu B ECUA:

{

"auth time": 1478618846748,

"exp": 1478629648,

"sub": 1000328225,

"aud": "TEST SYsS",

"iss": "http://esia.gosuslugi.ru/",

"nbf": 1478618848,

"urn:esia:sid": "0d543cfl6cd43b4a2cdlb6ff96flcb7da3ca2610d4004b8816e951a8a7257ac53",
"urn:esia:sbj": {

}l

"

urn:esia:sbj:nam”": "OID.1000328225",
urn:esia:sbj:oid": 1000328225,
"urn:esia:sbj:typ": "P",
"urn:esia:sbj:is tru": true

"

"urn:esia:amd": "PWD",
"iat": 1478618848,
Wamr™: "PED™

[Moamuck (Signature) mapkepa OCYIIECTBIISETCS IO AJITOPUTMY, KOTOPBIA YyKa3bIBAaeTCS B

napamerpe “alg” wmapkepa. Iloamuch BbIYMCHSIETCS OT JABYX HPEIBIIYIIMX YacTed Mapkepa

(HEADER.PAYLOAD).
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NMPUNNOXEHUE I'. CEPBUC PETUCTPALIUU
MMOJIb30OBATEJIS U HOATBEPXKIEHUSA JUYHOCTHU

B wnemsax peructpaumu mnosb3oBareneii B ECHMA, a Takke MNOATBEPXKICHHUS JIMYHOCTH
nmosib30Baresieil, co3man U onyonukoBaH B CMOB asnektponHbI cepBuc «CepBUC perucTpanuu
noJib3oBareneil Enunoil cucreMsl uaeHTHQUKATIT 1 ayTeHTI/I(pHKauHH»BQ. CepBuc npenHa3Ha4YeH IS
ucrnonb3oBanus Oneparopamu Bbigaun kiroda [IDI1 — opranuzanusMu, KOTOpble B COOTBETCTBUH C
noctanoBieHreM [IpaBurensctBa PD ot 25 suBaps 2013 r. Ne 33 «OO0 wWCHoONb30BaHUM MPOCTOU
ANIEKTPOHHOW TMOAMUCH TPH OKA3aHUU TOCYNAPCTBEHHBIX M MYHUILHUIAIBHBIX YCIyr» 00JalaroT
MpaBOM CO3JaHHUsS (3aMEHbI) W BBIAAYM KIIOYA MPOCTHIX DJIEKTPOHHBIX MOANMCEH U YCHIICHHBIX
KBAUTM(DUIIMPOBAHHBIX ~ JJICKTPOHHBIX TMOANMKMCEH B IEIAX OKa3aHUS TOCYJApCTBEHHBIX U
MYHULUIAJIbHBIX ycnyrm.

Hannsiit ceppuc ECUA noanepsxuBaet cienyomue GyHKIUH:

— MHHULMHMPOBAHHUE PErUCTPAallUM HOBOM MOATBEPKIEHHOM Y4YETHOM 3alKCHU IOJb30BATENS B
ECHA c Bbiaueit uaeHtudukaropa 3asBKH Ha PETUCTPALIMIO MOJIb30BATENsl, a TAaKXKEe MapoJis
MOJIH30BATEJNS IJIs IEPBOTO BXO/1a B CUCTEMY;

— TIOATBEP)KIEHUE YYETHOW 3amucu (MOATBEpKIEHUS JTUYHOCTH) ToJsib3oBarens ECHUA, B Tom
YUCJIe — BbIJIaua KOJa TOJITBEPXKIACHUS JUJIS TOATBEPKICHUS YNPOIICHHOW YYETHOW 3arucH
MOJIH30BATENS,

— HHUIMMPOBAHUE TPOIEAYPHl BOCCTAHOBJICHUS JOCTYIA K MOJATBEPKACHHOM YYETHOW 3arucH
nonb3oBarens B ECUA ¢ Beimaveil uaeHTudukaTopa 3assBKM Ha BOCCTAHOBJIEHHE JOCTYIA, a
TaK>Ke MapoJisl MOJIb30BATENs Ul BXOJIa B CUCTEMY;

— yJaJEHHE YYETHOU 3aIliCH;

— UHUIMHPOBAHUE PETUCTPALMU MOATBEPXKAEHHON yué€THOM 3amucu nosb3oBarens B ECHUA na
0a3e CyIIecTBYIONIEH YIPOIIEHHO!;

— PpErucTpauuda JaHHBIX O ACTAX ITOJIb30BaTECIIA,

%9 SID manmnoro cepsuca B TectoBoii cpexe CMAB — SID0003419, B npoxykruBHoil — SID0003923.

0 [Topsiiok co3/taHust 3aMUCH PETUCTPA OPraHOB M OpraHU3alMi, IMEIOLINX MPABO CO3/1aHUs (3aMEHBI)
Y BBIJIAYM KJTFOYA MPOCTOM eKTpoHHOM nmoanucu (Oneparopos Beinauu kitoua [1911), onpenenen B
n. 12 Pernmenra.
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I'.1

pOBEpKa cTaTyca BBIOJHAEMON omepanuu (MO0  perucrpaluu  Mojb3oBaTens /
71.
BOCCTAHOBJICHHUIO JIOCTYIA) ;

IIOUCK yquHoﬁ 3aIIncu.

IHoyuyeHnue J0CTYNA K 3JIEKTPOHHOMY CEPBHCY

Kaxnplii opran/opranuzanusi Jjsl UCHOJB30BaHUs NporpamMMmHoro uHTepdeiica ECUA mo

perucTpanuu MoJbL30BaTelei JOJIXKEH:

1.

[lonate 3asBKy Ha CO3JaHHE 3allMCH PETUCTpa OPraHOB U OpraHMU3alMi, UMEIOIINX MpPaBo
co3maHusl (3aMEHBbI) M BBIIAYM KJIIOYa MPOCTOM SJIEKTPOHHOM TMOMANUCH COMJIacCHO 1. 12
Pernamenra.
Hopabotats (paspaborats) cBoto HMC, B kotopoit Oymer mnpeaycMorpeHa (GyHKIUs
peructpauuu noias3osareneii ECUA.
CrenepupoBars ans MC  kpunrorpapuyeckue KIOYM U BBIIYCTHUTb HA  HUX
KBanupUIupoBaHHbIN cepTudukar JIT:

— Ceprudurar A0iKeH ObITH BBHINYIICH HA opuamdeckoe aumo (comepxutr OI'PH u ums

OpraHU3aIMH).
— Ceptuduxat 10KeH ObITh BBIYILEH aKKpeAUTOBaHHBIM Y11,
— TpebGoBaHuss K  KJIIOYEBOMY KOHTEHHEpY  OIpPENeNAloTCs  IKCIUTyaTallMOHHOM
nokymeHnTarueit Ha C, kotopast OyJeT UCII0JIb30BaTh KITIOUH.

3apeructpupoBate UC B CMDOB (cormacuo pernamenty CMDOB mopaercs 3asBka Ha
peructparnuto 1C).
[Monyunts anga UC B CMOB npasa Ha goctyn k cepsucy ECHUA 8 CMOB.
3apeructpuposarb IC B ECUA cornacho . 6 Pernamenra.
3apeructpuponathb nojaxiaodenue UC B tecroBom kouType ECUA ans oTpaboTKM MHTETrpanuu
coryacHo 1. 9 Pernamenra.
3apeructpupoBats noxakitoueHne MC B mpoayktuBHoM KoHType ECHUA st orpa®oTku
MHTErpanuu cornacHo 1. 10 Permamenra.
3apeructpupoBatb B ECUA LleHTpsl o0ciyxuBaHus opraHa/opranuzanuu. [[jis 3Toro Mo>xxHo

BOCHOJb30BaThcs TexHomornyeckum nopraiom ECHUA.

71

JeranbHas uHpOpManus o paboTe cepBUca U MOITYYEHUH K HEMY JJOCTYIIA COAECPIKUTCS B
PykoBojicTBe nmosnp3oBarens aiekTpoHHoro cepuca CMOB «Cepsuc peructpanuu Enunoit cuctemsl
UACHTU(DUKAIIMY U ayTCHTU(DUKAITAI.
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10.

11.

12.

I.2

Hactpoutrs cBoto HMC coriiacHoO ee 53KCIUTyaTallMOHHOM JOKyMeHTaluu. B wacTHoCTH,
HeoOxoaumo 3aBect B MC wupentudukaroper LleHTpoB oOCTy>KMBaHHS, MOJYYCHHBIE Ha
NpeabIAyIeM IIare, a TakKe YCTAaHOBUTh CETeBYK CBsi3HOCTh k CMOB wu 3amarthb
KCIOJIb30BaHUE KIIKOYEH, COOTBETCTBYIOIIMX 3apeructpupoBanHomy B ECHMA u CMOB
ceprudurary UC.

Crnennanmucram LleHTpoB 0OCTyKXMBaHUS, KOTOpPbIE OYAYT BBINOJIHATH PETHCTPAIIIO
nonb3oBareneit B ECUA, HyxHo BeimycTuTh cpenctBa KOII. B ceprudukarax oOs3arenbHO
noiokHbl ObTe OI'PH opranusammu (u3 Tex, yto momy4ywin mpaBo Beigaum [1311), CHUJIC
COTPYJHUKA.

Hate noctyn cneunanuctam LlenTpoB oOciyxkuBanus k UC corimacHo ee 3KCIUTyaTaliMOHHON

JOKYMEHTAI1H.

Perucrpauus mojb3oBarte/ieu

OOmas cxema peructpaiv IO0JIb30BATC/IsI C HMCIOJB30BAHUCM OJICKTPOHHOI'O CEPBUCA

BKJIFOUaeT B ceOs cieayromue maru (Pucynok 17):

1.

HNC ormpasnsier 3ampoc  Ha  PErHCTpalMIO, BKIIOYAIOUIMM  IEPCOHAJIBHBIE  JAHHbIE
MIOJIB30BATENA, @ TAKXKE P JOIMOIHUTEIBHBIX IIaPAMETPOB.

ECHA Bo3Bpaiaet naeHTU(PHUKATOP 3asBKU Ha PETUCTPALIMIO MOJIb30BATENs, @ TAKXKe MepeaacT
IapoJb s IEPBOTO BXOAA.

ECHA mnpoBoguT mpoBepKy AaHHBIX mnonb3oBarens B BI'MP, ecniu mpoBepku npoiaceHb
YCIEIIHO, TO PETUCTPUPYET YYETHYIO 3aIIUCh.

NC npu HEoOXOIMMOCTH BBI3BIBAET METO]I, MO3BOJISIOUINI MPOBEPUTH CTATYC BBIMTOJIHAEMOM
perucTpalnmy, B KadecTBE BXOAHBIX IapaMETPOB YyKa3biBas WICHTU(PHUKATOp 3asBKU Ha
PEruCTPALMIO TI0JIb30BATENIA.

ECHA Bo3Bpamaer cTaTyc perucTpaluy nojab30BaTells.
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act Pemcrpauun nonb3oBaTtens /

nc

y i opr:

ECUA

JInyHocTb
nonb3oBatens
npoBepeHa, NosyyeHsb!
NAEHTUDUKALMOHHBIE
[aHHble nonb3oBaTens

Bui3oB cepBuca ECUA no
yAaneHHoMW peructpauum

OcywectBnenue ®JIK

nonb3oBaTtens

3anpoca

@K npoiiaeH?
BosBpaT kopa

CoxpaHeHue

owmnbkn

Co3paHue 3aABKU Ha
peructpaumio ¢
unaeHMbuUkaTopom

FeHepupoBaHue napons
Ans nepBoro BXxoaa

OTBeT Ha 3anpoc:
naeHMdMKaTOp 3asiBKM U Naporb|

MpoBepka AaHHbIX B BIFUP

uaeHMdmKaTopa

Bbi3oB cepBuca,
nossonswero

Ans nepBoro Bxoga (ecnm
\_ napornb 3anpalumBancs)

Mposepka
BbINOSIHEHA

onpegenquTs CoCTosiHue
BbINOSIHEHUA 3asIBKU

WcnonHeHue 3asBkn
3aBepLLeHo?

[HeT]

laal

BeinonHeHo ¢ oumbkon?

lAal

[HeT]

YuyeTHas sanucb
3aperucTpuposaHa

ﬂ)TBeT Ha 3anpoc o COCTOSHMM ycneuHo?
/k 3asBKM
[na] [H:

WHdbopmposaTts
Co3path yueTHylo 3anuch

nonk3oBarenis 06 ownbke
M0 AOCTYNHLIM KOHTaKTam

Oumbka
perncTpaumn

WHbopmmpoBaTs
nonb3oBarens o6 ycnexe
perucTpauum no
[OCTYNMHBLIM KOHTaKTaM

YyeTHas sanuch
3aperncTpuposaHa

Pucynox 17 — Obmas cxema perucTpaiyy mojib30BaTems




I'.2.1 3anpoc Ha perucTpannio HOBOH MOATBEPKIACHHON Y4eTHOM 3aNUCH

JUis MTHULMUPOBAaHMSI PErMCTPALlMd HOBOW MOATBEP)KAEHHON y4ETHOM 3alMCU MOJIb30BaTelNs B
ECHA Heo6xo1uMo BbI3BaTh METO «3aperucTpUpOBaTh MOATBEPKAEHHYIO YyuéTHYI0 3anuck B ECUA
C BblJauel aposist s IEPBOTO BXOAAN.

B kadecTBe BXOJIHBIX NapaMeTPOB METOJl MOJIy4aeT NEPCOHATIbHbIE JaHHbIE PETUCTPUPYEMOTO
[I0JIb30BaTENs, HEOOXOAUMBIE AJs NPOBEJCHMS OIEpalyu, a TaKXkKe JaHHble O CHoco0e 10CTaBKH
napoJisi AJ1s IepBOro BXoAa B cucTeMy. Bo3MokHBI ciieayrommuye crnoco0bl JOCTABKU:

— OTIpaBKa Ha ajpec 3JEKTPOHHOM IMOYThl (NMPH YCIOBMM, YTO IIPH BBI30BE CEpBHUCA aJpec
yKa3aH CPeJ/iv JIMYHBIX JJAHHBIX MOJIb30BATEIIs);

— OTIpaBKa Ha HOMEpP MOOWIBHOro TejedoHa (MpH YCIOBUH, YTO MPHU BHI30BE CEpPBHCA HOMEP
yKa3aH CPe/iv JIMYHBIX JJAHHBIX M0JIb30BATEIIs);

— OTHIpaBKa naposisi He TpeOyeTcs (Hampumep, €ciid MoJIb30BaTeNlb OYAET BXOAUTh B CUCTEMY C

UCIOJIb30BAHUEM JJIEKTPOHHOU NOJIKCH).

B kauecTBe BBIXOJHBIX MapaMETPOB METOJ BO3BpALIAET PE3YJbTAT BBIIOJHEHUS Olepaluu
(ycnmemHo wiau He ycnemHo). Ilpu ycnemHoM 3aBeplIeHMHM B OTBETHOM COOOLIEHUH COAEPIKUTCS
UICHTU(UKATOP 3asIBKU Ha PETHCTPaLUIO mojb3oBarens (requestld), mockonbky BeprduKamms JaHHbIX
I0JIb30BATENS OCYILIECTBISETCSI B aCHHXPOHHOM peXuMe (B CHily BO3MOKHOUM HenoctynHoctu BI'MP
®OMUB nnst ocymiecTBaeHUs BepuPUKalUK MEPCOHAIBHBIX JTAHHBIX MOJB30BaTENEH ).

[Tpu HeycremHOM 3aBEpLICHUHM METOJ BO3BpAIaeT OUIMOKY, COJEp:Kallyl0 KOJl U TEKCTOBOE
OIMCaHKEe OLINOKH.

Ecnn 3asBka Ha peructpauuio cosfgaHa ycnemno, ECMA HanpaBiseT mNoiIb30BaTeNO IO
YKa3aHHBIM B 3aIpoce KaHajlaM CBSI3U yBEIOMJIEHHE 00 ycliexe NPOBEPKU U BO3MOKHOCTH BXOJa B
y4YeTHYIO 3anuchk. Eciiu aHHBIE MOJIB30BaTENs He Mpouuty nposepky no BI'MP (u B 3asBke ykazaH e-
mail u/wn Homep mobunbHOTO Tenepona), ECUA HampasiseT moiabp30BaTei0 YBEJOMICHHE 00 ITOM.
Perucrpanus yuérHoil 3amucu, AgaHHble Npoduias KoTtopoidl He mpouun npoepky no BI'MP, ne

MPOU3BOJIUTCA.

I'.2.2 IIpoBepka cOCTOSIHUA BBINOJHEHUS 3aMPOCA

s mpoBepku craryca peructpauuu MC nomxHa mpousBecTu BbI3oB Mertoaa «IIpoBeputhb
CTaTyc 3asBKM Ha BBINOJHEHUE OIepaluu», B KadecTBE BXOJIHBIX MapaMEeTPOB METOJ IOJIydaeT
uieHTH(OUKATOp 3asBKM Ha pErucTpanuio mnoib3oBatens (requestld). Cucrema, ocyiecTBIstONas
BbI30B cepBuca ECUA, ¢ ucnonb3oBanueM requestld Moxer mony4uTh JaHHBIC TOJIBKO IO 3apocam,

KOTOpbIE OBIIIM UHUIIMMPOBAHBI € CaMOA.
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B oTrBeTHOM coOOIIEHNH TTepeaaeTcss HHPOPMAaLKs O TEKYIIEM CTaTyce BBIIIOJHEHUH OTIepaun

IO PEruCTpatru 1moJib30BaTCIIA.

I'.3 IloarBepxkaeHue JUYHOCTH MOJIb30BATEIS

CepBuC perucTpanuy IOJb30BaTelield, 3apeructpupoBanHbii B CMDOB, obecneunBaer
BO3MO>XHOCTb IIOJATBEpKIAEHUS JInyHOCTU B LlenTpax oOciyxuBanus Oneparopa Bbiiauu kiatova [1911.
Jlnist 3TOr0 HE0OX0MMO BBI3BAaTh MeTOA «IloATBEpANTH TMYHOCTH rpaxaanuHa P® mwim MHOCTpaHHOTO
rpaxxaanuna B ECA» nanHoro cepBuca.

YToObl MOATBEPIUTH CBOIO YUETHYIO 3alHCh, MOJIB30BATENb JODKEH IMPEIBAPUTEIHHO CO3AaTh
YIIPOLICHHYIO (HEMPOBEPEHHYIO) WJIM CTAaHAApPTHYIO (MPOBEPEHHYIO) YUETHYIO 3alKCh. DTO MOXKET
crenarp J000H TMOJIB30BaTENb, UMEIONIMKA HOMEP MOOWIBHOTO TeiedoHa WM aapec IIEKTPOHHON
nmouthl, wucnons3ys BeO-untepdeiic ECHA. TloarBepkaeHHas ydeTHas 3aluch CO3AAeTcs
MOJIb30BaTEIeM M3 YIPOIICHHON (HEMPOBEPEHHON) YYETHOW 3amucCH B pe3yJbTaTe YCIEIIHOM
IIPOBEPKHU JIMYHBIX JIaHHBIX M0JIb30BaTENsl B 0a30BbIX I'OCYIapPCTBEHHBIX MH(OPMALIMOHHBIX pecypcax
(CHWIC, ®HNO, nacnopTHbIe AaHHBIC W Ap.) U MOATBEPKACHHUS JTUYHOCTA OJHUM M3 JIOCTYITHBIX
croco00B, B 4aCTHOCTH, TOCPEACTBOM oOpatieHus B ojiuH u3 LleHTpoB 0Ocay uBaHUSI.

[Ipu peructpamuu y4yetHoil 3amucu B LleHTpe o0O0cayXHBaHHMS C TIOMOIIBIO MeETOJa
«3aperucTpupoBaTh MOATBEPKAEHHYIO YUETHYIO 3amuch B ECUA ¢ Bbimadeit maponst st IEpBOTO
BXOJ1a» Cpa3y CO3JaeTCsl MOATBEPKACHHAS yUeTHAas 3aIlliCh MOJIb30BaTEINs.

B kaudecTBe BXOIHBIX IapaMETPOB METOJ, HALECJICHHBIA Ha TMOATBEPKIACHHE JIMYHOCTH,
IIOJIy4aeT JlaHHbIE JOKYMEHTA, YAOCTOBEPSIOILErO JIMYHOCTh, a TaKkKe pAJd JONOJHUTEIBHBIX
napaMmeTpoB. B yacTHOCTH, MOeT OBITh IepesiaH OAMH M3 BO3MOXKHBIX THUIIOB KOHTakTa (email nmam
mobile) 115 ureHTUGUKaNY 3a9BKU Ha MOATBEPKACHUE yUETHOU 3armicH ' 2.

B kadecTBe BBIXOIHBIX MapaMeTpoOB METOA BO3BpAIIACT PE3YJIbTAT BBIIIOJIHCHUA OIICPAllUH.

I'.'4 BoccraHoBJeHHE J0CTYIIA K YUYETHOM 3aNIMCH M0JIb30BaTEJIA

CepBuc perucTpalvy Ioyb3oBaresneil, 3apeructpupoBanHbli B CMDB, olecneunBaer
BO3MOXXHOCTH BOCCTAaHOBJICHUSA OOCTYIIA K HOHTBep)I(HeHHOﬁ yquHOI)’I 3aIIMCH IMOJB30BATCIIA ITPU ABKE

B Llentp o6cnyxuBanus OnepaTtopa Bbiiaun kitova [1311. J[nst BoccTanoBIIeHUS T0CTyIa HEOOX0IUMMO

72
VYkazanue OJJHOI'O THUIIa KOHTAaKTa H€06XOJII/IMO AJId cliydas, Korja UMECTCs HECKOJIBKO 3asBOK Ha
MOATBCPIKACHUC IMYHOCTU C UACHTUYHBIMU JAHHBIMU JOKYMCHTA, YAOCTOBCPAIOMICTO JINYHOCTD.
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BbI3BaTh MeToJl «BoccraHoBuTh moctyn k yuétHoil 3anucu ECUA c Bbigaueill maposst 1 BXoJa»
JAHHOTO CEpBUCA.

B kxayecTBe BXOJHBIX IIapaMETPOB METOJ IOIY4YacT NEPCOHAIBHBIE JAHHBIE I10Jb30BaTEIs,
HE00XOAUMBIE Ul POBEJCHUS ONepaliM, a TAKXKE JaHHbIE O CIIOCO0E JOCTABKH IapoJis i BXoJa B
cucreMy. Bo3MOXHBI clieyromue croco0bl T0CTaBKH:

— OTIpaBKa Ha ajJpec 3JIEKTPOHHOM IOUTHl (IPH YCIOBHM, YTO IIPH BBI30BE CEpBHUCA aJpec
yKa3aH Cpely JIMYHbIX JaHHBIX TOJIb30BATEIs);

— OTIpaBKa Ha HOMEpP MOOWIBHOro TejedoHa (IpH YCIOBUH, YTO IPHU BHI30BE CEpPBHCA HOMEP
yKa3aH CPeJiv JIMYHBIX JJAHHBIX MOJIb30BATEIS).

B kauecTBe BBIXOJHBIX IIApaMETPOB METOJ BO3BpALIACT PE3YJbTAT BBIIOJHEHUS OIEpalyy
(ycnmemHo uinu He ycnemHo). Ilpu ycnemHoM 3aBeplIeHMHM B OTBETHOM COOOLIEHMH COAEPIKUTCS
uieHTH(UKATOp 3asBKM Ha BOCCTaHOBJIECHHE noctyna (requestld), mockosibKy MpH BOCCTAHOBJICHHH
JOCTyNa OCYIIECTBISIETCS BepU(UKAIUSA JAHHBIX IOJH30BATENSI B ACHHXPOHHOM pEXUME (B CHITY
B0o3MOKHOHU HenoctynHoctd BI' P ®OUB s ocymiecTBiieHUs BepUpUKAIINH IEPCOHATBHBIX JAHHBIX
[0JIb30BaTeNe), a TaKKe napoJib JJIs BX0Ja B CI/ICTeMy73.

[Tpu HeycremHOM 3aBEpLICHUM METOJI BO3BpAIllaeT OUIMOKY, COJEpXKAIlyl0 KOJ U TEKCTOBOE
OTHCaHNE OLINOKHU.

Ecnin 3asiBka Ha BOCCTaHOBJEHHE JlOCTyna BbIMoiHeHa YycnemHo, ECHWA nanpasuser
MOJIb30BATENI0 MO YKa3aHHBIM B 3alpoce KaHajaM CBS3U YBEIOMJIEHHE 00 ycmexe IMpOBEpKH M
BO3MO>XHOCTH BXOJIa B YYETHYIO 3alMCh. Eciiu JaHHBIE 1TOJIB30BATENS HE MPOLUIH NpoBepky no bI'P
(v B 3asBKe yka3zaH e-mail u/wim HoMep MoOmibpHOTO Teiedona), ECA HampaBiseT mojib30BaTesio
yBEAOMJIEHHE 00 3TOM, ITPH 3TOM BOCCTAHOBJIEHHUE JIOCTYIA K YUETHOM 3alKCH HE IPOU3BOIUTCS.

Crermanmuct Lentpa oGcmyxkuBanust Omneparopa Belgaun kiaroda I1OI1 mmeer BO3MOXKHOCTB
IIPOBEPUTH CTATyC BOCCTaHOBIEHUs noctyna. s atoro MC Oneparopa Beigaun kimrova [IDI1 nomxnaa
MpOoM3BECTH BBI3OB MeTona «lIpoBepuTh craryc 3asBKM Ha BBINOJIHEHHWE ONEpaluu», B KadyecTBe
BXOJIHBIX IapaMeTpOB METOJl MOJy4YaeT HJIEHTU(UKATOp 3asiBKM HA BOCCTAHOBJIEHHE JOCTYIa
(requestld). Cucrema, ocymectBiusromas Bei30B cepsuca ECHUA, ¢ ncnonb3oBanuem requestld moxer

MOJIYYUTh JAHHBIC TOJIBKO 11O 3allpoCaM, KOTOPBIC ObLIH HHUIIMUPOBAHbI el caMoii.

® HeoGX0XMMOCTb BBITIONHEHHS IIPOBEPOK JIAHHBIX MOJB30BATENS CBSI3aHA C TEM, UYTO €T0
uaeHTuukanronusie nanubie (PO, nanHbIe TOKyMEHTa, YI0CTOBEPSIOLIET0 JUYHOCTh) MOTJIN
MU3MEHHTHCSA K MOMEHTY BOCCTaHOBJICHHA JOCTYyINA. B 3TOM ciy4ae monp30BaTeslb COXpPAHIET
BO3MOKHOCTb BOCCTAHOBJICHUS JOCTYIIA K CBOEH YUYETHOH 3aIIUCH.
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B oTBeTHOM co00mIEeHNH nepenaeTcs nHpOpMAaIHs O TEKYIIEM CTaTyce BBHIIIOJHEHUS OTepaluu

BOCCTAHOBJICHUSA JOCTYyIIA K y‘l@THOfI 3aIIMCH I10JIb30BAaTCIIA.

I'.'S VYnajgenue yuyeTHOH 3alUCH NMOJIb30BATEISA

CepBuC perucTpanuy IOJb30BaTelield, 3apeructpupoBanHbii B CMDOB, obecneunBaer
BO3MOKHOCTb yJaJ€HUs IOATBEP/KICHHOM YYETHOM 3aluCU IIOJIb30BaTesst npu siBke B LleHTp
obciyxuBanus Omneparopa Bbimaun kimroua [1OI1. Jlns ymaneHuss HeoOXOIUMO BBI3BATH METOJ
«Y naiTh YYETHYIO 3anuch noJib3oBaresisi ECHA».

B kauecTBe BXOJHBIX MapamMeTpPOB METOJ IOJYy4YaeT NEPCOHAJIbHbIE JaHHbBIEC MOJb30BaTEIs,
HEOOXOAUMBIE /ISl TIPOBEICHHSI OTICPALIHH.

B kauecTBe BBIXOJIHBIX MapaMETPOB METOJ| BO3BPALLAET PE3YJIbTAT BBINOJIHEHUS ONEpaluu
(ycnemHo wiu He ycmemHo). [lpu ycremHoM 3aBeplIeHHH B OTBETHOM COOOIICHMH COJIEPIKUTCS
uaeHTH()UKATOp 3asABKM Ha yaajieHue ydeTHOW 3amucu (requestld), mockonbky mpu yaaleHUH
OCYIIECTBISICTCS BEpUPHUKAIMS JaHHBIX MOJIB30BATEISI B ACHHXPOHHOM PEXUME (B CHITY BO3MOXHOMH
HegoctynHocty BI'MP ®OWB jans  ocymiecTBieHuss BepUPHUKAUU [EPCOHAIBHBIX  JIaHHBIX
noib3oBarenei) .

[Tpu HeycremHOM 3aBEpLICHUHM METO]I BO3BpAlllaeT OMIMOKY, COJEpIKallyl0 KOJ U TEKCTOBOE
OTHCaHNE OLIUOKHU.

Ecnn 3asBka Ha ynaneHue BbinonHeHa ycnemHo, ECUA npou3BoauT ypaneHUE ydeTHOU
3aIlMCH U HaNpaBJIseT MOJIb30BaTEN0 YBEJOMIIEHHE 00 3TOM.

Crnermanmuct Llentpa o6cmyxkuBanust Omneparopa Bbigauu kimrouda 1011 mmeer BO3MOXKHOCTD
MPOBEPUTH CTaTyC ynaneHusi ydetHou 3amucu. [Jns storo MC Omnepatopa Bbigaum kimtoua [19I1
JOJKHA TPOU3BECTH BbI30B MerTona «lIpoBeputh cTaryc 3asiBKM Ha BBIIOJHEHUE ONEpalUu», B
KauecTBE BXOJHBIX MapaMeTPOB METOJ IMONyvaeT HAcHTH(UKATOp 3asBKH Ha ynaneHue (requestld).
Cucrema, ocymectsisiomas Bei3oB cepBruca ECHUA, ¢ ncnonb3oBanuem requestld moxer momy4uts
JaHHBIE TOJBKO I10 3aIpocaM, KOTOpbIe ObUTH HHUIIMHUPOBAHBI €l cCaMOH.

B oTBeTHOM cooOmieHnu nepenaercs nHGOpMAaIKs O TEKYILIEM CTaTyce BBHIIIOJHEHHUS Oepalun

yAaJlCHUuA yquHOﬁ 3allMCH I10JIb30BAaTCIIA.

™ HeoGX0XMMOCTb BBITIONTHEHHUS TIPOBEPOK JAHHBIX MTOJIB30BATEIS CBA3AHA C TEM, YTO €ro
uaeHTupukanronusie nanubie (PO, 1anHbIe JOKYMEHTA, YIOCTOBEPSIONIET0 JTUUYHOCTh) MOTJIH
M3MEHUTHCA K MOMEHTY yJaJIeHHsl y4eTHOM 3amnucu. B aTom ciyyae monbp3oBaTesb COXpaHseT
BO3MOXXHOCTb YJAJIUTh CBOIO YUETHYIO 3aIIHCh.
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I'.6 3anpoc Ha perucTpanuio MOATBEPKIACHHO YYETHON 3aNIUCU HA 0a3e
CYIIECTBYIOILIEH YIIPOILEeHHOMN

st MHUIMUPOBAHUS PETUCTPalliK TTOATBEPKAEHHOW YUETHOM 3amucu nosib3oBatens B ECUA
Ha 0a3ze CyIIeCTBYIOLIEH YIPOLIEHHOW HEeoO0XxonuMo BbI3BaTh Metof «lloaTBepxaeHue ydeTHOM
3aMucH, CO3/IaHHOI Ha OCHOBE CYIIECTBYIOIIEH YIPOIIEHHOM.

B kauecTBe BXOAHBIX MapaMETPOB METOJ IOJIy4aeT MepCOHANbHBIE JaHHbIE PErHCTPUPYEMOTO
0JIb30BAaTeNsl, HEOOXOAUMBIE ISl IPOBE/ICHUS OTIePAIUH.

B kauecTBe BBIXOJHBIX MapaMETPOB METOJ BO3BpAIAeT PE3yJbTaT BHIIOJHEHHUS OIepaliu
(YCHemHo WK He YCHEIIHO).

[Tpu HeycnenrHoM 3aBepIICHUU METOJI BO3BPAILAET OLIMOKY, COJEPKallyl0 KOJ U TEKCTOBOE

OIIMCAHHE OLIMOKH.

I'.'7 JlodaBjieHMe JaHHBIX O AE€TAX MO0JIb30BATEJIS

Jns noGaBneHusl MAaHHBIX O JIETSX B MOJATBEP)KICHHYIO YYETHYIO 3alHCh II0JIb30BATENs B
ECHA Heo0XomuMo BbI3BATH METOJ| «3aperucTpUpoBaTh [aHHbIE O JETSIX B IOATBEPKIEHHOM
yuérHoii 3anucu B ECUA».

B kadectBe BXOJHBIX IIapaMETPOB METOJ IMOJy4aeT WJACHTU(PUKALMOHHbIE JaHHbIE
3apEerUCTPUPOBAHHOTO IOJIB30BATENsS (sl ONPENEICHHs YYETHOM 3alKCH, B KOTOPYH) HEOOXOIMMO
100aBUTh JAHHBIE O JIETSAX) U JIaHHBIE O JETAX.

B kadecTBe BBIXOIHBIX apaMeTpoOB METOA BO3BpAIIACT PE3YJIbLTAT BBIIIOJIHCHUS OIICPAIHH.

I'.8 Tlouck yyeTHO# 3aUCH MMOJIH30BATEJIS

Jns moucka ydetHou 3amucu moisb3oBaTenst B ECMA neoOxomumo Be3BaTh Metona «llomck
YYETHOM 3aIUCH.

B kadecTBe BXOAHBIX TapaMETPOB METOJA TOJy4YaeT WACHTU(DUKAIIMOHHBIE JaHHBIE
rpaKJIaHWHA.

B kadecTBe BBIXOIHBIX napaMCeTpoOB METOA BO3BpAIIACT PE3YJIbTAT BBIIIOJIHCHUA OIICPALIUH.
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I''9 PexoMeHaanuu 1o MCnoJib30BaHUIO CEpBHUCA

I'.9.1 O6mme pexomeHgTAUMN

75
[Ipu oOpamenun mnonb3oBatenss B LleHTp oOcmyxuBaHus

PEKOMEHAYETCA BBIACHUTDH

OCHOBHYIO LI€JIb OOpalleHHs], B 3aBUCUMOCTU OT 3TOro BbIOpaTh MeToj cepBuca ECHUA. OcHoBHbIC

CIICHApUU TPEJCTABIICHHI B Ta0uie 16

Tabmuma 16 — [{eau oOparmieHus moJb30BaTels

Ne esab oOpamenus Pexomenjayemoe neiictBue
Br130B MeToa «3aperucTpupoBarh
Peructpanus B ECUA (nonbs3oBateib
NOATBEPKIEHHYIO Yu€THYyt0 3anuch B ECUA ¢
1. | He 3amoOHSII 3asIBKY Ha
BbIJA4€N MMapoJis 171l IEPBOTO BX0/1a» CEpBUCA
MOJTBEPK/IEHUE YIETHOMN 3aIHCH)
ECHA
[TonTBep1eHUE YUYETHOM 3alUCH Br13oB MeTona «I1loaTBEpAUTH TMYHOCTH
ECHA (monbp30Baresns 3amoaHsI rpaxxaanuaa PO unu mHOCTpaHHOTO
2.
3as1BKY Ha NOATBEPKICHUE YUETHON rpaxkaanuHa B ECA» cepsuca ECUA
3aIucy, 3asBKa MPOBEPEHa)
Br130B MeToa «3aperucTpupoBarh
MOATBEPKAEHHYIO YU€THYIO 3anuch B ECHUA ¢
Peructpamnus 8 ECUA (monb3oBarens
BBIJIaY€ MapoJIs AJIs IEPBOrO BXO/1a» CEpBUCA
HE YBEPEH, YTO KOPPEKTHO 3aII0JIHUII
3. ECHA. Cnenyet npeaynpennTs M0JIb30BaTENs,
3as1BKY Ha MMOATBEPKICHNUE U UTO OHA
YTO JJI IEPBOTO BX0/1a B yYETHYIO 3alKCh
ObLIa yCTICIIHO TPOBEPEHA)
cienyet ucnosb3oBath cBsizky CHUIC u
napoJib, BeIAAHHBIN B LleHTpe o0cmyXxuBaHus
Br13oB Metona «IIpoBeputh 3asiBKy Ha
PETrUCTPALIMIO YUETHOM 3amUCH» AJIs BBISICHEHHS
BbIsicHUTB, 110 KaKUM TPUYKUHAM
JeTanei OlMOKH U TOCIEAYIOIINN BbI30B
4. | peructpauus B ECUA He npomia
METOJIa ««3apEruCTPUPOBATh OATBEPKIAEHHYIO
YCIIELTHO )
yuétHyo 3anuck B ECHA ¢ Bpinaueit naposs
JUTSI TIEPBOTO BXO/a»» C UCTIPaBICHHBIMU

7 [Topsinox peructpanuu Llentpos o6cmyxkuBanus Oneparopos Bbiauu kiatoda [1911 onpenenen B 1.
14 Pernamenra.
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Ne Ieanb oopamenus Pexomennyemoe geiictBue

napaMeTpamH 3amnpoca

Boccranosnenne JA0CTYyIIa Br130B METOJa «BoccTaHOBHTE JOCTYII K

5. | (momp30BaTenb panee ObLT Y4ETHOM 3amucu noJib3oBatelisi» cepsuca ECUA

3apeructpupoBad B ECUA)

I'.9.2 Pekomenaanum no BoI00py crocoda J10CTABKH MAPOJIst

IIpu perucrpauuu noaTBepxkAeHHONW ydeTHOM 3anmucu B ECHMA pexkoMeHayeTcs OTHpaBisiTh
napojib Ui MEPBOro BXOJa HA HOMEP MOOWIBHOTO TenedoHa MOJb30BATENsl, €CU MPOU3BOAUTCS
OOBIYHAS perucTpanus Mnojb3oBareis. Eciu mpou3BOOUTCS perucTpanus ¢ BbIAAYEH IMOJIB30BATEIIO
AJIEKTPOHHOHN TIOATHCH, TO PEKOMEHAYETCS HE OTIPABIATH apOJIb.

Ecnu nonp3oBaTenb HE UMEET MOOMILHOTO TelnedoHa, TO JOIMYCTUMO HCIOIb30BaTh OTIPABKY

mapoJt JJid I€pBOro BXoza Ha aapec 3J'IeKTp0HH0171 IIOYTHI.

I'.9.3 PexomeHganuu no COXpaHeHUIO TaHHBIX M0JIb30BATE/IA
[Tpu hopmupoBaHnUH 3ampoca Ha PETUCTPALNIO TTOJIB30BATENsI PEKOMEHTyeTCSl COXPAHSTh:
— uaeHTU(dUKATOp 3asBKU HA PErUCTpaIMIO ToJib3oBaTens (requestld)
— BCE JJaHHbBIE, NIEPENAHHBIE METONY «3aperncTpUpPOBaTh MOATBEPKAEHHYIO YUYETHYIO 3alllCh B

ECHA c Bpl1adei napoJs A IEPBOro BXOIay.

Ecnu monb3oBarens Oyner mponH(MOPMUPOBAH O BO3HHUKIIEH B XOJI€ PErHCTPallMM OIIMOKE
(Hampumep, MO aapecy 3JIEKTPOHHOM IMOYTHI), TO OH OyJIeT MMETh BO3MOXHOCTb OOpaTUThCS B CBOM
Llentp oGcyKuBaHUs 175l MPOSICHEHUs cUTyaluu. B atom cinydae nnentugukarop 3asBku (requestld)
u ™eroq «[IpoBepuTh 3afBKy Ha pPErHCTpPallMI0 YYETHOW 3amMcu» MO3BOJAT MOJYYHUTh
JIOTIOJIHUTENBbHYI0 MH(OpMalLMI0 O IpUYMHAX MpobieMbl. B uyacTHocTH, ecnu mpu 3ampoce Oblia
JIOTNyIlleHa ofeyaTka, To croenuanuct lLleHTpa oOcinyXuBaHHs, HMes COXpPaHEHHbIE JIaHHBIE
MoJib30BaTensi, OyAeT HMMETh BO3MOXKHOCTH OTIIPaBUTh HCIPABIEHHYIO 3aiBKYy Ha PErHCTpaIUIO

YUETHOH 3aIHCH.

I'.9.4 Pexomenaauuu no Boi3oBy Meroaa «lloarBepauTh JUYHOCTDH IPAXKAAHHHA

P® nian unocTpanHoro rpaxxaannna B ECUA»

HpI/I BBI3OBC CCpPBHUCA ((HOI[TBCp,Z[I/ITB JIMYHOCThL TIpakJIaHUHA P® wnmu HHOCTpPAHHOT'O
rpaxiaHuHa B ECHUA» CJICOAYCT YUYCCTb, YTO HOaXE IpU IBHOM YKa3aHWUU HOMEpa MOOUIIEHOTO

TeneoHa / aapeca 3JIEKTPOHHOM MOYTHI BO3MOXKHA CUTYallMs, YTO y4deTHas 3aluch, Tpedyromias
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MOJTBEPXKICHUS JTMYHOCTH, HE OyJeT HaijieHa. DTO BO3MOXKHO, HAIPUMEp, €CIU I0JIb30BaTelb
COOOIINI HEKOPPEKTHBIN HOMEP MOOUIBLHOTO TenedoHa / agpec IEKTPOHHON MOYTHI, TUOO0 ITOT THUII
KOHTAKTa He OblJI NOATBEPKJEH B yueTHOH 3anucH. CieqyeT yTOuHUTh Yy M10JIb30BaTeNs, KaKoil JIOruH
OH MCIIOJIB3YeT JJI BXOJa B CBOI YYETHYIO 3allUCh M OCYLIECTBUTH BbI30B Merona «lloaTBepanthb
JUYHOCTH rpakaanuHa P® wnu nnoctpanHoro rpaxaanuia B ECMMA» UMEHHO ¢ 3TUM apaMeTpOM.

[Ipu yka3aHWM KOHTAaKTOB HEOOXOAMMO MeEpeAaBaTh TOJBKO OJUH THUN KOHTakTa (email wuim
mobile) mis uaeHTHUKAIMKY 3a8BKH HA TTOATBEP)KICHUE YUETHOM 3aITHCH.

Ecnu nonb3oBaresb He HOMHUT HOMEP MOOMIIBHOTO TeseoHa / apec 3JIeKTPOHHOM MOYTHI, TO
MOKHO TPEUIOKUTh €My IMPOBECTH PETUCTPAIMIO YYETHOW 3amucd. J{JIsi 3TOro ciieayeT BbBI3BaTh
METOJl «3aperucTpupoBaTh MOATBEPKAEHHYIO yuéTHyro 3anuch B ECHMA c Bbigaued maposis amns

IIEPBOro BXoJa».
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NMPUNOXEHWE [1. HEPEKOMEH/YEMBIE K
JTAJBHEHIIEMY UCIIOJIB30BAHUIO
®YHKIIUOHAJBHBIE BO3MOKHOCTHU ECUA

1.1 OO0mue cBegeHus!

B pesynbrare pa3BuTHS HEKOTOpbhle (yHKIHMOHAIbHBIE BO3MOHOCTH ECHA coxpaHsroTcs
HCKJIIOYHMTEIIBHO B LEJSAX 00ecrieueHus: 00paTHOM COBMECTUMOCTH.

Pazpabotunkam panee unterpupupoBanusix MC ¢ ECHA pexomeHayeTcst 0TKa3aTbCs OT UX
UCIOJIb30BaHUS.

Paspaborunku BHOBb wuHTerpupyembix MC ¢ ECHA pexomeHzayeTrcs HCIONb30BATh

aKTyajibHble (yHKLIHOHaNIbHBIE Bo3MOxHOCcTH ECHA.

.2 Ycrapesumue yresep:xaenus SAML

Tabnuma 17 — Ilepedyenp aTpuOyTOB, MOAAEPIKKA KOTOPBIX B OyayieM OyaeT mpekpaiieHa

Ne | ATpudyrt Onucanue IIpumevyanue

1. | assuranceLevel YpoBeHb JOCTOBEPHOCTH PexoMennyercs ucnonb30BaTh
UACHTU(DHUKAIIH TTOTH30BATETIS. aTpuOYyTHI:
Bo3MoxHBI crnenyromue - personTrusted — st
3HAYCHUS: oTpeziesieHus I0/IBEPKIEHHBIX
AL10 — ynpomieHnHas YYETHBIX 3aIHUCEN;
(HempoBepeHHas) yueTHas - authnMethod — st
3aIlUCh; OIIpEAEIIEHUs METOAA
AL15 — crannapTHas ayTeHTU(UKALNK.

(mpoBepeHHast) ydeTHas 3aIuch;
AL20 — moaTBepkieHHAS
yUYeTHas 3aInCh;

AL30 — moaTBepkeHHas
ydeTHas 3aInch

(ayrentuduxanus no KOII).

2. | attachedToOrg [Tpu3HaK BKIFOUEHHOCTH Heo0xonuMo ucmnois308aTh

(mpucoeaunenus) k opranusanuu | globalRole

3. |inn HMHH nonw3oBatens Heo0xoauMo ucnonn308aTh
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Ne | ATpudyrt Onucanue IIpumeyanue
personINN
4. | name Hms monb3oBaTens Heo6xoamumo ucmoab30BaTh
lastName / firstName /
middleName
5. | nsild Muemonuka OI'B Heo0xonuMo ucnonn308aTh
orgOGRN wu orgType
6. | personType Kareropus nonbs3oBareis. Heo6xonmuMo ncnonbp30BaTh
[IpuHUMaeT clieayromre personCitizenship
BO3MOXKHBIC 3HAYCHUS:
R — rpaxnanun PO (Russian);
F — wHOCTpaHHBIN TpakIaHUH
(Foreigner).
7. | snils CHUMJIC nonp3oBaTtens. Heo0xoauMo MCII0Ib30BaTh
personSNILS
8. | userType Tun nonb3oBaTest Heobxoamumo ucnoab30Bath
globalRole
9. | userName JloruH monp3oBaTens. HeobxoauMo ucrons3osars Userld,
personSNILS

.3 YcrapeBmme mapaMeTpbl CEPBHUCA PErUCTPALUMN

Tabmuia 18 — IlepedyeHp aTpuOyTOB, MOAIEPKKA KOTOPBIX B OyIyIeM OyaeT mpeKpaiieHa

ATpuodyT

Onucanue

IIpumeyanue

mode

Crioco6 focTaBKU Mapost LISt

MEpBOro BXxoa B CUCTEMY

3navyenue napamerpa direct Oyzaer

BBIBCJICHO U3 JKCILTyaTallun

30.10.16
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NMPUNOXEHUE E. EQHBIN CEPBUC
YIPOILIEHHOUN NJIEHTU®UKAIINU TOJIb30BATEJIEN
EJANHOU CUCTEMbBI HIEHTUOUKALINU U
AYTEHTUOUKALINN

B nensax uneHTudukanuu moib30BaTeNiei ¥ MPOBEPKH KOPPEKTHOCTH MH(OPMAINH, KOTOPYIO
OHM IMIPENOCTABJIAIOT 00 HMEIOLMXCS Yy HHUX JOKYMEHTaX, co3fgaH M omnyoiukosan B CMDOB
AJIEKTPOHHBIA cepBUC «EMWHBIN cepBHC YNPOIIEHHONW WACHTH(UKAIMK Tojb3oBarenei EguHoi
CHUCTEeMbl MJCHTU(DUKALUN U aYTeHTI/I(bI/IKaI_II/II/I»?G. CepBHC mnpeAHa3HAa4YeH JUIsl HCIIOJIb30BaHUS
(MHAHCOBBIMHU OpraHU3AIMSIMHU BO HCIIOTHEHHE TpeboBaHmii denepanbHoro 3akoHa ot 7 asrycra 2001
r. N 115-®3 «O npoTuBoAelcTBUN JeTanu3aliy (OTMbIBAHUIO) J0XOJ0B, MTOJIYUEHHBIX IPECTYIHBIM
nyrem, U (puHaHCHpOBaHUIO TeppopusMay» 1 Pacnopsokenus [IpaBurensctBa Poccuiickoit @enepanun
ot 15 aBrycra 2012 r. N 1471-p.

CepBuc MOXKeT ObITh MCIIOIB30BaH B PEXKUME IIPOBEPKU JAHHBIX MOJIb30BATENS.

B pexume «poBepka TaHHBIX MOJB30BATENS», HIACHTH()UKALWSA JHUYHOCTH W 3ampoc
paspelIeHns Ha IPOBEPKY JaHHBIX JOKYMEHTOB I10JIb30BaTeNsl He mpoBoauTcs. IIpoBepka 3amyckaercs
HEMOCPEJCTBEHHO B MOMEHT 00pallleHus K CEpBUCY (B JAHHOM PEKUME).

B pexxumMe «ripoBepka JaHHBIX MOJIb30BATENS BBIOIHSIIOTCS CIEIYIOIINE TPOBEPKU:

— mnacnopta (coorBerctBust PHO u nacnopra);
— CHMIJIC (cooterctBust DO u CHUJIC);
— MWHH (cootserctBus ®UO u THH).

Enunelii cepBuc noaaepKuBaeT cieayromue GyHKIHU:

— UHUIMHPOBAHUE 3aIpOca Ha MIPOBEPKY JIaHHBIX MOJIb30BATENS;

— IMPOBCPKaA CTaTyCa BBIITOJHCHUA 3allpoCa Ha NPOBCPKY AAHHBIX IOJIB30BaTCIIA.

E.1 TlonyyeHue 1ocTymna K 3JIEKTPOHHOMY CEPBHCY

[Topsimok m mpaBuia MOMYyYEHHsI TOCTYNA K €IMHOMY CEpPBUCY YIPOLICHHON HIeHTU(UKAUU
nosib3oBareneil EnuHoil cucreMbl uaeHTH(UKALMK W ayTeHTU(QUKALUKA TPUBEICH B JOKYMEHTE
«PernamenT nHpopMaMOHHOTO B3auMoaelcTBUsa YuacTHUKOB ¢ Oneparopom ECUA u Oneparopom
HKCIUTyaTali UHQPACTPYKTYPHI AJIEKTPOHHOTO MIPAaBUTENIbCTBA». HbOpManus colepKUTCs B TyHKTE

«HOpHI[OK COrJIaCOBaHUd IIpaBa HCIIOJIL30BaHUSA Enunoro CccpBUCa ynpomeHHoﬁ I/I,Z[CHTI/I(I)I/IKB.I_II/II/I

"% SID mannoro cepeica B TectoBoii cpexe CMOB — SID0004152, B npoxykTuBHOil — SIDO004769.
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nonp3oBareneil Exunol cucrembl uueHTH(GUKAIMU U ayTeHTHU(UKAnUu». JJOKyMEHT IOCTyNeH IO

anpecy http://minsvyaz.ru/ru/documents/4244/.

E.2 IIpoBepka 1aHHBIX M0JIb30BATE/IA

[IpoBepka TaHHBIX MOJIB30BATENS C HCIOIb30BAHUEM AJIEKTPOHHOI'O CEPBUCA BKIIIOUAET B ceOs
CJIEIYIOILME LIaru:

1. UC ormpasnsier 3anpoc Ha MPOBEPKY JAaHHBIX MOJIB30BaTelisl, BKIIOYAIOIIWNA MEPCOHATbHBIC
JAHHBIE MOJIb30BaTEIIs;

2. cepBHUC BO3BpalllaeT UACHTU(PUKATOD 3a5BKH;

CEpPBUC MHULIMMPYET MPOBEPKY JTAaHHBIX MoJib3oBaress B bI UP;

4. UC npu HE0OXOIUMOCTH BBI3BIBAET METOJI, MMO3BOJIAIOIINI MPOBEPUTH CTATYC BBIOIHIEMOMN
MIPOBEPKU JAHHBIX MMOJIH30BATENsI, B KAUECTBE BXOJHBIX ApPaMETPOB YKa3bIBask UACHTHU(PHUKATOP
3as1BKH;

D. CEpBUC BO3BpalllaeT CTATyC ONEpaluu MPOBEPKH JAHHBIX Mojib3oBaTens. Ecnu omnepanus

3aBepIlCHA TO BO3BPAIIAETCS CTATyC ONEepaliy (laHHbIC BaJTUAHBI WU JJAHHBIC HE BaJTUIHBI).

E.2.1 3anpoc Ha uaeHTHPUKALUIO U IPOBEPKY JAHHBIX MOJIb30BATEJIS

JUis  MHULMUPOBAHMS MPOBEPKH JaHHBIX I0Jb30BaTENs HEOOXOAMMO BbI3BaTh METOJ
«OTHpaBuTh 3aMpoc Ha MPOBEPKY JAHHBIX MOJb30BaTens (0€3 OTHpaBKU IMOJIb30BATENIO 3alpoca Ha
paspernieHue).

B kauecTBe BXOAHBIX MapaMeTPOB METOJ MOJY4YaeT MEPCOHAIbHBIE JTaHHBIE MPOBEPSEMOTO
nonb3oBarens (cepust u Homep macnopra, @O, CHUJIC, NHH), HeoOXxoaumbie Uisi TPOBEACHHUS
olepanuu.

B kauecTBe BBIXOJHBIX MapaMETPOB METOJ BO3BpALIAET CTATYC BBINOJIHEHUS ONEpaluu
(YCHemHo UM He YCHEIHO), UACHTU(UKATOP 3as8BKH HA UJIEHTU(UKALIMIO TOJIb30BaTelNs U IPOBEPKY
ero naHHbIX (requestld), mMOCKONBbKY TpoBepKa JaHHBIX MOJB30BATEIsl OCYIIECTBISIETCS B
ACUHXPOHHOM peXUME

[Tpu HeycnenrHoM 3aBepILIEHUH METOJ BO3BpalllaeT OIIMOKY, COJAEpKallyl0 KOJ U TEKCTOBOE

OMHUCAHUE OIINOKH.

E.2.2 IIpoBepka cOCTOSIHUSA BbINOJHEHHUS 3aMPOCA
21.]'[5[ MMOJIYYCHHUA pE3yjibTaTra I/IJIeHTI/I(l)I/IKaHI/II/I MMOJIB30BAaTCIIA U IMPOBEPKHU €0 JAaHHBIX MOJIKCH

ObITh BbI3BaH MeToA «llomyunuTs pe3ynbraT 00pabOTKU 3ampoca Ha MPOBEPKY JAaHHBIX MOJIb30BaTEIs
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(6e3 monTBEpIKICHUS TOJB30BATEIIEM pPA3pEIICHHUs)», B KadeCTBE BXOIHOTO MapamMerpa METO[
MOJTy4yaeT UACHTHU(HUKATOP 3asBKH Ha MPOBEPKY JaHHBIX Mojb3oBatesns (requestld).

B BbIXOAHBIX mNapameTpax mnepenaercs HHGOpMalMs O TEKYLIEM CTaTyce BbIIOJIHEHUS
olepaluy 0 MPOBEPKE NaHHBIX IMOJIb30BaTesd. B ciydae, ecnu omepanus NpOBEPKHU 3aBEpIICHA, B
OTBETHOM COOOIIEHUH TEPeaeTcss pe3ysbTaT MPOBEPKH: YKa3aHbl JaHHBIE KOPPEKTHBI, B MpoIecce
00paboOTKH, TaHHBIE HEKOPPEKTHBI HJIM HEBEPHBIH KOJI 3arpoca.

[Ipy HeycnemHoM 3aBEpLIEHUHM METOAA BO3BpAIl@eT OMIMOKY, COAEpIKAaIlyr0 KOA U TEKCT

OILINOKH.

176



